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The Structure of Counter-Terrorism

I. Introduction: Crime, War, and the Separation of Powers
A. Authorization of Military Force (pg 60)
1. All Obama-era memos start off “Pursuant to the powers granted by Congress in the AUMF…”
2. Nuts and bolts of the AUMF
a) “the President is authorized to use all necessary and appropriate force against those nations, organizations, or persons he determines planned, authorized, committed, or aided the terrorist attacks that occurred on Sept 11, or harbored such organizations or person…’
b) For the purpose: “of preventing any future acts of int’l terrorism against the US”
c) Does not supersede the requirements of the War Powers resolution. 
B. Article II Powers
1. All Bush era memos started off “Pursuant to Art II of the Constitution….”
2. “The President is the commander-in-chief of the military”
3. President must be allowed flexibility in addressed threats to the nation. 
C. Youngstown Sheet & Tube Co v. Sawyer (BB) (Jackson, J. concurrence)
1. Facts: Roosevelt was trying to steel mils for the Koreans war that are embroiled in labor disputes. President argues that the steel is necessary for the war prosecution and tries to assert Art II power to take over the plants so the US can prosecute the war. 
2. Holding: The Tripartite Theory of Presidential Powers
a) The Zenith 
(1)  President is acting at his highest point of authority when he acts with explicit or implied Congressional authority. 
(2)  For an act to be held unconstitutional in these circumstances, it must be showed that the federal government as a whole lacked the authority to take such action. 
b) The Twilight
(1) When the President acts in cases where Congress has been silent (so acts without Congressional approval) and relies solely on his authority under Art II. 
(2)  There is a zone of twilight where both Congressional and Presidential power may overlap ---> tests of power is likely to depend on the imperatives of the vents rather than abstract theories of law. 
c) The Lowest Ebb
(1)  When the Presidents acts are incompatible with the expressed or implied will of Congress
(2)  Courts can only approve of the Presidential action in such cases by disabling the Congress ---> any Presidential claim at the lowest ebb must be scrutinized with caution. 
D. Competing Frameworks for Terrorism ---> War Model v. Criminal Model
1. Crime Model ---> views terrorism is a crime and sees counterterrorism as a form of law enforcement This means that normal protection tools for law enforcement should be used and the normal protections for criminal suspects should be used. 
a) See e.g., Judge Motz in Al-Marri; Souter in Hamdi
2. War Model ---> views terrorist attacks as acts of war by unlawful combatants. Under this view, normal criminal procedural protections are inappropriate. 
a) See e.g., Judge Williams in Al-Marri
3. SR offers a third way to conceptualize the problem ---> counterterrorism as a series of intelligence and interventions and both complementing events are governed by both laws of war and the criminal law; law should relate to and mediate the relationship between intelligence and counterintelligence. 
a) Counterterrorism law is not exhausted by yes/no questions of authority and permissibility 
b) Rather its a deeper question of how to structure the relationship between the difficult methods of counterterrorism and the legal regimes. 
E. Case Study: Drone Attacks
1. Legal Considerations at Stake in drone killings
a) Is it a Constitutional Exercise of Power according to Art II?
(1)  Bush admin would say that under Art II, the president has the authority to order targeting killings; It is part of his powers as the commander-in-chief. 
(2)  In order to protect our citizens we need the authority to flexible address the threat. 
b) Is their statutory authorization? ---> AUMF
(1)  AUMF authorizes such targeted killings 
(2)  Applying the statute to various threats
(a) Al Qaeda ---> This is the easiest question; can almost certainly strike Bin Laden et al. 
(b) Taliban ---> Probably yes; they “harbored terrorists” 
(c) Anwar Al-Awlaki ---> US Citizen, wasn’t involved w/ 9/11 and lived in DC at the time
i) Argument that Awlaki is a member of an organization that planned/conducted 9/11
ii) But this begs the question of what is an organization
c) Due Process (5th Amendment restrictions)
(1)  5th Amendment says that no person shall be deprived of life, liberty, or property without due process of law. 
(a)  Violation of 5th Amendment seems obvious ---> no opportunity of trail, no presumption of innocence. 
(b)  Counter: Due process is the intelligence gathering and the process of creating the list of targets for drone attacks. 
i) This could be consistent with the theory of due process as being for procedural safeguards. 
d) E.O. 12,333 ---> prohibition on political assassinations
(1)  At first glance would appear to say that domestic law prohibits such assassinations
(2)  But it is riddled with exceptions for war times, etc (Parks memo --> the question would lie in whether we are in peacetime or a time of war). 
(3)  There is not such thing as an assassination when we are at war ---> these are just casualties of war. 
e) Youngstown Steel
(1)  Zenith ---> Commander-in-Chief powers and the AUMF allow for targeted killings. 
(2) Twilight ---> Commander-in-Chief powers still exist, but AUMF does not apply to people not directly involved in in the 9/11 attacks
(3) Lowest Ebb ---> Congress has passed through federal criminal laws and the military detention acts how do deal with terrorism abroad, so it has said how the President should deal with this problem and has implicitly denied the executive the right to resort to targeted killings. 
f) Framework of the OLC Memo on targeted killings:
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2.  Advantages of Drone Attacks
a) Most effective means to targeting top Al-Qaeda leaders
b) Enemy Coordination ---> cause insurgents to spend more time/effort protecting themselves as opposed to planning attacks.
c) Allows the US to operate in areas of critical importance which may be inhospitable to US troops.
d) Strategic Convergence with Allies ---> American interests may be coextensive with (ex.) Pakistani interests to reduce the threat of the insurgents. 
e) Politicization of terrorism ---> bipartisan support to get and weed out the bad guys. 
f) No much intelligence value in the targets.  
(1)  Detention law is very messy and unclear ---> might not be able to even use crack the intel value because of legal restrictions. 
(2)  Today we have a greater understanding of the threat and diminishing return on any detention/interrogation 
(3)  More important to take out the target than possibly gain any intel. 
3. Disadvantages of Drone Attacks
a)  Failure to achieve the objectives of lasting peace 
b) Can’t shoot ourselves out of this war. 
c) Hurts intelligence gathering efforts (wipes out phones, leads, and interrogative possibilities) 
4. Other Considerations for Targeted Killings
a) International law still requires “proportionately” to be considered even in times of war ---> attack must not be “expected to to cause incidental loss of civilian life, injury to civilians, damage to civilian objets, or combination thereof that would be excessive in relation to the concrete and direct military advantage anticipated. 
b) IHL requires that civilians can only be attacked “unless for such time as they take direct part in hostilities”
c) Zone of Combat ---> scholarly recommendation
(1) Targeted killings should be limited to the zone of active combat (see Haymann and Kayyem)
(2)  Even in such events, never should you target: (a) a US person; (b) any person found in the US; or (c) any individual in a state that as agreed to or is willing to extradite or incapacitate. 
d) State that is engaged in a armed conflict or in legitimate self-defense is not required to provide targets with legal process before a state may use lethal force (Harold Koh, “The Obama Admin and Int’l Law”)
5. Ali Souffan on the Drone Attacks
a) Practical/strategic/tactical perspective ---> he’d go with the drone every time because it solves the issue at hand with minimal lost to the US
b) Problems
(1) The ground war in Afghanistan is much different ---> Afghans don’t understand who the US is, why they are here (think the story about two guys named NY and Washington); so when we miss (hit a mosque, wedding, etc) we are really doing ourselves harm.
(2) We oversimplify the situation by thinking that drones are the answer ---> drones do nothing for the big picture; need to be working with local tribal leaders to educate, get permission, etc. 
(3) If we have our facts wrong we really hurt ourselves in the long run. 
F. Al-Marri v. Pucciarelli (Supp 213)
1. Facts: 
a) Al-Marri entered the U.S. on Sept 10, 2001 to go to grad school on a green card (so essential a U.S. citizen for the purposes of this analysis); in Dec ’01 he is arrested as a material witness and later charged with credit card fraud. 
b) In June ’03 Bush labels him as a enemy combatant and is transferred to a military custody ---> sent to SC where it was held incommunicado fifteen month, and was held without charge for 5 years. 
c) Enemy combatant information was based on the Rapp declaration which claim he was a “sleeper agent” of Al-Qaeda; possible that information gained from KSM interrogations led to the ultimate classification. 
d) Why the Government doesn’t want to keep him in civilian custody
(1) This is 2002-03, intelligence on Al-Qaeda is at a premium and you Al Marri could be a intelligence bonanza. 
(2) Military detention will make the interrogation methods/process much easier for the gov’t (no right to attorney, etc)
2. Holding: (in a splinter of opinions ---> Traxler is the deciding vote)
a) Assuming the allegations of the Gov’t are true, the AUMF authorizes Al-Marri’s detention as an Enemy Combatant 
(1)  AUMF---read with Quirin--give the President the authority to detain
(2)  Clearly Congress authorized detention for people like the 9/11 hijackers ---> Al-Marri is such a sleeper agent
b) Al-Marri has not been afforded sufficient process to challenge is designation as an enemy combatant. 
(1) Risk of erroneously detaining a civilian or citizen in this country as an enemy combatant is much greater inside the U.S. than in the case of Hamdi, where the combatant was found on the battlefield. 
(2)  Government has only presented the Rapp Declaration ---> should be at least required to demonstrate why it should be accepted as the most reliable evidence. 
3. Does the distinction between in the U.S. or in Yemen/Pakistan/Afghanistan matter?
a) Gov’t argument for why it shouldn’t matter
(1)  In the war on terrorism, the traditional battlefield no longer exists ---> its beyond the traditional geographic constraints of previous military engagements. 
(2)  More important at home, because the president is protecting the homeland. 
(3)  If the terrorist has evaded the nat’l security apparatus and has made it to the U.S., then the threat is real
b) Why it does matter
(1) No problems associated with diplomatic non-cooperation
(2) Greater risk of making a mistake in the US than in Yemen (Traxler’s argument for more process). 
(3) Power to exercise authority in the U.S. is lower/less exclusive than in foreign affairs
4. Al-Marri in perspective ---> Gov’t is arguing that the President has the power no matter the location ---> drone attacks in the U.S.? Legally, its allowed but for discretion or political reason, he may chose not to. 
II. State of the Threat(s): Law and Policy
A. Identifying and Defining the threat of terrorism
1. Reagan Admin said terrorist use or threaten violence against innocents “to achieve a political objective through coercion or intimidation of an audience beyond the immediate victims.” 
2. Beginning in the 1990s terrorism changed in several important ways
a) The conventional wisdom that terrorists employed violence in discriminate and proportionate ways was called into question
b) Terrorist no longer necessarily espoused political causes or aims to take power. 
c) Were intent on harming a maximum number of people. 
3. Today the general trends in terrorism show that micro-actors are increasingly worrisome and difficult to counter
4. Some argue that the defining characteristic should not be the purpose of the threat but the level of the threat and the organized nature of the perpetrators.
B. Today’s Al-Qaeda and associated Threats
1. “Does Osama Still Call the Shots” 
a) Sageman ---> “bottom-up”
(1)  The threat from Al Qaeda and its progeny is evolving ---> the process of radicalization is still going on but no proceeds in a a hostile post-9/11, wired environment, resulting in a social structure comprised of disconnected groups. 
(2) Internet has enabled a new wave of threat wannabes now constitute the main but not entire threat to the West
b) Hoffman ---> instead argues that Al Qaeda central is on the march and moving to strike (see London, Madrid, etc)
2. “See sees increased threat from al-Qaeda in Yemen” ---> pretty self-explanatory. 
III. The Institutional Landscape of Counter-Terrorism 
A. What is Intelligence?
1. It is a cyclical process by which the government gathers information and analyzes that information
a) NOTE: not the same as a “covert action” which is more of an intervention (“5th function of the CIA”)
2. “Collection” is heavily regulated by law, analysis is relatively free from law, dave perhaps for data retention/privacy
a) Brunt of the law of intelligence has to do with collection
B. Three Types of Intelligence Collection
1. Human Intelligence (HUMINT) ---> 
a) Espionage, spying, recruiting (double) agents; doesn’t penetrate the other government/group but gets someone else to give secret information by establishing cover. 
b) Official v. unofficial cover
(1)  Historically, CIA agents were under official cover (worked in embassies, etc)
(2)  Today, that framework doesn’t lend itself to Al-Qaeda and have to go NOC (non-official cover); which has it’s own challenges
(a)  Lacks the traditional protections of becoming a declared operative, persona non grata, 
(b)  Runs the risk of being placed into prison, captured, etc (like the “hikers” in Iran)
2. Signals Intelligence (SIGINT) --->
a) Electronic eavesdropping, surveillance of all sorts
b) Ran by the NSA ---> nerve center American intelligence (huge budget compared to the CIA)
3. Open Source Intelligence (OSINT) ---> 
a) Reading and analyzing the information that is in the open source (newspapers, media, speeches, internet)
b) SB says this is some of the most valuable intel (think Saayid Qutb’s writings) but is under-utilized and under-funded because it isn’t “cool”
c) Major advantage of OSINT is its accessibility; but the major disadvantage of it is its volume. 
C. Regulation of Intelligence
1. What ought to be regulated more: HUMINT or SIGINT?
a) Is it more intrusive to listen to a phone conversation without you knowing or to have an agent befriend you under false pretenses with the purpose of getting information from you? 
b) In practice HUMINT is regulated almost not at all ---> SIGINT is regulated much more. 
D. The National Security Institutional Landscape
1. The National Security Act of 1947 ---> created the CIA
a) Question of whether the act was intended to authorize covert action
(1)  Congress’ subsequent actions have apparently acquiesced. 
b) 2004 Amendments: Intelligence Reform and Terrorism Prevention Act
(1)  Created the Director of National Intelligence (DNI)
(a)  Dissemination: Responsible for ensuring that intel is provided to President, exec branch officials, JCOS, Senate and House. 
(b)  Quality: Intel must be “timely, objective, independent of political considerations”
(c)  Policymaking
i) Responsible for setting policy and priorities for intelligence community’s intel collection, analysis, and dissemination
ii) Includes procedures for foreign intel collection under FISA
iii) Sets budget for the intelligence community. 
(2)  CIA’s new role
(a)  Director reports to DNI
(b)  CIA has not police subpoena or law enforcement powers or internal security functions
2. Recommendations from the 9/11 Commission
a) Unify strategic intel and operations planning across the foreign-domestic divide with a Nat’l Counterterrorism Center (NCTC)
b) Unify the intel community with the DNI
c) Unify the many participants in counterterrorism effort and their knowledge in network-based information-sharing systems that transcend traditional government boundaries. 
d) Unify and strengthen congressional oversight to improve quality and accountability
e) Strengthen the FBI and homeland defenders. 
E. New York City ---> “The Terrorism Beat”, New Yorker, July 25, 2005
1. NYPD’s counterterrorism operations
a) NYPD has about 1000 officers “working the terrorism beat full time”
b) Hercules ---> set of police anti-terror teams meant to show “muscle” (carry big guns)
c) Nexus ---> Intelligence division program to keep “tabs on terror-sensitive business and merchandise, among other things”
2. Major worries include: subways, trucks, planes, helicopters, ferries, vans, tunnels, bridges, underground garages, high-rise buildings, the war in Iarq, the war in Chechnya, Al Qaeda, Indonesia . . . anthrax, nerve gas . . . all large gatherings in NYC. 
F. Concerns in the Current National Security Apparatus
1. Too much information ---> “Review of Jet Bomb Plot Shows More Missed Clues,” New York Times
a) Terrorist Identity Datamart Environment has 550,000 people world worldwide that might be a threat to the US
b) Computer systems can’t adequately handle the mass amounts of data; search functions are adequate (“The program not only can’t connect the dots, it can’t find the dots.” Rep. Brad Miller, D-NC)
2. System has gotten way too large ---> “Top Secret America,” Washington Post
a) The top-secret world of counter-terrorism has gotten so large, so unwieldy, and so secretive that no one knows how much money it costs, how many people it employs, how many programs exist within it, or exactly how many agencies do the same work. 
b) Wasteful spending through redundant programs.
(1) COUNTER: What appears to be redundancy is in fact providing tailored intelligence for many customers. 
c) So large, you can’t effectively find what you’re looking for nor can you properly communicate it among the various departments and agencies to connect the dots. 
d) U.S. intelligence budget is 21.5 times higher today that in 2001; some 263 new organizations or agencies have been created in response to 9/11 ---> Who is in charge? DNI in theory, but hardly in practice. 
Assessing the Threat: Counter-Terrorism and Intelligence

I. Constitutional Framework
A. The Fourth Amendment, National Security, and Intelligence
1.  Background
a)  Constitutional law of intelligence is largely the law of the 4th Amendment
b) History of law of electronic surveillance before Keith:
(1)  Olmstead v. United States (1928) ---> 
(a) Supreme court held that wiretapping was not within the coverage of the 4th Amendment
(b) Acting on the teachings of Olmstead, the A.G. Mitchell authorized taps of syndicated bootleggers and in “exceptional cases where the crimes are substantial and serious, and the necessity is great and [officials] are satisfied that the persons whose wires are tapped are of the criminal type.”
(2)  Federal Communications Act of 1934 ---> passed in response to the Olmstead decision
(a)  Criminalized intercepting the wire and radio communications; any evidence obtained would be inadmissible in court. 
(b) DOJ interpreted this not as total ban, but relying on Olmstead, said that there was authority for “national security” wiretaps.
(3) Roosevelt in 1940 issued a memo that electronic surveillance was proper where “grave matters involving defense of the nation” were involved; conducted to a minimum and limited them insofar as possible to aliens.
(4) Katz v. United States (1967) ---> overrules Olmstead
(a)  4th Amendment Warrant clause did apply to electronic surveillance ---> there is a reasonable expectation of privacy in your phone calls. 
(b)  But the court specifically declined to extend its holding to cases “involving the national security”
(5)  Title III (1968) ---> passed in response to Katz
(a)  Established procedures for the authorization of electronic surveillance for the investigation and prevention of specified types of serious crimes and the use of the product in surveillance in court proceedings. 
(b)  Disclaimed any intention of legislating in the national security area. 
c)  United States v. United States District Court (Keith) (1972) (pg 91)
(1)  Facts: 
(a) Defendants were charged with conspiracy to dynamite bomb a CIA office in Michigan. 
(b) Government had approved wiretaps to gather intel on the defendants in order to “protect the nation from attempts of domestic organizations to attack and subvert” the US gov’t ---> not prior judicial authority 
(2) Question: Does the President have the authority to authorize electronic surveillance in internal security matters without judicial approval? 
(3) Holding:
(a) No exception for prior judicial approval for domestic security surveillance
(b) However, Title III standards and procedures don’t necessarily apply in cases of domestic surveillance and these taps may be made in accordance with such reasonable standards as Congress may prescribe 
i) Domestic surveillance may entail different policy and practical considerations that surveillance of an ordinary crime. 
ii) i.e., difficult ID, prevention of unlawful activity ---> so standards may be less precise. 
(4) Rationale
(a) Whether there is a carve out for nat’l security in Title III warrants for domestic intel gathering? 
i) Gov’t Argues ---> In excepting, national security surveillance from Title III’s warrant requirement (see §2511(3)), Congress recognized the President’s authority to conduct such surveillance without judicial restraint. (Zenith of Youngstown)
ii) COUNTER: By the exception, Congress was choosing not to be silent on the issue, therefore we must look to the constitutional powers President to determine whether he has the power (Zone of Twilight of Youngstown)
iii) Holding: Title III is neutral, so we are in Zone of Twlight
(b)  Whether Constitutional allows it
i) Recognizes the tension between privacy/free speech and the legitimate need to safeguard domestic security ---> but the 4th Amendment freedoms cannot be properly guaranteed if surveillance can happen solely at the discretion of the Exec
ii) Rejects the “Preserve, Protect and defend” argument overrides judicial oversight ---> but recognized that different standards than Art III may be appropriate.
(5) Questions that Remain
(a) SCOTUS passes on the question of whether the scope of President’s surveillance power with respect to the activities of foreign powers, within or outside the U.S. (remains an open question)
(b) Court doesn’t really say what the judicial oversight is that is needed since Title III warrants standards are not required
i) Title III is criminal investigation; FISA governs foreign intel; but there is no real functional piece fo the middle ground of domestic intelligence
ii) Gov’t will tend to favor Title iII though, because FISA isn’t allowed unless they are “an agent of a foreign power”
d)  United States v. Ehrlichman (D.D.C.1974) (pg. 102)
(1)  Facts:
(a) Defendants entered into the a psychiatrist’s office to obtain doctor’s medical records on a patient, Ellsberg, who was under indictment for the releasing the Pentagon Papers. 
(b) Gov’t argued that the break was legal because the President had authorized it for reasons of nat’l security; and in the alternative, in the absence of such authorization the defendants were acting in good faith based on nat’l security information that led them to believe such a break in was justified in the nat’l interest. 
(2) Holding: Court rejects that anything in Keith gives the President the authority to suspend the 4th Amendment requirements in the name of national security, even in purely information-gathering searches. 
(a) “would give the Executive a blank check to the disregard the very heart and core of the 4th Amendment”
(3) Post-script: DC Circuit sustained the conviction but held that no “nation security” exception to the warrant requirement couldn’t be invoked without specific authorization by the President or A.G. 
(a) If Presidential approval is to replace judicial approval for foreign intelligence gathering, the personal authorization of the President--or his alter ego in the A.G.--is necessary to fix accountability and centralize responsibility.
(4)  SB says the the take home point of the case--since it was not discussed in depth in class--was how the DOJ is essential arguing both sides.  
e)  United States v. Truong Dinh Hong (4th Cir. 1980) (pg 106)
(1)  Facts:
(a) Hung and Humphrey were convicted of espionage et al for transmitting classified info to the Vietnam; wanted to overturn conviction because of warrantless searches and surveillance. 
(b)  Truong caused secret gov’t info to be turned over the to Vietnamese through the convincing Humphrey, a government employee to feed him documents. He in turn got Krall (who was, unbeknownst to Hong) a confidential informant to the CIA and FBI. 
(c) Gov’t allowed this operation to continue for 2 years, while monitoring it closely; in the meantime they also conduced mass surveillance of Hong, bugged his apartment and searched his apartment; Gov’t obtained no warrant but instead relied upon the “foreign intelligence” exception to the 4th Amendment and the FBI had sought and received the A.G. approval
(2)  Holding:
(a) The gov’t should be relieved of seeking a warrant, under “foreign intelligence exception” only when the object of the search or surveillance is a foreign power, its agent, or collaborators. 
(b) The Exec should be excused from securing a warrant only when the surveillance is conducting “primarily” for foreign intelligence reasons. 
(3) Rationale ---> the warrant requirement in the area of foreign intelligence would “unduly frustrate” the executive. 
(a)  Foreign intel requires stealth, speed, and secrecy. 
(b)  Institutional competency ---> executive possesses unparalleled expertise to make the decision whether to conduct foreign intelligence surveillance
(c) Executive is constitutionally designated as the pre-eminent authority on foreign affairs. 
(4) Primary Purpose Doctrine
(a) Rejects the assertion that if surveillance is in any degree directed at gathering foreign intel then it is alludes the warrant requirement; BUT also rejects the notion that it must be solely based upon foreign intel gathering
(b) Temporal Determination ---> here after July 20, the investigation became primarily a crim investigation
i) At that point, the gov’t was required to have a warrant ---> anything after July 20 is inadmissible in a court of law. 
ii) How to determine you’ve crossed into a criminal investigation? ---> look to active assemblage of criminal prosecution; sufficient awareness (here there DOJ memo indicating such). 
f) In Re Directives [Redacted Text] (FISC 2008) (Supp. pg. 35)
(1)  Background on the FISA Court 
(a)  Specialized court, but it does nonetheless express a view about 4th Amendment and for intel
(b) Only two cases we have information about ---> there may have been others but not released. 
(2) Facts: ---> The Protect America Act (PAA) was passed in ’07 in response to FISC judge decision to not continue the approval of the TSP under FISC supervision 
(a) PAA permitted the DNI and the A.G. to authorize collection of foreign intel concerning persons reasonably believed to be outside the U.S., without obtained a FISC order, even if one party to the communication was a U.S. citizen. 
(b)  The PAA authorized the Gov’t to direct telecom service providers to assist in acquiring foreign intel when the acquisitions targeted third persons reasonable believed to be located outside the U.S. 
(c) The DNI and the AG had to determine that the surveillance met the following conditions: (1) reasonable procedures were in place to ensure that the target was reasonably believed to be overseas; (2) the acquisitions did not constitute electronic surveillance; (3) that the surveillance would involve the assistance of a comm SP; (4) that a significant purpose was to obtain foreign intel information; (5) minimization procedures in place met the statutory requirements. 
(d)  Certifications permit surveillance conducted to obtain foreign intel information when surveillance is directed against foreign powers or agents of foreign powers reasonably believed to be outside the US
(3)  Holding: 
(a) A foreign intelligence exception to the 4th Amendment’s warrant requirement exists when surveillance is conducted to obtain foreign intelligence information for national security purposes and is directed against foreign powers or agents of a foreign power 
i) The special needs doctrine (see Terry) applies by analogy to allow the foreign intel exception to the 4th Amendment. 
ii) Additionally, the its meets the primary purpose doctrine of Truong.
(b)  There exercise of the foreign intel exception here is reasonable under the totality of the circumstances
i) Government interest in national security is of the highest order of magnitude. 
ii) Proper procedures to safeguard (see above the certification) the intrusion of privacy.
(1) The more a set of procedures resemble those associated with the traditional warrant requirements, the more easily it can be determined that the procedures are within the constitutional bounds. 
(2) A.G. has to sign of pursuant to EO 12,333; minimization techniques are satisfactory; “targeted” surveillance (targeted to all comms coming from NW Peshwar)
(4) COUNTER to why this shouldn’t be a big deal to not require a warrant?
(a) Warrants are a rubber stamp ---> gov’t almost always wins or is told to change a minor defect and come back. 
i) COUNTER: Gov’t is only bringing its strongest cases; still important to have balance of power and judicial oversight; important to obey the dictates of the 4th Amendment. 
B.  The Constitution Overseas
1.  Reid v. Covert  (1957) (pg 267)
a)  Facts: Covert killed her husband who was a US serviceman while they were living overseas. Pursuant to a “status-of-force” executive agreement with England she was tried before a US court-martial without a jury. 
b)  Plurality (Black)
(1)  The United States is entirely a creature of the Constitution. Its power and authority have not other source. 
(2)  When the Gov’t reaches out to punish a citizen who is abroad, the shield which the Bill of Rights and other parts of the Constitution provide to protect his life and liberty should not be stripped away just because he happens to be in another land. 
(3)  Distinguishes older precedent
(a)  In re Ross (1891) ---> Case held that the Constitution ha snot applicability abroad; but this has long since been directly repudiated in numerous cases. 
(b)  The “Insular Cases” ---> involved territories conquered by the US gov’t with different cultures and traditions and was at war time; and therefore should be limited to the cases and their facts. 
c)  Harlan’s Concurrence (the core teaching for CTL)
(1)  Cannot agree that every provision of the Constitution must always be deemed automatically applicable to American citizens in every part of the world. 
(2)  The teachings of Ross and the Insular Cases is not that the Constitution does not apply overseas but rather there are certain provisions in the Constitution which do not necessarily apply in all circumstances in a foreign place. 
(a) In 
(3)  The question then becomes what process is “due” to a particular defendant in particular factual circumstances of a particular case. 
(a)  The analysis of what process is “due” includes a balancing test of considering what practical considerations should be considered in extending the protections of the Bill or Right (i.e., is there a compelling reason no to do so)There are some situations where extending the rights would be “impractical and anomalous”
2. United States v. Verdugo-Urquidez (1990) (pg 270)
a)  Facts: 
(1) Verdugo was a Mexican citizen and resident who was apprehended by Mexican police and delivered to US DEA agents. After his arrest, while he was in custody, DEA agents searched his property in Mexico with approval from the Mexican authorities but without a US warrant; evidence obtained in the search was offered at trial
(2) Holding: 4th Amendment does not apply to the search and seizure by the US gov’t agents of property that is owned by a nonresident alien and located in the foreign country. 
(a)  The text of the 4th Amendment (as opposed to the 5th and 6th) extends to only “the people” ---> a term of art in the Constitution that refers to a class of persons who are part of a national community or have developed a “sufficient connection” with the U.S. 
i) What Constitutions a sufficient connection to be a part of the national community? ---> almost all courts have said that if you are in the US you’re a member of the national community. 
(b)  Limits Reid to Harlan and Frankfurter’s narrow ruling ---> the question for citizens is what process is due
i) And even here this is no comfort to Verdugo, who isn’t even a U.S. citizen. 
(c) Application of the 4th Amendment here could seriously disrupt the ability of the political branches to respond to foreign situations involving our national interest ---> plus any warrant would be a dead letter in another country
(3) Kennedy Concurrence (in the opinion but still writes separately)
(a)  Conditions and considerations of this case would make adherence to the 4th Amendment warrant clause requirement impracticable and anomalous (see Harlan in Reid)
(b)  Not to say that the alien has no rights, but you have to go back to analyze the situation and see what process and due ---> here no violation of due process has occurred. 
(4) Brennan Dissent 
(a)  4th Amendment is an unavoidable correlative of the Gov’t power to enforce the criminal law; If the Constitution grants the power to enforce our criminal laws abroad, it must also be constrained by the protections of the Constitution. 
(b) Law creates authority but with it, it also constricts authority. 
(5) Blackmun dissent ---> For practical reasons the warrant requirement can’t apply, but there are still 4th Amendment protections; he says to remand to see if their was probable cause for the search. 
3. In re Terrorist Bombings of U.S. Embassies in East Africa (2nd Cir. 2008) (Supp. pg. 124)
a)  Facts: 
(1) Wadih El-Hage was U.S. citizen living in Kenya who US intel identified as Bin Laden’s Chief of Staff. 
(2) For a years, American intel monitored five telephone lines that were identified as suspected Al Qaeda associates; two of which were later determined to be El Hage phone lines. 
(3) The A.G. authorized the intel operatives to target El Hage ---> no FISA warrant because it was authorized by the AG under E.O. 12,333
(4)  Later working with Kenyan authorities U.S. officials searched El-Hage’s home in Nairobi pursuant to a document identified to El-Hage’s wife as a Kenya warrant authorizing a search for “stolen property;” uncontested that the agents did not apply for or obtain a U.S. warrant. 
b)  Holding: 
(1) 4th Amendment’s Warrant requirement does not govern searches conducted abroad by U.S. agents; such searches of U.S. citizens need only satisfy the 4th Amendment’s requirement of reasonableness. 
(a) There is nothing in the history of precedents suggesting that U.S. officials must first obtain a warrant before conducting an overseas search; nor are their any known instances of a foreign search being conducted pursuant to a American warrant. 
(b)  Nothing in the history of US foreign relations would require a US official to obtain warrants from foreign magistrates before conducting a search ---> would want US law to be conditioned on the practices of other governments. 
(c) Any US warrant would be a dead letter in foreign country. 
(d) BUT a US citizen who is the target of a search by our government executed in a foreign country is not without constitutional protection ---> US citizens have the guarantee of reasonableness. 
(2) Court refuses to adopt the foreign intel “primary purpose” test (of Tuong and In re Directives) ---> makes the holding very expansive and applies to all overseas searches of US citizens (criminal or intel)
(3) These searches were reasonable and therefore there is not violation of due process. (Reasonableness is examined under the “totality of the circumstances”)
(a)  Search of El-Hage’s Home
i) Extent of the instruction ---> court says in minimal
(1) U.S. authorities searched his home with assistance from Kenya authorities, pursuant to an Kenya warrant. 
(2) Occurred during the daytime and in the presence of his wife
(3) An inventory was given listing the items seized. 
(4) Scope was limited to those items which were believed to have foreign intel value. 
ii) Privacy was not breached on a whim, but on substantial evidence that had be gathered
iii) Balanced against the government’s manifest need to investigate possible threats to national security. 
(b)  Telephone Surveillance ---> El-Hage contends taps were too broad; failed to follow minimization procedures
i) SCOTUS has said that “few threats to liberty exist which are greater than that posed by the use of eavesdropping devices.”
ii) Government though has the same compelling nat’l security interest. 
iii) Why the intrusion was justified
(1) Wide-ranging and decentralized Al Qaeada demands sustained and intense monitoring in order to understand their features and identify their members.
(2) Foreign Intel surveillance must delve into the superficially mundane because its not always readily apparent what information is relevant. 
(3) Terrorist orgs often communicate in code
(4) Monitored conversations were in foreign language adds to the complications of identifying relevant information. 
4. Boumediene v. Bush (2008) (Supp. 174)
a)  Facts: 
(1) Petitioners are aliens who have been designated as enemy combatants and detained in the GITMO; some were apprehended in Afghanistan, others in far away places like Bosnia & Gambia; all are foreign nationals, but none is a citizen of a nation now at war with the US; Each deny that he is a member of Al Qaeada
(2) All had appeared before the CSRT and was determined to be an enemy combatant. 
b)  Issue: Does habeas corpus extent to non-citizens being detained in GITMO?
c) Holding: Petitioners in GITMO have a constitutional right to petition for habeas corpus; if the privilege of the writ is to be denied to these detainees, then Congress must act in accordance with the Suspension Clause. 
(1)  (“at least”) Three Factors Relevant for determining the reach of the Suspension Clause
(a) Citizenship and Status of the detainee and the adequacy of the process through which determination was made
(b) Nature of the sites where apprehension and the detention took place
(c) The practical obstacles inherent in resolving the prisoner’s entitlement to the writ.
d)  Court adopts a functional approach to territoriality ---> inquires into the objective degree of control the Nation asserts over a foreign territory
(1) Insular and Reid stand for the proposition that the extraterritoriality  depends on “particular circumstances, the practical necessities” and whether enforcement would be “impracticable and anomalous.”
(2) Rejects that Eisentrager adopted a formalistic, sovereignty-based test for determining the reach of the Suspension Clause
(a)  A strict formalistic approach raises troubling separation-of-powers concerns
(b)  Would encourage the Exec to create legal black holes ---> which they did by permanently leasing the territory from Cuba. 
5. Al-Maqaleh v. Gates (DC Cir. 2010) (Supp. pg 205)
a)  Facts: Petitioners are three detainees being held as enemy combatants at Bagram in Afghanistan, one of which was alleged picked up in Afghanistan, the other two were picked up in Pakistan and Thailand. 
b)  Holding: No constitutional right to habeas corpus for detainees in Bagram
(1)  Court rejects  both sides’ extreme positions
(a)  Boumediene doesn’t mean, as the Gov’t argues, that the question is whether Bagram may be considered effectively part of the US ---> the Court rejected such formalistic sovereignty-based jurisdiction
(b) Rejects the petitioners argument that since Bagram is under lease to the US then is applicable ---> had the SCOTUS wanted to go that far (to apply to all military bases and US facilities worldwide) it would have said so
(2) Court analyzes the “enumerated factors” of Boumediene. 
(a) Citizenship & Status and the adequacy of process ---> tilts in the favor of the petitioners
i) Citizenship & status is the same as the detainees at GITMO
ii) Process of the UECRB is much less than the CSRT
(b) Nature of the sites where the apprehension and the detention took place ---> heavily in favor of the Gov’t
i) Were apprehended abroad ---> like those in Eisentrager and Boumediene
ii) But Bagram is different than GITMO ---> no intent to occupy the base permanently, and its not realistic to assert that the US has de facto sovereignty over Bagram
(c) Practical obstacles ---> heavily in favor of the gov’t
i) Bagram and Afghanistan remain a theater of war. 
ii) US is also answerable to Afghanistan and the other coalition countries. 
(d) Opens the possibility of other factors that could be considered 
i) For example, if the Admin is trying to evade judicial review (clear case would be shipping people from GITMO to Bagram)
ii) But its too early to tell if this is the case and can’t try it on mere speculation.
c) Effects ---> Boumediene may not be that good for civil liberties; shifts the focus from GITMO to an increased use of targeted killings or sending detainees to black sites. 
II. The Foreign Intelligence Surveillance Act (FISA)
A.  Smith v. Maryland (1979) (pg 112)
1.  Facts:
a) McDonough was robbed and gave the police a description of the car that robber had used; the robber later started calling her making threatening and obscene phone calls to McDonough; car license plate was track back to the defendant. 
b)  The police put a pen register on the phone company’s central offices to record the numbers the defendant dialed from his home telephone. No warrant was obtained for the pen register. 
c)  Evidence gained from the pen register was used to obtain a warrant to search the home of the defendant, which provided evidence upon which he was arrested and convicted. 
2. Holding:  There is not legitimate reasonable expectation of privacy of the numbers you have dials; so no warrant needed for pen register ---> Person has no legitimate expectation of privacy in information he has voluntarily given over to third parties (see Miller)
a)  Telephone users must know that they must convey numerical information to the phone company ---> can’t reasonably harbor any expectation of privacy that those numbers will remain private. 
b) The dialer has assumed the risk of disclosure 
3.  Dissent (Stewart) ---> numbers are not without content and can reveal the most intimate details of a persons’ life; seems attuned to the nature of a data-driven society
4. Dissent (Marshall) ---> Thinks the assumption of risk by conveyance to a third party argument is misconceived
a)  Implicit in the concept of assumption of risk is some notion of choice ---> really can’t realistically choice to forgo the use of a telephone. 
b) Making risk analysis dispositive in assessing the reasonableness of privacy expectations allows the gov’t to define the scope of the 4th Amendment. 
5. Modern day application of Smith ---> applies to the URL visited and the emails you send (probably only the subject lines though) 
6. Post-Smith Statutes/Cases
a)  Pen Register Act (18 USC §§3121-3127) ---> imposes a warrant requirement before the gov’t can’t obtain a pen register; but doesn’t require probably cause, but only a showing that its use is “relevant to an ongoing investigation”
b)  Handschu v Special Services Div. (S.D.N.Y 2007) ---> video surveillance of people at a public gathering not allowed unless there is some indication that unlawful activity might occur
c)  Kyllo v. United States (2001) ---> thermal imagined without a warrant used to verify suspicion of growing pot violated 4th A. 
B. FISA Definitions and Mechanics
1.  50 U.S.C. §§1801-1862 ---> Notice that Title 50 is the War and Nat’l Defense (NOT Title 18-Criminal Code)
a) Regulates electronic surveillance and other investigative techniques
b) Pertains to agents of foreign powers and foreign powers
c) More or less inside the U.S. w/special protection for U.S. persons
d) FISA grants authority to spy on communications to/from a foreign power/agent of a foreign power within the US (domestic surveillance)
e) FISA Application Procedures
(1) Affidavit to establish probable cause that the target
(a)  Certification signed by the DNI or senior official of the FBI and NSA and the AG or senior AG official
(b)  In an emergency there is post hoc authoriztion
(2) Duration ---> 90 days for USP; 120 days for AFP; up to 1 year for a FP
(3) Minimization Procedures ---> can’t just list to everything; has to be the purpose of the conversation is to elicit some foreign intel info
f) Emergency Surveillance
(1) AG must approve emergency surveillance, inform the FISA judge, and issue application within 72 hrs of the surveillance
(a)  AG must ensure minimization procedures are in place
(b)  Emergency surveillance must terminate when info is obtained, if application is denied by the judge, or after 72 hrs expires.
(c)  If application is denied, gov’t can’t use the information in any trial/proceeding and the information should not be disclosed unless the AG determines there is a threat of severe harm or death. 
(2) Exceptions
(a) Foreign Powers ---> gov’t can conduct electronic surveillance without a court order for up to 1 year if the target is a FP when there is “no substantial likelihood” that the communication involves a USP
(b)  Homeland Security Act ---> can use pen registers/trap and trace without seeking a court order if there is an immediate threat to national security
g) Probable Cause
(1)  Probable cause that the relates to the “status” of the subject, including both the person and the facility being used ---> have to have probably cause on both
(2)  Have to show probably cause (or “probability of a possibility”) that the person or entity is a foreign power or an agent of a foreign power ---> you do not need to show probably cause that the surveillance will yield incriminating evidence. 
(3) Mukasey/Kelly Debate
(a)  Kelly (NYPD Commish) is frustrated that the DOJ is not submitted enough cases because of the probably cause question ---> 
i) Says that if you have almost a 100% success rate you aren’t submitting the tough, close calls. 
ii) Intel is fundamentally different from crim law ---> want to cast a wide net, think things through that are tentative, not wait for perfect info; learn as you go along
iii) May be part of a CYOA public grandstanding
(b) Mukasey argues that if they brought every case, the DOJ would lose credibility  over time ---> would in turn make the Courts begin reviewing FISA orders more close, which would take more time and ultimately hurt national security. 
(c) Disagreement is two-fold
i) Who has the responsibility to determine probable cause ---> statute say the A.G. has to do this; but Kelly is saying “trust us”
ii) How to think about this operationally ---> is the A.G.’s office pushing hard enough
h) Foreign Powers/Agents Thereof (pg 132)
(1)  Foreign Power (§1801(a))
(a)  Foreign government or any component thereof (any foreign gov’t)
(b)  A fraction of a foreign nation or nations, not substantially composed of U.S. persons (i.e., Kurdistan, maybe the UN?)
(c) Entity that is openly acknowledged by a foreign power to directed and controlled by foreign gov’t (i.e. EgyptAir)
(d) Group engaged in int’l terrorism
(e) Foreign-based political groups, not substantially composed of US-persons. 
(f) Entity that is directed and controlled by a foreign gov’t
(2) Agent of a Foreign Power (§1801(b))
(a)  Any person other than a U.S. Person who
i) Acts in the US as a officer or employee of a foreign power,
ii) Spy of a foreign power; OR
iii) Engages in terrorism ---> lone-wolf provision (can’t be a US citizen; never invoked but was meant to address Zacharias Moussaoui)
(b) Any person (includes USPs)
i) Knowingly engages in terrorism
ii) Enters the US under false/fraudulent identity, or knowingly assumes a false/fraudulent ID on behalf of a foreign gov’t after entering the US
i) Electronic Surveillance §1801(f)
(1) Three Categories of Surveillance
(a)  Category 1 [(f)(1)] ---> Protects individual USP who is in the US, when that person is targeted.
i) TYPE: wire or radio
ii) LOCATION: anywhere 
iii) TARGET: USP in the US
(b)  Category 2 [(f)(2)] ---> focused exclusive on wire communications
i) TYPE: wire
ii) LOCATION: in the US
iii) TARGET: to/from a person in the US
(c)  Category 3 [(f)(3)] ---> focused on radio
i) TYPE: radio
ii) LOCATION: anywhere 
iii) TARGET: No USP limit; BUT both the sender and the receive must be in the US
(2)  Things to Remember
(a)  These considerations about about the target ---> incidental inclusion is not considered the target
(b)  Location means the location of the acquisition ---> so where the tap is being placed (spying is taking place)
(c)  NO FISA required when all parties are outside the US; regardless of whether they are USPs or Non-USPs
(d)  NO FISA for intel acquired overseas for someone outside the US
(e)  NO FISA for surveillance on wire that targets non-USP and the acquisition occurs overseas
(f)  NO FISA on radio where one of the parties is outside the US. 
(3) HYPOS
(a)  Call between and American in Paris and an American in London? ---> No FISA, doesn’t fall into any of the categories
(b)  Gov’t wants to spy on some in Chile and surveillance is in Chile? ---> No FiSA, because wholly outside the US
(c) Target is Non-USP and the surveillance, wire, occurs abroad? ---> No FISA
(d) Radio intercept, Non-USP target, one part in the US and one abroad ---> No FISA, cause not all parties in the US
j) US Persons v. Non-U.S. Persons
(1) “US person” includes citizens, lawfully admitted permanent aliens, and corporations incorporated in the U.S. 
(2)  US persons must be accused of a crime. 
(3) Distinctions between USP and Non-USP
(a) Foreign Intel information definition §1801(e)(1)-(2) (FN 7, pg 122)
i) USP ---> information must be “necessary to” 
(1)  the ability of the US to protect against (A) actual or potential attack by a foreign power; (B) sabotage or int’l terrorism; (C)clandestine intel activities of a foreign power or AFP; or 
(2) information on the nat’l defense or the security of the US or the conduct of the foreign affairs of the US. 
ii) Non-USP ---> information only must “relate to” to ability of the US to protect against (A), (B), (C) or (2) or above. 
(b) Duration of orders
i) USP ---> 90 days
ii) Non-USP ---> 120 days
(c) Also distinctions in the definition of ES (see above)
2. United States v. Rosen (E.D. Va. 2006) (pg. 120)
a)  Facts: 
(1) Two AIPAC lobbyists received classified info from a DoD official; then passed it on to members of the media, other foreign policy analysts, and certain foreign officials. 
(2) Gov’t obtained FISA order for a physical search and tapped phones. 
(3) Defendants argued that the FISA application was illegal because (1) the determination that they were AFP were incorrect and (2) that the gov’t failed to comply with FISA minimization procedures. 
b)  Issue 1 ---> Probably cause to determine AFP
(1)  Defendant’s argue that the engaged in protected 1st Amendment activity
(a)  Statute says the FISC judge may not consider a USP an AFP “solely upon the basis of activities protected by the First Amendment” (50 USC §1805(a))
(b) Court says it follows that PC determination may rely in part on activities protected by the 1st Amendment, so long as it also relies on activities not protected by the 1st Amendment. 
(2) Additionally, there is a lower threshold for showing PC for FISA applications ---> “involve or may involve a violation of the criminal statutes of the US” (§1801(b)(2)(A))
c) Issue 2 ---> Minimization Procedures
(1) Minimization techniques must be in place a the acquisition, retention, and dissemination phases of the electronic surveillance and searches under FISA
(2) FISA minimization requirements parallels Title III ---> doesn’t require total elimination of innocent conversations
(3) When a court is assessing minimization techniques is should look to see whether “on the whole, the agents have shown a high regard for the right of privacy and have done all they reasonably could to avoid unnecessary intrusion.”
(a) Essentially, a good-faith test. 
C. The FISA Wall
1.  Pre-FISA Amendments 
a)  Language of the FiSA statute said that the gov’t must certify that the “purpose” of the surveillance was to obtain foreign intelligence information. 
b)  DOJ  interpreted the statute, in step with the Truong line of cases, to mean that Truong required that it be the “primary purpose” of the investigation was to obtain foreign intel info. (Interesting though because Truong predated FISA)
(1) Therefore, the DOJ said that there couldn’t be a major criminal investigation component ---> a wall needed to be created between the Intel and Crim divisions in the DOJ
(2) The motivation from the beginning had to be electronic surveillance for foreign intel, not arresting and prosecuting ---> if crimes inadvertently showed up, though they could still be used in the criminal proceedings. 
c)  The FISA Wall was a bureaucratic divide between the lawyers/officials in Intel/Crim DOJ
(1) The worry was that breaching the wall would allow the criminal side to use the FISA to sidestep Title III warrants
(2) But any criminal evidence that game through FISA surveillance, could still be used for criminal prosecutions ---> gov’t  didn’t have to take a “amnesia pill”
2. Post-9/11
a)  DOJ went to Congress and tries to change “the purpose” to “a purpose”
b) Congress responds in the Patriot Act by changing the language to “a significant purpose”
3.  In re Sealed Case (FISCR 2002) (pg 145)
a)  Facts: Gov’t is making a argument without anyone on the other side ---> arguing for much greater flexibility to conduct FISA searches under the new statutory language
b)  Government Arguments
(1)  Primary purpose test was never a part of the original FISA statute
(2)  Even if it were, the Patriot Act got rid of the primary purpose test. 
c)  Holding:
(1)  The change in the language of the statute was unnecessary ---> there was never a “wall” in the original FISA statute, it was created simply by the DOJ’s interpretation of applying the Truong case line.
(2) New Test ---> “So long as the government entertains a realistic option of dealing with the agent other than through criminal prosecution, it satisfies the significant purpose statute”
(a)  Court says the new language is better than the DOJ’s interpretation but worse than how the original language should have been interpreted. 
(b) There wasn’t a wall before, but the Patriot Act actually created a wall
(3)  Primary purpose can be something else, for example, prosecution for a foreign intelligence crime
(a) BUT can’t have the primary purpose of criminal prosecution for a non-foreign intelligence crime
(b)  Court Distinguishes between ordinary crimes and foreign intelligence crimes
i) Foreign intel crimes ---> material support, terrorism, etc
ii) Ordinary Crimes ---> drug dealing, bank robberies, etc
(1) Crimes that are “wholly unrelated” cannot be subject to a FISA order. 
(2) Crimes that are “inextricably intertwined” with foreign intel crimes can use FISA taps (i.e., bank robbery to get money to support AQAP)
(a) SB: But where is this language in the statute?
iii) This distinction means that if 60% motivation is to prosecute for an unrelated ordinary crime, and 40% motivation for foreign intel; then the application would be denied (see pg 150, 2nd paragraph)
4. Practical Effects the Wall and the so-call Breakdown?
a) Gov’t has to pay lip service to the idea that they might have done something else; don’t even have to revel their intentions beforehand. 
b) The ordinary/foreign intel crime distinction really isn’t a bar because the quantification of motivation is such a malleable/ethereal distinction (REMEMBER: motivation = at time 0, before the court grants the application). 
c) Good distinction? Posner says no.
(1) Is a big advocate of rebuilding a very robust wall 
(2) Wants to create a major domestic spying organization, but needs to balance it out with giving robust protections for the criminal system/civil liberties. 
D.  The Terrorist Surveillance Program and its Aftermath
1.  What was the motivation for the TSP (and the greater PSP)
a)  After 9/11 the Admin didn’t believe that FISA was up to the task; even after breaking down the wall ---> wanted to lower the standard required to start a intelligence investigation
b) Under old FISA, you required prior info, had to know that the target was a bad guy or an AFP before you can get clearance. 
c) Problem was they don’t know who the bad guys are, so needed more flexibility to listen in and find out. 
2. What was the TSP? ---> problematic question because we don’t know its true scope or all the details. 
a)  Was a (f)(2) category of FISA (wiretap acquisition in the US to/from a person in the US, could be USP) ---> massive electronic surveillance program. 
b) Was not following FISA process or substance ---> no PC for AFP status; flagrant violation of the FISA statute. 
3. SB puts consideration of the TSP as the following: Art II ---> Art III ---> Art I 
a) Art II Fix --> Admin Arguments for the authority to conduct the TSP (See Letter from A.A.G. Moschella pg 157)
(1)  Art II authority
(a) COUNTER: David Kris 
i) Question isn’t whether President has the inherent authority, but rather in light of FISA, Congress’ efforts to restrict those powers, the President still has the authority (a Youngstown analysis)
ii) Also admits that its more operational analysis, since the Constitution is not a suicide pact (Mendoza-Martinez)  ---> uses the example knowing a bomb is in Gtown and awaiting telephone instructions on how to arm, the President would be justified in tapping all phones in Gtown even if FISA did not allow such surveillance. 
(2)  Statutory Authorization
(a) AUMF ---> SIGNIT is a fundamental aspect of waging a war and the AUMF clearly contemplates action at home and abroad. 
(b) Getting around FISA? ---> §109 contemplates “except as authorized by statute” ---> AUMF is one of these cases.
i) COUTER: David Kris ---> Hard to read the AUMF as authorizing the TSP in light of the almost simultaneous passage of the Patriot Act; and FISA’s express wartime provisions. 
b)  Art III Fix ---> Admin realizes its on shaky legal ground so it goes to the FISC to get approval 
(1)  Asks the court to approval the retail surveillance stretched to the wholesale (case of creative lawyering)
(a)  Foreign Power = Al Qaeda 
(b)  Facility = not a single phone, but the whole fiber-optic cable coming into the US
(c)  Minimization = whereas in the past minimization was at the margins, here it is the rule ---> will get rid of almost everything except the key information. 
(2)  A few FISC judges approve this program ---> temporary band-aid that doesn’t last very long.
(3) ACLU v. NSA (E.D. Mich. 2006) (pg 162)
(a)  Facts: 
i) Plaintiffs were a group of persons and organizations who are USPs who conduct regular int’l telephone and internet communications for various uncontestedly legitimate reasons including journalism, law, and scholarship.
ii) Plaintiff’s alleged a “well-found” belief’ that they have been subject to the TSP, which substantially chills and impairs their constitutionally protected communications. Alleged that that the TSP violates 1st Amendment, 4th Amendment, and the principle of separation of powers
iii) Gov’t argued several defenses including  State secrets and lack of standing.
(b) Holding: TSP violates the APA, separation of powers, 1st and 4th Amendments, and statutory law. 
i) State Secrets: Not applicable here because the the Admin has publicly acknowledged that the TSP exists, operates without warrants, and how its operates ---> these public admissions are enough for the plaintiffs to make their case; Additionally, the Bush administration has publicly defended the legality of the program, can do so in the court as well.  (court does dismiss the data-mining claim, however)
ii) Standing: The plaintiffs allege “concrete” and “particularized” injuries ---> plus to hold otherwise would make the Admin’s action immune from judicial scrutiny. 
iii) 4th Amendment: TSP is without regard to FISA and 4th Amendment requirements; all searches require reasonableness ---> this has no process at all = not reasonable. 
iv) 1st Amendment: Wiretaps clearly chill 1st Amendment speech (see Zweibon)
(1) Any gov’t action to to regulate speech may be justified only upon showing of a compelling gov’t interest and the means chosen must be the least restrictive ---> not the case here
(2) FISA also clearly admonishes that no USP can be considered a AFP solely on the basis of 1st Amendment speech. 
v) Separation of Powers: This is too great an accumulation of power under one branch. 
vi) Statutory: AUMF is silent on surveillance; Art III and FISA are exclusive means by which electronic surveillance can occur ---> the specific statute must govern the general. 
vii) Inherent Power: Hamdi affirms that the AUMF does not overrule the 5th Amendment ---> so the 4th is still in effect
viii) Practical Justification: Gov’t need for speed and agility is weightless; FISA allows delay of application; Court rejected such an argument in Youngstown.
(1) COUNTER: A.G. Gonzales says that DOJ only acts on FISA emergency procedures when its extremely confident it will prevail ---> this will eliminate the early warning aims of the TSP; still can’t get out in front on the threat. 
c) Art I Fix ---> 2008 FISA Amendment Act
(1)  Doesn’t replace old FISA, just adds a new layer
(2) DNI/A.G. goes to FISC Judge for approval of surveillance program at the NSA; has to show
(a) Has to show (1) necessary for national security and (2) reasonably believed that target is outside the U.S. 
(b) Essentially, the Admin goes to the court, and says here’s the program, here is what we do and here is how we minimize, we aren’t targeting USP, etc ---> get approval. 
i) Becomes like a saying the the EPA is going to do directly to the Judge for approval of a new program
ii) Isn’t this proper role here, APA notice/comment? ---> could be viewed as a way of pre-emptive judicial review. 
(3) One new extra layer of protection ---> new §1881b gives extra protection to USPs overseas as well as at home
(a) Have to get FISA order for electronic surveillance of USPs overseas.
(b) But must be a “known, specific” person
(c) Creates a weird paradox ---> the POTUS can issue an order to kill Anwar al Awlaki; but has to go to the FISC to tap his phone.  
(4) Section 702 ---> 
(a) authorizes the targeting of persons reasonably believed to be located outside the US to acquire foreign intel information
(b)  Limitations ---> essentially can’t target anyone; can’t intentionally target a person reasonably believed to be inside the US. 
(c)  Conduct of Acquisition must meet the targeting and minimization procedures
(d) Targeting ---> limited to targeting persons reasonably believed to be located outside the US; prevent the intentional acquisition of any communication where the sender and all intended recipients are known at the time of acquisition to be in the US. 
(e) Minimization Procedures
(f) Submission of Guidelines ---> Must submit reports for oversight to Congress and FISC
(g) CERTIFICATION that the program is reasonably designed to
i) Meet the targeting requirements
ii) Meet the minimization requirements. 
(5) Section 703 ---> have to get a FISA order for surveillance of USPs reasonably be located outside the US; authority stops if the person is reasonably believed to later be in the US, but can resume when he leaves. 
4. Closing Thoughts on the TSP (from SB)
a)  On way to think about FISA and TSP is that FISA didn’t so much as govern domestic intelligence but rather conceptually canceled it out of the realm of possibility ---> TSP was/is an effort to bring it back. 
b) Post 9/11 there is a resurgence of interest in pure domestic intelligence gathering that hasn’t been seen in a generation
(1) The question should then become how do we govern this shift in the mindset/desires of policy makers. 
(2) SB says it may be best to see the shift not from Retail ---> Wholesale; but rather an a re-awaking of the desire for pure intelligence gathering. 
c)  Laird v. Tatum (1971) (BB) (the issue of Standing)
(1)  Facts: 
(a) Article in a magazine reports that the army intel was at rallies spying on the protestors (= Open Source; HUMINT); also consulting newspapers, public reports. 
(b) Plaintiffs claim  that the surveillance chills their 1st Amendment speech. 
(2) Holding: There is an established principle that to bring an action you must show “sustained and immediate danger of sustaining a direct injury” as a result of the gov’t action. 
(a) Here the plaintiffs haven’t shown a direct injury but only a speculation of the possibility of some future injury. 
(b) Allegations of a subjective “chill” are not an adequate substitute for a claim of specific present objective harm or a threat of a specific future harm. 
(3) So how do you overcome the Laird standing burden? ---> show an actual injury
(a)  ACLU (in Amnesty v. Blair) aruges financial injury because of the greater burden to the attorney-client relationship because of the FAA. 
(b)  But these are all post-hoc solutions ---> doesn’t put a stop to the actions until the government gets caught. 
(c) What’s the solution? ---> SB suggests some sort of regulatory solution (pre-program approval)
III. Third-Party records and Data Mining
A. Expectations of Privacy Regarding Transactional Data
1.  Case Law for expectation of privacy
a) United States v. Miller ---> The depositor takes the risk, in revealing his affairs to another, that the information will be conveyed by that person to the Gov’t. 
b) If, as we saw in Smith v. Maryland, people have not reasonably expectation of privacy in information that is voluntarily conveyed to the phone company in normal course of business ---> they then arguably have no expectation of privacy in the transactional information they convey to hundreds of other third parties. 
c)  But in Katz, the expectation is subjective ---> privacy is protected if its “one that society is prepared to recognize as ‘reasonable’”
(1) Question, this has society, in how we do business and lead our lives, changed in such a way that this is there is a reasonable expectation of privacy? 
2.  FISC is authorized to issue “§215 Orders” for transactional records pursuant to FISA; FBI can also issue national security letters (NSLs) 
B.  National Security Letters
1.  NSLs are another tool for gathering intelligence ---> type of administrative subpoenas directed at the CEO of a telecom company
a) Seeks to gain access to material that is excluded from 4th Amendment protection because it has been voluntarily conveyed to a third-party (see MIller, Smith)
b) Information can be used to generate the probably cause necessary for a FISA warrant. 
2.  18 U.S.C. §2709 (Title II of ECPA)
a) Pre-2006
(1)  Authorizes the FBI to issue NSL requiring the telecom to produce subscriber information upon certification that:
(a) The information is relevant to an authorized foreign counterintelligence investigation; and
i) This language was instituted by the Patriot Act to remove the older, heighten standard of “nexus to a FP”
(1) Had to certify there were specific and articulable facts giving reason to believe that the person or entity to whom the information sought pertains was a FP or AFP. 
(b)  NOTE: no warrant requirement or judicial review of certification
(2) Must also certify that the investigation is not based solely on activities protected by the 1st Amendment
(3)  §2709(c) Disclosure Prohibition ---> Prohibited the ISP “from disclosing to any person that the FBI has sought or obtained access to the records” requested by the NSL
3.  Doe v. Ashcroft (Doe I) (S.D.N.Y. 2004) (pg 180) 
a)  Facts: ISP refused to comply with the NSL order; broke the disclosure restriction by speaking with his attorney; challenged on 1st and 4th Amendment grounds. 
b) Holding:
(1) 4th Amendment Claim:
(a) SCOTUS has said that administrative subpoenas are not subject to warrant; but only reasonableness, defined by:
i) Whether the admin subpoena is within the authority of the agency;
ii) The the demand is not too definite; and
iii) The information sought is “reasonably relevant” to the proper inquiry. 
(b) Administrative subpoena is consistent with 4th amendment reasonableness when it is subject to “judicial supervision” and “surrounded by every safeguard of judicial restraint.”
(c) NSLs, as they are written in such authoritative language and in such a demanding tone, are essentially un-reviewable because it conveys to the recipient that he is obligated to comply, with no option to review ---> this essential takes NSLs away from judicial supervision and violates 4th amendment 
(2) 1st Amendment Claim:
(a) The lack of judicial review also leads to a violation of subscribers 1st Amendment rights ---> because the FBI would have the possibility to abuse the NSL to subscribe information solely on the basis of protected speech. 
(b)  Non-Disclosure Provision is unconstitutional
i) Provision works on as a prior restraint on speech and as a content-based restriction, and is therefore subject to strict scrutiny. 
(1) Must be (1) justified by a compelling government interest; (2) narrowly tailored; and (3) the least restrictive means for achieving the interest.
(2)  There are certainly some less restrictive means to achieve these goals and additional there is no opportunity to balance the need for secrecy with the need for public openness. 
ii) Additionally, prohibits a recipient from going to an attorney ---> will lead to always over providing information and reduce likelihood of judicial review. 
4. Pre-2006 Patriot Act Improvement 
a)  Amendments to FISA §215 orders ---> clarify the “Relevancy” standard for tangible things
(1)  Government must supply a “statement of facts” demonstrating that there are “reasonable grounds” to believe that the order is relevant to a counterterrorist investigation. 
(2) Assumed to be “presumptively relevant” if the gov’t can show that the tangible things pertain to a FP or AFP, or to “an individual in contact with, or known to, a suspected AFP who is the subject of authorized investigation.”
b)  Amendments to NSLs 
(1)  Judicial Review
(a) Recipient can petition a federal court to modify or set aside the letter “if compliance would be unreasonable, oppressive, or otherwise unlawful”
(b) It also authorizes the gov’t to seek enforcement of a NSL in a federal court. 
(2) First Amendment Issues ---> authorizes disclosure for the purpose of obtaining legal advice regarding the response. 
5. Doe v. Mukasey (Dove V) (2nd Cir. 2008) (Supp pg 74)
a)  Facts: Similar to the previous cases, in that the ISP was challenging the non-disclosure provision and the judicial review of the non-disclosure requirement. 
b) Holding: The non-disclosure requirement and judicial review still violate the 1st Amendment. 
(1) Review must be gov’t initiated ---> WHY? = what incentive does the ISP have to challenge the order (costly and time consuming)
(2) Court proposes a way for the gov’t to operationalize the gov’t initiated review: (pg 81)
(a) In the order the Gov’t should inform the recipient that if he wishes to challenge he has 10 days to notify the gov’t. 
(b) The Gov’t then would have 30 days to initiate judicial review, and 60 days to prove its case. 
(c) Government must bear the burden of showing that disclosure would harm the national security
(d) Doe v. Holder (SDNY 2009) (supp. pg 85) ---> example of the government prevailing in showing that disclosure would notify the target that he/she is still under surveillance. 
6. RECAP on NSL and §215 Orders Today
a)  National Security Letters -- §2709
(1) Must certify: (1) “relevant to an authorized investigation to protect against international terrorism or clandestine activities; and (2) “not conducted solely on the basis of activities protected by the 1st Amendment
(2) Disclosure Prohibition ---> Not allowed to disclose except for the purpose of obtaining legal advice
(3) Judicial Review
(a) Can petition fed court to modify or set aside ---> Doe V says the review must be gov’t initiated. 
(b) Gov’t can enforce a NSL through fed courts. 
b) FISA §215 Orders ---> so-called “library records” provision
(1)  FBI can requests to turn over business records or other “tangible things” 
(2) Must certify the information is “for an authorized investigation . . . to protect against international terrorism or clandestine intelligence activities.” 
C. Data-Mining
1.  There are many different types of examples of data-mining programs; a few examples
a) NSA-call program ---> “wholesale” collection efforts to create a mega-database of domestic calls by everyone in the US (gov’t has not acknowledged it’s existence, but has defended its practice ---> Gonzalez at pg 704, Note 2: no reasonable expectations of privacy). 
b)  FBI Database ---> 659 million records composed of FBI records, criminal and suspicious activity reports, no-fly lists, airline passenger records, and lost and stolen passport data. 
c) The Total (and later Terrorist) Information Awareness Program (TIA) ---> program to develop technology programs to “counter asymmetric threats by achieving total information awareness useful for preemption, nat’l security warning, and nat’l security decision-making.”
d) Computer-Assisted Passenger Prescreening System (CAPPS II)/SECURE Flight
e) Private Parties ---> i.e., Google. 
2.  Concerns
a)  False Positives ---> may need special rules to deal with false positives which can be quite frequent in data-mining (think credit card companies and incorrectly flagging purchases as fraudulent)
b) Mission Creep ---> expansion of the project beyond its original purpose (i.e., expand CAPPS II to catch those with outstanding warrants)
c)  Profiling
d) 4th Amendment ---> aggregate data taken together could amount to a search. 
3. How to Think about the legal issues of data-mining (still a wide-open area that courts are only beginning to deal with)
a) Method A: The Guerrero Method (in Doe Cases) ---> rethink fundamental assumptions in the 3rd-party doctrine; Legal principle should change to reflect new technological advances. 
(1) US v. Maynard (D.D.C. 2010) ---> okay for the gov’t to follow you around in person; but not okay to attached a GPS device to your car
(2) It’s not a difference in quality, but its a new ballgame, needs new rules. 
b)  Method B: Technology enhancements for privacy ---> Place greater emphasis on the anonymity of data up-front; computer-driven analysis (if data is being studied by a machine then privacy may not be violated in traditional 4th Amendment)
c)  Method C: Immutable audit trail ---> Ever action taken by the analyst is immutably stored on the computer, post-hoc review of individual’s choices and actions can be reviewed for abuse. 
IV.  Checkpoint Searches, Identification, Profiling
A.  Checkpoint Searches
1.  City of Indianapolis v. Edmond (2000) ---> Border searches without warrants or probably cause are held reasonable as tools of national self-protection that are justified by “considerations specifically related to the need to police the border.”
2.  United States v. Davis (9th Cir. 1973) ---> Mandatory passenger screening at airport was okay; essential purpose is not to detect for to deter persons from carrying the devices. 
3.  MacWade v. Kelly (2nd Cir. 2006) (pg 211)
a)  Facts: 
(1) Case is a 4th Amendment challenge to the NYPD subway random security subway screenings
(2) Checkpoint procedures: 
(a) NYPD selects checkpoint locations that may appear random and unpredictable (striving for a “veneer of randomness”); notice is given of searches and that they are voluntary; backpacks and other containers are subject to inspection; if you wish to avoid a search you can (must) leave the station
(b)  No discretion in whom to search (i.e., every 5th/10th person); search containers only large enough to carry an explosive device; search is limited “to what is minimally necessary to ensure” there is no explosive device; preferred method of search is visual, but if necessary the officer will manipulate the contents; typical search lasts no longer than a few seconds. 
(c)  Officers may not intentionally look for other contraband, but if such is incidentally discovered, they person may be arrested. 
b) Holding: Applying the “special needs doctrine,” the court finds the program reasonable and therefore constitutional
(1)  Elements of the Special Needs Doctrine:
(a) Must serve as its immediate purpose an objective distinct from the ordinary evidence gathering of criminal investigation; 
(b) Whether the the search is reasonable by balancing (1) the weight and immediacy of the gov’t interest; (2) the nature of the privacy interest alleged to be compromised; (3) character of the intrusion; and (4) the efficacy of the search in advancing the gov’t interest. 
(2) Applied to the subway stop
(a) Preventing a terrorist attack on the subway is a special need separate from ordinary law enforcement
(b) Balancing the reasonableness
i) The need is immediate and substantial ---> in light of the recent bombings in Madrid, London, etc
ii) Privacy right ---> Subway rider has full expectation of privacy in his containers
iii) Search is minimally intrusive ---> has notice and the opportunity to decline; only visual inspection unless physical search is necessary; conducted in public; no discretion by the officer 
iv) Reasonably effective ---> 
(1) Court doesn’t want to conduct a “searching examination” of success but says to defer to the judgment of the law enforcement and politically accountable officials. 
(2) Expert testimony says the program frustrates terrorist objectives. 
c) Thoughts from SR
(1) Cautions against too much deference to the intel/exec branch ---> judge must become a reader and student of intelligence and not abdicate its responsibility of judicial review. 
(2) Cases like MacWade and In re Directives can be viewed as migrating to special needs as intelligence moves toward wholesale frameworks. 
d)  Notes on the Case
(1) Consent: 
(a) Some airport screening cases argue that in electing to travel by air, after notice of the screening programs, a passenger impliedly consents to screening
(b) But doesn’t this apply to the subway? Davis said that the gov’t can’t avoid restrictions on the 4th Amendment by notifying the public that all telephones would be tapped and all homes would be searched. 
(2) Walk-away Option 
(a) Important part of the program considered by the Coƒurt here
(b) But some courts have said that the walk-away option actually encourages bad actors because diminishes the risk (as we are seeing the TSA program respond). 
4.  Tabbaa v. Chertoff (
B. Identification ----> Watch lists and other Identification 
1.  Watch lists are automated databases used to identify individuals or entities for consequences (such as denial of entr or boarding) based solely on their inclusion in the database.
2.  Criticisms
a)  Mission creep ---> expand the use of the lists for more purposes like ordinary crimes or denial of firearms; or even worst detainment during an emergency (like the Japanese internment, who were selected from a “custodial detention list”) 
b)  False Positives ---> and the difficultly of challenging the identification
(1) S.Ct has said you need “stigma-plus” to bring a due process claim (more than just reputational injury ---> have to show some tangible burden such as a loss of employment)
(2) Burdens on travel (like restrictions on air travel) do not count because it doesn’t prohibit interstate travel, but only one mode of travel (Miller v. Reid)
3. Fixes for watch list shortcomings
a) Front-end ---> institute more careful vetting procedures for placing a name on the list and tighter, more transparent standards. 
b) Back-end ---> providing some procedure for the victim of misidentification or other false positives to clear his name from the list. 
C. Profiling
1.  DOJ Guidelines on the Use of Race by Federal Law Enforcement Agencies (pg 228)
a)  Constitution Prohibits selective enforcement of the law based on considerations such as race. (Whren v. United States)
b) Three Scenarios
(1) Routine law enforcement ---> can’t use race or ethnicity to any degree, except that officers may rely on race and ethnicity in a specific suspect description. (i.e., during routine traffic stops, etc)
(2) Specific Investigations ---> May consider race and ethnicity only to the extent that their is trustworthy information, relevant to the locality or time frame, that links persons of a particular race or ethnicity to an identified crime.
(3) Threats to National Security/Border --->  Can only use race and ethnicity as permitted by the Constitution and laws of the US. 
(a) Example of when its allowed ---> known threat that a particular ethnic group is planning to hijack commercial jetliners in CA; it is proper to subject men from that ethnic group to heightened security at the airport in the coming week. 
(b) Example of when it is not allowed ---> A man of a particular ethnicity goes through screening at the federal court house, with nothing going amiss. In the absence of a threat warning; it would be wrong to subject him to extra screening. 
2.  Tabaa v. Chertoff (2nd Cir. 2007) (Supp. pg 97)
a)  Facts: 
(1) Plaintiffs were stopped at the U.S.-Canadian border and subjected to enhanced border search solely because they had attended an Islamic conference in Toronto
(2) Intelligence officials had reason to believe that certain individuals associated with terrorist organizations would be in attendance at the conference and that it would serve as a meeting place for terrorists to coordinate activities and plans. 
(3) Border Police were directed to (1) identify and examine all persons associated with the conference; (2) contact the National Targeting Center to see if any persons were of interest or posed a particular threat; (3) question the attendees about their activities and examine their person and vehicle for any evidence of terrorist-related activities, etc They were also permitted but not required to fingerprint and photograph conference attendees. 
(4) Purpose of the measures were to confirm identities and verify that not one was on any watch list as a suspected terrorist or seeking to enter the US for illegal activities.
(5) Plaintiffs (all US citizens) were had no criminal records and were at no time suspected of criminal activity or terrorist association ---> they were photographed, fingerprinted, detained and searched for 6 hours, 
b) Holding:
(1) Search did not violate the APA ---> 
(a) Primary mission of the CBP is to “prevent terrorist attacks within the US” and “reduce the vulnerability of the US to terrorism
(b) Therefore, the power to search and detain for limited purpose of determining whether someone is a terrorist cannot be outsides to scope of the CBP’s power
(2) Search and Detention did not violated the 4th Amendment ---> suspicionless border searches are permissible so long as they are routine (US v. Irving)
(a) Routine Search Analysis: Routine is defined by the level of intrusion into a person’s privacy
i) Methods used may have been inconvenience but they weren’t too intrusive (fingerprints, photos, probing questions, pat-down searches are all considered routine)
(1) Court does say that the cumulative effect of several routine search methods could be rendered an overs non-routine search; but it is not the case here
ii) Dismisses the plaintiff’s argument that the coercive nature of the detention/search makes it non-routine ---> it certainly isn’t the practice of the CBP to allow those who refused to comply to simply  leave the checkpoint. 
iii) Detention of 6 hours is not necessarily dispositive of a non-routine search (S.Ct has said 16 hrs are non-routine, but 1hr search is ---> this falls in between the two extremes and “common sense and ordinary human experience” say that it may take up to 6 hrs to complete the various steps in question). 
(3) Search did not violate the Freedom of Association
(a)  Finds the burden sufficiently significant to implicate the protections of the 1st Amendment
(b)  But the compelling gov’t interest in protecting the nation against terrorism and the the fact that the intrusion couldn’t have been achieved through significantly less restrictive ways, makes the policy okay. 
3. Farag v. United States (E.D.N.Y. 2008) (Supp. pg 110)
a)  Facts:
(1) Two Arab men were, one of who was a US citizen and a retired NYPD officer, were detained and interrogated at length following a flight from San Diego to JFK. 
(2) Governments explanations for the actions: spoke over the heads of other passengers in Arabic, one switched from a window seat to an middle seat, one looked at his watch when the plane departed, landed, and throughout the flight, after meal service the two spoke in a short sentence in a mixture of Arabic and English; and similarly non-suspicious behavior. 
b)  Holding:
(1)  The non-ethnic factors cited by the Gov’t did not constitute probably cause for the arrest and detention of Farag and Elmasry. 
(2)  Can their Arab ethnicity serve as probable cause?
(a)  There is no a priori restriction on the race-based governmental action under the 4th Amendment (unlike the Equal Protection Clause)
(b)  Any factor, including race, considered in a decision to detain must contribute to “a particularized and objective basis for suspecting the particular person stopped of criminal activity” 
i) Race cannot affect probably cause unless it is statistically related to suspected criminal activity
ii) The likelihood that any given airline passenger of Arab ethnicity is a terrorist is not negligible that Arab ethnicity has no probative value in any particular reasonable-suspicion or probable-cause determination. 
V.  The Regulatory Framework of Domestic Intelligence
A.  DOJ Guidelines for Domestic FBI Operations
1. Assessments
a) May be undertaken proactively with such objectives as detecting criminal activities, obtaining information on individuals, groups, or organizations of possible investigative interest
b) Methods are generally of low intrusiveness such as obtaining publicly available information, checking gov’t records and requesting information from members of the public. 
c) No need for approval, given the types of techniques that are being used ---> FBI will prescribe supervisory approval requirements for certain assessments. 
d) Purpose ---> “to detect, obtain information about, or prevent or protect against federal crimes or threats to national security”
e) Authorized methods ---> obtain publicly available information; access FBI and DOJ records; Access records of state, federal and local authorities; online services and resources; use and recruit human sources; interview member of the public; accept information voluntarily from the public; engage in observation or surveillance not requiring a court order; grand jury subpoenas for telephone or electronic mail subscriber information. 
B. FBI Domestic Investigations and Operations Guide
1. Domain Management Field Offices
a) FBI may collect information in order to improve or facilitate “domain awareness” and may engage in “domain management”
b) This enhances the ability of the FBI to proactively identify threats, vulnerabilities, and intelligence gaps; discover new opportunities for needed intelligence collection and prosecution; and set tripwires to provide advance warning of nation security threats and criminal threats
c) ACLU ---> allows racial mapping of communities (think about the “trail of falafal” that was supposed to find Iranian terrorists)
2. Approval for assessments must be based on factors other than protected 1st Amendment speech, religion, ethnicity, national origin, or religion ---> but just has to have other factors, these can be one factor or even the dominating factor. 
3. Prohibits monitoring the exercise of 1st Amendment rights as the sole purpose of FBI activity. 
4. Ethnicity may be considered when evaluating a suspect but it can’t be the “dominant” factor in focusing on that particular person. ou
C. Articles and Commentary
1. On the Guidelines
a) Loosening of FBI Rules Stirs Privacy Concerns (NYT, Dec 28, 2009)
(1)  In the Domestic Investigation and Operations Guide the FBI is saying its needs greater flexibility to hunt for would-be terrorists inside the US
(a) One section lays out low threshold to start investigating a person or a group as a potential security threat
(b) Another allows agents to use ethnicity or religion as a factor--so long as its not the only one--when selecting subjects for scrutiny
(2) Manual allows agents to open an “assessment” to “proactively” seek information about whether people or organizations are involved in national security threats.
(a) Agents may begin assessments against a target without a particular factual justification
(b) Although a basis for such an inquiry “cannot be arbitrary or groundless speculation” ---> but still the standard is “difficult to define” (quoting the Operations Guide)
(3) Manual specifies not to engage in racial profiling but it authorizes them to take into account “specific and relevant ethnic behavior” and to “identify locations of concentrated ethnic communities”
(4) Concerns
(a) ACLU (Mike German) ---> Can a domestic intelligence agency protect civil liberties if they feel they have the right to collect broad personal information about people they don’t even suspect of wrongdoing
(b) Muslim Groups ---> FBI should focus on actual leads rather than putting entire communities under the microscope. 
b) Justice Department Reviewing Reports of FBI Test Cheating (CNN.com, July 28, 2010)
(1)  DOJ Inspector General is launching an investigation into whether large number of FBI agent cheated on tests for guidelines for the FBI
(2) Raises some problems that if they can’t even take the test properly how likely are they to follow their own rules ---> and these are already relaxed rules at that. 
2. On the New Internet Monitoring Capability Request
a) Administration seeks ways to monitor internet Communications (Wash Post, Sept 27, 2010) 
(1) Obama Admin and the FBI are seeking new legislation that would require social networking companies and VOIP providers to adapt their technology so law enforcement can monitor communications. 
(2) Caproni says this isn’t about expanding authority but about preserving the ability to carry out existing authority ---> adapting to new technologies. 
(3) CLEA (Communications Assistance to Law Enforcement Act) requires phone companies and broad companies to build interception capabilities into their networks ---> but social networking sites and VOIP are not covered nor are encrypted email transmitters like Blackberry
(4) At what costs?
(a) Drastic anti-privacy, anti-innovation and anti-security concerns to the proposal. 
(b) Sets a dangerous precedent that the government is trying to restrict new technologies (See UAE and Blackberry)
(c) Would make it easier to hack into US networks and would be extremely technically difficult implement, especially for new companies. 
b) US Tries to Make it Easier to Wiretap the Internet (NYT, Sept 27, 2010)
(1)  Jack Dempsey of CDT has “huge implications’ and challenges “fundamental elements of the Internet revolution” including its decentralized design ---> trying to turn back the clock to make Internet work like phone services do
(2) Why is the need here from a law enforcement standpoint
(a) ISPs, etc are subject to wiretap orders but since CLEA does not apply many don’t maintain interception capacities ---> results in long delays when trying to get information from a wiretap
(b) Some encrypted services can’t even be unscrambled. 
(c) Drug cartels, terrorist groups, and organized crime are more and more moving to these technologies. 
c) New Wiretapping mandates could harm privacy, innovation and security (Gregory Nojeim, Blog, Oct 1, 2010)
(1) If statute is enacted it would likely expand electronic surveillance that is already at record levels. 
(2) Severely impact innovation
(3) FBI is asking the applications be built will a back door to facilitate government wiretapping ---> back doors are primed to be exploited by hackers and identity thieves. 
(4) Is this the company we want to be a part of ---> countries with poor human rights records and little privacy protections are the one seeking to limit Internet technology to control democratic yearnings of their people (here’s look at you China, Tunisia, etc). 
Detention, Interrogation, and Rendition

I. Authority to Detain 
A.  Ex Parte Milligan (1866) (pg 349)
1. Facts: 
a) Milligan was in Indiana and sympathetic to the Confederacy; he and four others were accused of planning to steal Union weapons and liberate POW camps to help fight agains the state government in a takeover effort. 
b) He was tried, found guilty, and sentenced to death by a military commission
2. Holding:
a)  Military tribunals do not apply to citizens where civilian courts are still operating ---> Suspension of habeas corpus can only be provided where the courts are forced closed. 
b)  Mere threatened invasion or presence of troops in the state cannot justify military tribunal of citizens ---> courts must be actually closed and military power the only power left. 
3. The inquiry in Ex Parte Milligan is not as to the status of the detainee but as to the geographic location to the battlefield and to the time ---> Indian is not in a state of war so must be tried in civilian courts. 
4. Concurrence (Chase)
a)  Agreed with the majority that military tribunals were not appropriate here but NOT because Congress lacked the power, but because Congress had not exercised it. 
b)  When the nation is at war and some portions of the country are invaded or in a state of war, Congress has the power to determine where and when danger justifies military tribunals. 
B.  Ex Parte Quirin (1942) (pg 353)
1.  Facts: 
a)  A group of German saboteurs, one of whom was a US-German citizen, landed on long island wearing German Marine Infantry uniforms; once they landed they barried their uniforms and continued in civilian garb. Before they could carry out their plans to bomb industries and trains, one of their own turned the group into the FBI. 
b)  FDR issued an order to have them tried in a military commission ---> 18 day trial in which six of the eight saboteurs were sentenced to death, including the dual citizen. Defendants filed a habeas petition which S.Ct. denied one day after oral arguments ---> the six were electrocuted the next day. 
2.  Holding:
a) Congressional Authority
(1)  Congress in the Articles of War, Art 15, has authorized the President to create military commissions for offense against the laws of war 
(2)  The laws of war draws a distinction between lawful and unlawful combatants ---> here the saboteurs were unlawful combatants because they were spies who were invading in civilian closes; therefore they do not get POW status and are subject to military trials. 
(a) Lawful combatants ---> are subject to POW status and treatment
(b) Unlawful combatants ---> subject to detention and trial and punishment by military commissions. 
b)  Citizenship does not relive an enemy belligerent of the consequences of the belligerency which is unlawful because in violation of of the law of war. 
(1) Protections of the 5th & 6th Amendments offer no protections because of the status as an enemy combatant.
c)  Distinguishing Milligan ---> 
(1)  Narrows Milligan to only be applicable on the to the particular facts before it. 
(2) Milligan was not part of part of the enemy, and was not an enemy belligerent ---> so neither entitled to the status of POW or subject to the penalties imposed upon unlawful belligerents
3. The mode of analysis in Quirin is about the classification of the defendant ---> do you satisfy the classification of combatant v. unlawful combatant. 
4.  Interestingly enough, the Court says “We hold only that these particular facts constitute an offense against the laws of nations which the Constitution authorizes to be tried by military commission.”
5.  Scalia calls Quirin “not this court’s finest hour”
6.  NOTES:
a) Military Necessity ---> 
(1) Reid v. Covert said that “exigencies which required military rule on the battlefield are not present . . . no conflict exists.”
(2)  The military necessity case is made because military commissions were historical used in the field or theater of operations or in occupied territory ---> where civilian courts were unavailable and it was difficult to collect admissible evidence and to preserve chains of custody for evidence. 
b)  Declared War ---> If military detention is authorized by the common law of war, must war be declared?
(1)  One advantage of requiring a declaration of war is that the authority to detain has a temporal limit. 
(2)  But Congress can authorize “imperfect war” without formal declaration, in which case the laws of war would apply. 
c)  Pildes & Issacharof ---> articles says that with the exception of the Milligan majority, all the action at the S.Ct. in the counterterrorism realm is to energize Congress to act; want to encourage Congress to exercise their power to fix any deficiencies. 
C. Hamdi v. Rumsfeld (2004) (pg 359)
1. Facts: Hamdi was captured in Northern Afghanistan by the military; he was subsequently transferred to Gitmo where it was discovered that he was a U.S. citizen. He is then shipped to Naval custody in SC where his father files a habeas petition on his behalf. 
2. On the Question of Authority to Detain
a)  O’Connor (Plurality) ---> rewrites the Quirin opinion (we look to classification of the defendant)
(1)  Art II Inherent Authority? ---> side steps the question because there is statutory grounds that support the authority to detain
(2)  Statutory Authorization for detention
(a)  Emergency Detention Act of 1950 §4001(a) states that “no citizen shall be imprisoned or otherwise detained by the U.S. except pursuant to an Act of Congress
(b) The AUMF is explicit authorization for detention and satisfies the §4001(a) requirements
i) There can be no doubt that the individuals who fought against the U.S. in Afghanistan as part of the Taliban--those picked up on the battlefield--were covered in the AUMF’s grant of the authority to detain. 
ii)  This is a fundamental incident of war and must be considered part of the “necessary and appropriate force” Congress granted the President to use in the AUMF.
(3) The Quirin precedent clearly allows for the detention of US citizens who are enemy combatants. 
b)  Souter ---> rewrites the Milligan concurrence
(1)  Says that Congress has the authority to detain, through an act of Congress, but that the AUMF does not satisfy the requirements of §4001(a). 
(a) §4001(a) was adopted to avoid reliance upon vague Congressional detention authorization. 
(b) Congress meant that it wanted a clear statement to authorize detention ---> AUMF isn’t a clear statement. 
(c) Balance of power issues also call for a narrow interpretation of §4001(a) (see the Federalist No. 51)
(2) PATRIOT ACT, passed 38 days after the AUMF, created authority to detain alien terrorists in the US for 7 days ---> hard to believe the same Congress would meticulously create a narrower authority to detain aliens than it would for citizens. 
(a) For Souter is makes a world of difference that Hamdi is a U.S. citizen. 
(b) President is not Commander-in-Chief of the country but the military
c)  Scalia ---> rewrites the Milligan opinion
(1) Constitution disallows this action: only options for a detained citizens (1) charge the crime or (2) Suspend the writ of habeas corpus
(a) The AUMF does equate to the suspension of the writ
(b)  Criminal process is the primary and the only means absent writ suspension by Congress to punish and incapacitate citizen traitors (which is what a citizen aiding the enemy has historically be considered)
(c) Milligan confirms this approach
(2) Quirin was a low point in the Courts history, but even if it were still good law it wouldn’t be applicable here ---> the Court specifically said that it was limited to the “jurisdictional facts” which aren’t present here because Hamdi is disputing his classification as a belligerent. 
(3) LIMITS ---> applies only to citizens who are accused of being enemy combatants and detained within the territorial jurisdiction of a federal court. 
d)  Thomas ---> Article II & AUMF grants the President this authority. 
3. On the Due Process Question (O’Connor) ---> purpose of due process is whether the individual has the 
a)  Adopts the Matthews Test (essentially an error reduction test and a sorting mechanism that allows an opportunity for a neutral 3rd party to review the “intelligence” against the detainee)
(1)  Weighing the private interest that is affected by the detention against the governments interest
(a) Substantial interest on both sides
i) Hamdi interest is the most elementary ---> interest of being free from physical detention by your own gov’t
ii)  Gov’t has a substantial interest in the protection of the nation
(2)  The burdens the Gov’t would face in providing greater process
(a)  There are a practical difficulties to a system of a trial-like process
(3) The risk of erroneous deprivation of the private interest if the process were reduced and the “probably value” of any additional safeguards. 
(a) Risk of erroneous deprivation is very real here
(b)  History and common sense teach us that an unchecked system of detention carries the potential to become a means for oppression and abuse. 
b)  Process here is inadequate ---> procedures must give the detainee the opportunity challenge his classification, receive fair notice of the factual basis for his detention, fair opportunity to rebut the governments assertions before a neutral decisionmaker and must have notice and opportunity to be heard granted at a meaningful time. 
(1) Procedures though may be tailored to alleviate their uncommon burden to the Executive at the time of an ongoing military conflict. 
(2) What Due process is due?
(a)  Military commission/military officers are okay
(b)  Hearsay would be admissible
(c) Presumption in favor of the government
(d) NOTE: Kennedy signs on to this here but then say sits not enough in Boumediene.
4. Post-script ---> the government released Hamdi after the remand saying that he no longer had any intelligence value and posed no threat. 
D.  Padilla v. Hanft (4th Cir. 2005) (pg 383)
1.  Procedural Posture ---> 
a) S.Ct. dismisses a previous case because of a jurisdictional defect; 
b) Stevens, Souter, Ginsburg, and Breyer file dissent calling for his hearing on his petition for writ.  
2.  Facts:  
a) Padilla trained with Al Qaeda and was present in the combat zone during conflict in Afghanistan; he received instruction from KSM to travel to the US to carry out terrorist attacks. 
b) Padilla flies to the US to carry out his mission (to blow up apartment buildings) and is apprehended in Chicago upon landing at the Airport; he was later designated as an enemy combatant 
3.  Holding: 
a)  Because Padilla, like Hamdi, is an enemy combatant and because his detention is no less necessary than was Hamdi’s in order to prevent his return to the battlefield, the President is authorized under the AUMF to detain Padilla as a fundamental incident to the conduct of war. 
b)  Plurality’s reasoning in Hamdi was that the AUMF authorizes the President to detain all those who qualify as “enemy combatants” within the meaning of the laws of war.
(1) The AUMF certainly would authorize the detention of someone who came to the US to complete terrorist attacks ---> this is what happened on 9/11 and was the reason the AUMF was passed. 
(2) Follow the Quirin/Hamdi plurality line of reasonings and rejects Milligan saying it was not extended to enemy combatants. 
4. Post-script
a)  Barely three weeks before Padilla’s petition was to be heard before the SCOTUS, the government announced Padilla’s indictment on charges considerably less seriously that those for what he was militarily detained and moved to transfer him to civilian custody.
b)  Luttig (author of this opinion) was angry because he had accepted to governments argument of necessity, denied the motion and refused to vacate the previous decision saying that the timing gave an appearance that the gov’t was avoiding consideration of the 4th Cir’s decision by the S.Ct. 
E. Post-Hamdi SCOTUS
1.  Admin starts to plan in accordance w/Hamdi ---> starts the CSRT process 10 days after the Hamdi decision; lawyers use Hamdi decision as a skeleton for the due process procedures of the CSRT
2. Rasul v. Bush ---> 
a) Federal Habeas statute extended to Gitmo
b) Congress responds with the DTA to amend the fed habeas statute to not allow fed judges to entertain habeas appeals by Gitmo detainees. 
3. Hamdan v. Rumsfeld ---> 
a) DTA is prospective bar of habeas, so only applies to future filings by detainees. 
b) Congress passes the MCA to say that it meant retrospectively as well (tees up Boumediene)
4. DTA also introduced judicial review of the CSRT by the DC Cir. ---> can think of this as a sort of admin review (Agency = Pentagon; judicial review = A&C)
II.  Detention and Due Process
A.  Johnson v. Eisentrager (1950) (Supp. pg. 167)
1. Facts: 
a) US army captures 21 German soldiers in China; they were tried by a military commission and convicted of violating the laws of war. 
b) After the conviction they were transferred to the US-run prison in German where they filed their habeas petition. 
2. Holding: US courts have no jurisdiction over German war criminals in war time who were being held in the US-administered German prison. 
a) Common law rule was that alien enemies resident in the country of the enemy could not maintain an action in its courts during the period of hostilities. 
b)  Eisentrager is (1) an enemy alien; (2) that has never been or resided in the US; (3) was captured outside our territory and held as a prisoner or war; (4) was tried and convicted by a military commission outside the US; (5) for offenses against the laws of war committed outside the US; and (6) has been at all times imprisoned outside the US. 
c)  An alien has generous and an ascending scale of rights as he increases his identity with our society
(1) For example, a mere lawful presence in the country creates an implied assurance of safe conduct and gives him certain rights. 
(2) But extending this to this relationship here would strain the court, hamper military efforts, and be unrealistic. 
3. Dissent (Black)
a)  Ex parte Quirin and In re Yamashita were were not based on territorial location ---> this permits the executive to deprive the fed courts of their power by conveniently deciding where to put enemy belligerents. 
b)  We are not talking about an active battlefield ---> hostilities ended years ago and if any court can offer relief it must be the U.S. 
c) Custody test ---> “our courts can exercise [the writ[ whenever any US official illegally imprisons any person in any land we govern.”
B. Hamdi on Due Process
1. On the Due Process Question (O’Connor) ---> purpose of due process is whether the individual has the 
a)  Adopts the Matthews Test (essentially an error reduction test and a sorting mechanism that allows an opportunity for a neutral 3rd party to review the “intelligence” against the detainee)
(1)  Weighing the private interest that is affected by the detention against the governments interest
(a) Substantial interest on both sides
i) Hamdi interest is the most elementary ---> interest of being free from physical detention by your own gov’t
ii)  Gov’t has a substantial interest in the protection of the nation
(2)  The burdens the Gov’t would face in providing greater process
(a)  There are a practical difficulties to a system of a trial-like process
(3) The risk of erroneous deprivation of the private interest if the process were reduced and the “probably value” of any additional safeguards. 
(a) Risk of erroneous deprivation is very real here
(b)  History and common sense teach us that an unchecked system of detention carries the potential to become a means for oppression and abuse. 
b)  Process here is inadequate ---> procedures must give the detainee the opportunity challenge his classification, receive fair notice of the factual basis for his detention, fair opportunity to rebut the governments assertions before a neutral decisionmaker and must have notice and opportunity to be heard granted at a meaningful time. 
(1) Procedures though may be tailored to alleviate their uncommon burden to the Executive at the time of an ongoing military conflict. 
(2) What Due process is due?
(a)  Military commission/military officers are okay
(b)  Hearsay would be admissible
(c) Presumption in favor of the government
(d) NOTE: Kennedy signs on to this here but then say sits not enough in Boumediene.
C. Parhat v. Gates (D.C. Cir. 2008) (BB)
1. Post-Hamdi decision; first chance that the court was given to review a the CRST enemy-combatant designation process that was authorized under the DTA; decision is held back until Boumediene opinion is issued. 
2. Facts:
a)  Parhart is a Uighur who entered into Afghanistan because of opposition to the Chinese leadership. He was designated by the CRST as a enemy combatant but he contested this designation saying that his only enemy was China and that he went into Pakistan because of Chinese torture of abuse of the Uighur people.
b) CRST Process
(1) Composed of three neutral commissioned officers
(2) The Recorder (the like Prosecutor) and the Personal Representative (not a defense lawyer, but explains and assists the detainee through the process
(a)  The Recorder must share the Gov’t info with the Personal Rep.
(b)  Personal Rep can view classified information but not share it with the detainee; but there conversations are not privileged nor confidential. 
(3) Determination must be made on a preponderance of the evidence ---> but there is a rebuttable presumption in favor of the gov’t and hearsay may be included
(4) Earlier case of Bismullah said that the Court was able to base review on all of the gov’t information not just of the CRST determination. 
(5) So while the process isn’t perfect, it looks like the process outlined in Hamdi; plus there is DC Cir review. 
3. Holding: The evidence upon the record is insufficient to determine that Parhart was a enemy combatant. 
a)  Parhart denied being a member of AQ, but the CRST said he was “affiliated” with the enemy. 
b) In order to show affiliation, the gov’t failed to Parhart (1) was part of or supported “forced” (2) those forces where associated with AQ or the Taliban; and (3) the forces are engaged in hostilities against the US and its partners. 
c) REMEDY: Must release, transfer, or “expeditiously” convene a new CRST to consider evidence that proves his affilaition
4. Court rejects the gov’t’s arguments:
a) The intelligence documents are reliable because they are made in at least three places ---> saying something three times doesn’t make it true. 
b) Statements must be true because State and DoD wouldn’t have put them in there if they were ---> too close to saying whatever the government says is true. 
5. Package of rights here compliant with Hamdi?
a) There was meaningful review ---> Garland orders the release or immediate rehearing. 
b)  COUNTER: But the government could easily game the system by just rehearing; plus this was the easy case. 
D.  Boumediene v. Bush (2008) (Supp. pg 174)
1.  Facts: See above. 
2.  Earlier in the decision, the Court held that the writ applied to Gitmo, not withstanding Eisentrager. Therefore, since the writ has not been suspend, the question is whether the DTA provides an “adequate substitute” for habeas. 
3. Holding: The CSRT is not adequate habeas substitute. 
a)  Traditionally, when the Congress has replaced the habeas writ, its substitute gives the courts broad remedial powers ---> but here the jurisdictional grant is very limited to only whether CSRT complied with the “standards and procedures specified by the Sec. of Def” and whether those standards and procedures are lawful. 
(1) Congress intended to severely limit habeas review by the DTA and the statute must be read against that backdrop. 
b) What does the habeas proceedings look like ---> they must offer meaningful review of both the cause for detention and the Executives power to detain ---> Therefore we must assess the CSRT procedures
c) Why CSRT does not meet the standard
(1)  Scope of review of the Court of Appeals is to limited ---> can’t authorize the release of the detainees
(2)  CoA considers no evidence outside the CSRT record 
(3) Proceedings lack the necessary adversarial character  ---> limited collateral review, no attorney, no limits on the admission of hearsay. 
(a) Kennedy says the Court could read into the statute the necessary requirements, but because of Congress’ intent to severely limit the proceedings, he can’t do so ----> doesn’t trust that Congress won’t come back and re-tweak the system again.
d)  Does say though that DTA and the CSRT should remain intact and that habeas should only be used in cases of undue delay and after the DoD has had a chance to review the status through CSRT.
4. Dissent (Roberts)
a)  The DTA system of military tribunals and CSRT review, followed by Art III review looks like the procedure that was blessed in Hamdi, a procedure that Kennedy agreed with ---> the President/Congress have made a good faith effort to comply with Hamdi. 
b) Currently alleged enemy combatants have the right to
(1) Hear the charges against them, including a summary of any classified evidence against them. 
(2) The ability to challenge the bases of their detention before military triubnals. 
(3) The right, before the CRST, to testify, introduce evidence, call witness, question the ones the government calls, and secure release if and when appropriate,
(4) Right the to aid of a personal representative when presenting to the CRST
(5) Right to employ counsel and challenge the factual record upon which the CRST made its determination before the DC Cir
c) All of this seems to meet the majority’s own criteria of the habeas writ they have failed to explain. 
5. REMEMBER: This only applies to GITMO because of Al-Maqalah
E. Al-Bihani v. Obama (D.C. Circuit 2010) (Supp. pg 242)
1.  Facts: In the post Boumediene world
2.  Due Process Challenge to the Habeas Proceedings
a)  Boumediene’s holding explicitly said the habeas proceedings for detainees need to resemble a criminal trial; must only give a meaningful opportunity to demonstrate that he is being held” erroneously and that this review must give the court some authority to asses the sufficiency of the evidence against the detainee.  
b)  This standard, with the following procedures, has been met
(1)  Standard of Proof ---> preponderance of the evidence (50% +1) 
(a) This is not a clear cut answer, because the case law hasn’t necessarily developed yet
(2)  Admission of hearsay is allowed
(3)  Access to classified information for the attorney but not the detainee
c) All this looks mighty similar to the procedures of CSRT ---> sure you have an attorney and judge in the first instance, but this certainly isn’t the “great writ” that Kennedy exclaimed in Boumediene.
3.  On the Authority to Detainee (questions of int’l law)
a)  Al-Bihani argues that the authority to detain in the AUMF is limited by the int’l law
(1) Detention authority is missing because the war between the US and the Taliban is over
(2) If Bihani is a POW, then he should get the protections of a POW under int’l; If his isn’t a POW, then he should get the protections of civilians (of course, int’l law is unclear on the status of a civilian who participates in hostilities)
b)  Majority says the AUMF, DTA, and MCA do not hinge the gov’t detention authority on the proper ID of POWs or compliance with int’l law in general. 
(1) SB says this is a ridiculous claim:
(a) Hamdi’s authority to detain under the AUMF was rooted in the authority to detain under international law
(b) Also the Admin never made this argument ---> argued that int’l law supported its position
(2) In a en banc rehearing, the court says the bit about in’t law was just dicta. 
(a) Concurring opinion says the AUMF has to be read informed by int’l norms, you can’t claim the authority to detain from Int’l law (as Hamdi said the AUMF must be read in light of int’l law) without accepting the limitations (a la Brennan’s dissent in Verdugo)
4.  COMMENTS FROM SB
a)  End the end there really isn’t much procedural difference between this watered down habeas hearing and the CSRT
b) But the advantage, is that if Congress had come back and tweak the CSRT, they wouldn’t have been able to change anything about the right to habeas. 
III.  Future of Detention
A.  GITMO Closure Executive Order ---> January 22, 2009
1.  In one of his first acts as President, Obama issues the E.O. that GITMO be closed within a year, 
2. Also calls for a case-by-case review of every detainee. 
B.  Remarks by President Barack Obama: Protecting Our Security and Our Values, May 21, 2009
1. Emphasizes that the problem of what to do with GITMO detainees wasn’t caused by his decision to close the facility but because of the decision by the Bush Admin to open GITMO in the first place. 
2. Announced the options for remaining detainees (see below)
C. Options for Current Detainees
1. Criminal Prosecution by Art III Courts or Military Commissions
a) Criminal Prosecution
(1) A.G. original said that there would be 5 detainees tried in Art III Courts, but has since backed down 
(2) KSM was original put into this category because of his symbolic role in the 9/11 Attacks (hints of Kabuki theater)
b) Considerations used by the DOJ and DOD in making the determination for Art III or MC [from the DOJ determination of GITMO Cases Referred for Prosecution]
(1) Strength of Interest ---> Nature of the offense; Location in which the offense occurred; The Identity of the victims; Manner in which the case was investigated.
(2) Efficiency ---> protection of intelligence sources and methods, venue in which the case would be tried; issues related to multiple-defendant trials; foreign policy concerns; legal or evidentiary problems that might attend prosecution in the other jurisdiction; and efficiency and resource concerns
(3) Other Prosecution Considerations ---> extent to which the form and the offenses that could be charged in that forum; permit a full presentation of the wrongful conduct allegedly committed by the accused; and the available sentence upon conviction of those offenses.  
2.  Detainees who have been ordered to be released by the courts (21 such detainees as of May 2009)
a) Most common resolution of these cases
b) We try not to transfer detainees to places where they will be tortured (think Urighur’s in Bermuda rather than home to China)
3. Safe transfer of detainees to another country. 
4. Indefinite detention ----> those who can’t be tried for various reasons but nonetheless still pose a threat to the security of the U.S. 
a) About 48 detainees were unanimously approved for continued detention under the AUMF
b)  These people, in effect, “remain at war with the U.S.”
(1) Significant organizational role within AQ, Taliban or associated forces
(2) Advanced training or experience
(3) Expressed recidivist intent
(4) History of association with extremist activity. 
c)  These detainee will be subject to “a thorough process of periodic review”
D. Final Report: GITMO Review Task Force
1.  Detainee Review Guidelines
a)  Transfer Guidelines
(1)  Threat Evaluation ---> deemed eligible for transfer if any threat he poses could be sufficiently mitigated through feasible and appropriate transfers. 
(2) Evaluation of Potential Destination ---> US is not to transfer a person to a country if the US determines that the person is more likely than not to be tortured upon return or, in appropriate cases, that the person has a well-founded fear of persecution and is entitled to persecution protection. 
(3) Legal Evaluation ---> ensure that any detainee failing outside the gov’t lawful detention authority under the AUMF was recommended for release or transfer. 
b) Prosecution Guidelines
(1)  For Fed Courts ---> Used the Guidelines set forth in the US A.G. manual
(a) Should be recommended for prosecution if the detainee’s conduct constitutes a federal offense and the potentially available admissible evidence will probably be sufficient to obtain and sustain a conviction, unless prosecution should be declined because no substantial federal interest would be served by prosecution. 
(b) Key factors in making the determination were
i) The nature and seriousness of the offense. 
ii) The detainees culpability in connection with the offense
iii) The detainees willingness to cooperate in the investigation or prosecution of others; and
iv) The probably sentence or other consequence if the detainee is convicted. 
(2) For Military Commission ---> examined the potential available admissible evidence and consulted with the feasibility of prosecution. 
(3) Other factors were significant in the determination including the need to protect classified information
c) Detention Guidelines ---> Detainee should be considered eligible for continued detention under the AUMF, only if:
(1) Detainee poses national security threat that cannot be sufficiently mitigated through feasible and appropriate security measures. 
(2) Prosecution is not feasible in any forum
(3) Continued detention without criminal charges is lawful. 
2. SB Concerns with this process (criticism with the Kris mindset)
a) The gov’t is creating categories of detention based on the evidence they have and the political factors at work ---> if you trial them in Art III and lose, you just indefinitely detain them (this is a “heads I win, tails you lose” type of situation). 
b) Gov’t is saying “restore the rule of law” but if it doesn’t give me what I want, we have indefinite detention to fall back on. 
E. Jack Goldsmith and National Security Courts
1.  Problems with non-trial military detention
a) Enemy wears no uniforms and blends w/civilians ---> dramatically increases the risk of erroneous detention
b) War is unlikely any other in our past and will likely continue indefinitely ---> mistaken detentions will last long-term and possibly indefinitely
c) Even without mistakes, indefinitely detention for “mere” membership is excessive, especially if at a certain point the detainee no longer poses a danger to the US
2. Despite these problems the need for detention still exists, and will likely exist for the foreseeable future. 
3. National Security Court
a) Why its needed ---> Art III and military tribunals will only work in some situations, and when they do--like in Moussaoui’s case--they water down important constitutional protections
b) We already have it ---> the DC Circuit handling the habeas courts
(1)  But they are acting without much guidance from Congress ---> so the courts are making the law, then applying the law
(2)  Need guidance from Congress because the courts lack the expertise and the political accountability to handle this task.
c) How Congress should improve it
(1) Eliminate the distinction between US citizens and non-US citizens. 
(a) Design detention procedures that are appropriate and legitimate for US citizens and it will credibly demonstrate to the world that the detentions of non-US citizens is also okay
(b) No reason to think that the threat is limited to non-US citizens. 
(2) Define the enemy; two possible definitions
(a) Membership in command structure of covered terrorist organizations ---> consistent with AUMF but not agile enough to deal with amorphous nature of the threat
(b) Direct participation in hostilities --->  best option for conduct-based criterion but still there is disagreement about what this means. 
(3) Procedural Issues
(a)  Evidential and Informational Issues ---> allow hearsay; don’t allow evidence gleaned from torture; ex parte hearing for classified info (with defendant’s counsel present); duty to disclose all exculpatory information and possibly all material information
(b) Operate with a strong presumption of maximum public disclosure of its processes and decisions
(c) Regularized review with escalating burden of proof as detention continues
(d) Detainees should be represented by a standing pool of gov’t-paid defense lawyers ---> create a small cadre of elite lawyers for both sides. 
(4) Possibly create a stand-alone court like the FISCR. 
F.  Articles and Commentary
1. Benjamin Wittes: Obama’s Dickey Cheney Moment (Wash Post, Sept 29, 2009)
a)  Why Obama’s decision not to go Congress to help set up a statutory system to handle the ongoing GITMO detentions is bad
(1)  It won’t stop detentions and it will ensure the ground rules for them remain murky and unclear. 
(2) Leaves in place a system of judicial review that is bad for the gov’t and detainees. 
(a) Bad for gov’t because the standards are unstable and evidence collected one day from detention is being later used to justify detention ---> judges are less comfortable with using that info in court
(b) Bad for detainee because they get one bite at the apple. Lose habeas and you are stuck forever. 
(3) Means the rules of detention will be written by judges through DC Cir habeas petitions
2. US May Expand Use of its prison in Afghanistan (LA Times, May 21, 2010)
a)  Might start using Bahgram to house new detainees to avoid the GITMO processes required by Boumediene (see the Al-Maqalah exception)
b) However, wouldn’t transfer GITMO detainees there because they wouldn’t to invite the litigation and would appear to be evading the Court’s rulings. 
3. Graham Proposes Framework for Handling Terrorism Suspects (Wash Post, May 23, 2010)
a)  Proposes the creation of a national security court (Graham is advised by Wittes and Goldsmith)
b) Create standard procedures for addressing detainee’s petitions for habeas corpus, which force the gov’t to make the case for continued detention
c) Opposes civilian trial for KSM
IV. Interrogation
A.  Torture and its Legacy
1.  Law of Torture
a)  Torture prohibitions under International Law
(1) Review of Int’l Law as the Law of the US
(a) Supremacy Clause ---> All Treaties . . . shall be the Law of the Land;” is the legal equivalent of a statute
(b) Lex Posterior ---> the last in time controls between statutes/treaties BUT an Act of Congress should be interpreted, if possible, so not to conflict with int’l treaties (Charming Betsy)
(c)  Customary In’tl Law is also federal law to considered like common law (Paquete Havana)
(d) Jus Cogens ---> Customary laws to be binding on all nations (Republic of Argentina)
(2) UN Convention Against Torture and Other Cruel, Inhuman, or Degrading Treatment of Punishment (CAT)
(a) Defines torture ---> prolonged mental harm cause by or resulting from 
i) the intentional infliction or threatened infliction of severe physical pain or suffering
ii) The administration or application, or threatened application of mind-altering substances or other procedures calculated to disrupt profoundly the senses or other procedures calculated to disrupt proundly the senses or personality
iii) The threat of imminent death
iv) The threat that another person will imminently be subjected to death, severe physical pain or suffering or the administration of (ii) above. 
(b) Art 2(2) provides for no exceptional circumstances as justification for torture ---> Absolute Prohibition
(c) Prohibits refoulement --> rendition to countries where torture “more likely than not” to occur. 
(d) RUDs ---> 
i) Art 1-16 are not self-executing
ii) Art 16 prohibition against “cruel, inhuman,or degrading treatment or punishment” is limited by the protections of the 5th, 8th, and 14th Amendments
(e) 18 U.S.C. §2340 (adopted to meet the CAT requirements)
i) Congress forbade “specifically intending to inflict severe physical or mental pain or suffering”
(3) Geneva Conventions
(a)  Common Art 2 ---> shall “apply to all cases of . . . armed conflict” between two more more parties to the Convention. Signatories are bound regardless of whether an additional party to the conflict is a signatory.
(b) Common Art 3 ---> Governs conflict “not of an international character,” not between parties to the convention but in territory of a party to the Convention; 
i) Must apply at a minimum to persons taking no part in the hostilities, including amred forces who are “outside the fight” because of detention, and these people shall be treated humanely. 
(c) Art 17 of Geneva Convention III provides “no physical or mental torture, nor any other form of coercion may be inflicted on POWs to secure from them information of any kind whatsoever.”
i) Bush announced GC III did not apply to Taliban because they had violated the laws of war by associating with AQ and therefore did not get POW status. 
(d) Art 31 of GC IV: protects them from “physical or moral coercion” in order to gain information. 
(e) Judicial enforcement
i) Hamdan court found that Common Art 3 to conflict with AQ
ii) Rasul: sovereign immunity bars the GC claims. 
(4) ICCPR ---> prohibits “torture and cruel, inhuman, and degrading conduct”
(a) Non-self executing, and lower courts have said the ICCPR creates no private enforceable right US courts; 
(b) But some courts cite it as evidence of CIL. prohibiting arbitrary arrest, prolonged detention, and torture. 
b)  Domestic Law on Torture
(1) Domestic Torture Statute (18 USC §2340)
(a)  Imposes criminal sanctions for torture, purportedly in accordance with US obligations under CAT
(b) Only applies to US nationals or other present the the US who conspire to committee torture “outside the US”
i) Working Group ---> GITMO was inside the US for the purposes of §2340 (irony that Rasul, the argument was that US had not sovereignty over GITMO)
ii) 2004 the definition of the US was expanded to include the several states, DC, and the commonwealths, territories, and possessions of the US. 
iii)  UCMJ allows for court martial, prosecutions of military who torture in or outside the US. 
(c) Definitions
i) Torture: an act committed by a person acting under the color of law specifically intended to inflict severe physical or mental pain or suffering (other than pain or suffering incidental to lawful sanctions) upon another person within his custody of physical control
ii) Severe mental pain or suffering: the prolonged mental harm caused by or resulting from [those acts outlined in the CAT]
(2)  War Crimes Act (18 USC §2441)
(a)  Incorporates, by reference, certain treaties or treaty provisions relating to the laws of war, including the GCs
(b) Defines War Crime to mean
i) §2441(c)(1): A grave breach of any of the GCs; on POWs, 
(1) GC III defines a grave breach as: Willful killing; torture or inhuman treatment; willfully causing great suffering or serious injury; willfully depriving a POW of the rights of a fair and regular trial; forcing POW to serve in the military
(2) GC IV does not cover “unintentional isolated collateral damage on civilian targets. 
ii) §2441(c)(3): conduct that constitutes a violation of Common Art 3, including
(1) Violence to life and person, in particular murder of all kinds, mutilation, cruel treatment and torture; 
(2) Taking hostages;
(3) outrages upon personal dignity, in particular humiliating and degrading treatment
(4) the passing of sentenced and the carrying out of executions without previous judgment pronounced by a regularly constituted court, affording all the judicial guarantees which are recognized as indispensable by civilized peoples. 
(c) Statute is applicable to US citizens, not restricted to military. 
(3) Detainee Treatment Act (2005) (the McCain Amendment)
(a)  No individual in the custody or under the physical control of the US, regardless of nationality or physical location, shall be subject to cruel, inhuman, or degrading treatment or punishment.
(b) No geographic limitation
(c) Means cruel, unusual, and inhumane treatment or punishment prohibited under the 5th, 8th, and 14th Amendments.
(d) Forbids DoD from using any interrogation methods not listed in the Army Field Manual. 
(e) Military Commissions Act (2006) ---> may use statements obtained from a defendant through the use of coercion not amounting to torture in a trial before a military commission and can use information gained from “cruel, unusual…” if it was obtained before the DTA. 
(4)  Military Extraterritorial Jurisdiction Act (2000) ---> gives fed jurisdiction over crimes (like murder, assault, sexual abuse, and deprivation of rights under color of law) committed abroad by civilians “accompanying or employed by the military ---> but originally did not apply to military contractors. 
(a) Defense Authorization Act (2005) ---> expanded the MEJA to included contractors of the DoD overseas, but unclear if that includes the State Dept, FBI, CIA contractors
(b) Defense Authorization Act (2007) ---> Allows the UCMJ to be applied to civilian during a “contingency operation” defined to include operations in Iraq and Afghanistan ---> critics say it may be too broad and encompasses not only contractors but also possibly a range of civilian employees and reporters. 
(5) Civil Actions
(a) Foreign Claims Act ---> Allows resident of foreign country to recover up to $100K from US where injury is caused by noncombat activities of the US military
i) Noncombat = activity other than combat that is particularly military in character
ii) Too complicated and strict for most injured Iraqis
(b) Alien Tort Claims Act ---> probably barred for sovereign immunity
(c) Torture Victim Protection Act ---> For individuals (including US persons) subjected to torture of extrajudicial killing by an individual under actual or apparent authority or color of law of any foreign nation. 
2.  Torture/POW Memos
a)  John Yoo (Application of Treaties and Laws to Al Qaeda and Taliban Detainees) (pg. 404)
(1) LEGAL CLAIMS: Taliban and AQ are not eligible for the protections of the GC; CIL does not apply because “it does not constitute fed law recognized under the Supremacy Clause” 
(2) Why not?
(a) GC creates a legal relationship between Nation States, not between States and private, subnational groups or organizations (See Common Art 2 ---> “may arise between two or more of the High Contracting states”) 
i) AQ and Taliban are not high contracting states ---> AQ is not even a state actor, and Taliban is not a government. 
ii) Taliban is so intertwined with the AQ as to be functionally indistinguishable from it. 
(b) Common Art 3 covers “armed conflict not of an int’l character” ---> this means large scale armed conflict between a State and an armed movement within its own territory (like a large-scale civil war)
i) Makes “little sense” when applied to a conflict like this which is between a State and a transnational terrorist group which may be located in some states that are parties to the GC and other that are not. 
ii) War in Afghanistan is not “not of an international character”
b) Gonzalez (Decision re Application of the Geneva Convention on POWs to the Conflict with AQ and Taliban) (pg 410)
(1) Positives of not offering POW treatment
(a) Preserves flexibility in this new type of war and new paradigm and need for new information ---> this makes GC obsolete in this setting
(b)  Avoids messy and time-consuming case-by-case determinations
(c)  Substantial reduces the threat of domestic criminal prosecution under the WCA. 
(2) Negatives of not offering POW treatment
(a) Precedent is that the US has always applied GC even though they had opportunities to declare they don’t apply. 
(b) Loss of reciprocity ---> US couldn’t invoke the protections if enemy forces captured US forces
(c)  Couldn’t use the WCA against our enemies
(d) Provoke widespread condemnation and encourage other countries to look for loopholes. 
(e) Could undermine the US military culture which emphasizes maintaing the highest standards of conduct in combat. 
c)  Taft, State Department Legal Advisor (Comments on your Paper on the Geneva Conventions) (pg. 413)
(1) Decision that the GC applies is consistent with the plain language of the Convention and the unvaried practice of the US for the last 50 years
(2) Demonstrates that the US bases its conduct not just on its policy preference, but on its int’l legal obligations. 
(3) Deprives our troops of any claim to the protection of the Convention if captures. 
d) Working Group Report on Detainee Interrogations in the Global War on Terror (pg 414)
(1) Senior DoD lawyers conclude that the President as C-in-C could authorize torture despite legal prohibitions. 
(2) International Law
(a) US conditions its understanding of CAT to mean the act “must be specifically intended” as torture (See WCA)
(b) CAT obligations are only bound so far as the 5th, 8th, and 14th Amendments
(c) US has maintained that the ICCPR does not apply outside the US
(3) Domestic Law
(a) Torture Statute 
i) Crimes are specific intent
ii) GITMO is with the US for purposes of §2340
iii) Legal Doctrines at play ---> 
(1) §2340 should be read in light of the Presidents power as C-n-C
(a) Congressional effort to regulate the interrogation of unlawful combatants would violate the Constitution’s sole vesting of the C-n-C authority to the President. 
(2)  Necessity (choice of evils defense) ---> 
(a) Defense is available  when the actor believes it is “necessary to avoid a harm or evil to himself or another, provided that (a) the harm or evil sought to be avoid is greater; and (2) the statute doesn’t provide exceptions or defenses; and (3) a legislative purpose to exclude the justification claim does not otherwise plainly appear
(b) Congress not made such defense in the case of torture, so the necessity defense should be allowed (COUNTER: CAT was a absolute prohibition & §2340 was based on CAT)
(3) Self-Defense
(a) In the absence of a textual provision to the contrary, we assume self-defense is appropriate defense. 
(b) There can be little doubt that the nation’s right to self-defense has been triggered under our law. 
(4) Federal Civil Statutes
(a) ATS ---> fail because of sovereign immunity because (1) the US has not waived it and (2) Eisentrager precludes other potential avenues of jurisdiction, because of the habeas doctrine (but now that Boumediene came down, this would have less bite)
(b) TVPA ---> was for those acting under color of law of any foreign nation, not the US
e)  Bybee Memo on the Zubaydah Interrogation (BB)
(1) Techniques come from the SERE training
(a)  *Except for the insect in the cramped box
(b) Only injuries were minor or were physiological effects that dissipated and were overcome. 
i)  COUNTER ---> SERE students knew this was training and would be over soon. 
(2)  Zubaydah physiological assessment ---> “highly directed individual who prizes his independence;” has “narcissistic features;” “intelligent and intellectually curious;” and displays “excellent self-discipline;” proud of his ability to lie and deceive others.
(a) COUNTER ---> later found out he was a nut job
(3)  Legal Justifications for “enhanced interrogation techniques”
(a)  18 USC §2340 ---> criminalizes torture 
i) Occurring outside the US
ii) By someone acting under the color of law
iii) when the victim was in the defendant’s custody or physical control
iv) Defendant specifically intended to cause severe pain or suffering
v) Act did in fact cause severe pain or suffering
(b) Severe Pain or suffering
i) Severe mental pain or suffering
(1) “prolonged mental harm’ cause or resulting form
(a) intentional infliction or threatened infliction of severe physical pain or suffering
(b) Use of mind-altering substances calculated to disrupt profoundly the senses or personality
(c) Threat of imminent death. 
ii) Severe physical pain
(1) Memo takes the definition of “severe pain” from the Medicare statute saying that the pain must rise to the level that “would ordinarily be associated with a sufficiently serious physical condition or injury such as death, organ failure, or serious impairment of body functions.”
(a) This would mean that amputating a toe and pulling out fingernails would be okay
(b) SB says this is terrible and morally offensive. 
(c) Specific Intent ---> Must have specifically intended to inflict severe pain or suffering. 
i) If a defendant acts with good faith belief that his actions will not cause such suffering, he will not be criminally liable. 
(4) Ultimately, Bybee approves of all the techniques saying the do not rise to the level or pain or mental suffering required under the statute. 
f) Post-Script Responses
(1) Senate Armed Services Committee Inquiry into the Treatment of Detainees in US Custody (2008)
(a)  Abuse of detainees in US Custody was not simply a “fee bad apples” ---> it came down from senior US officials who solicited information on the techniques and approved of them. 
(b) Bush Admin determined that GC protections would not apply to AQ and Taliban; therefore, the enhanced techniques were used on detainees. 
(c) SERE training contained safeguards and controls that were not present in these interrogations ---> plus SERE training was used to prepare soldiers for what the Chinese and North Koreans would do to them (not good company)
(d) OLC memos “distorted the meaning and intent of anti-torture laws, rationalized the abuse of detainees and influenced the DoD determinations of what was legal during interrogations. 
(e) Because of the Exec’s action, detainees treatment eroded the standards dictating how detainees be treated humanely. 
(2) E.O. 13,491 Ensuring Lawful Interrogations
(a) Prohibits anyone within the US gov’t from being able to engage in these activities ---> official revokes all the OLC memos. 
(b) Only interrogation methods to be used are those within the US Army Field Manual. 
(c) CIA detention sites shall be closed and none should be used in the future.
(d)  Created the Special Task Force on Interrogations and Transfer Policies
(3) David Margolis, Memorandum for the Attorney General (Jan 5 2010) (BB)
(a)  Disagrees with the Office of Professional Responsibilities’s final report finding Yoo and Bybee had engaged in professional misconduct by failing to provide “thorough, candid, and objective” analysis; refused to authorize the OPR to refer its findings to the state bar for disciplinary action. 
i) OPR criticized many things, including: reliance on the medicare statute to define “severe pain;” failing to analysis that necessity defense was to be consider in sentencing, not guilt. 
ii) OPR Findings
(1)  Yoo intentionally violated his “duty to exercise independent legal judgement and render thorough, objective and candid legal advice. 
(2)  Bybee “recklessly disregarded the same duty” by signing the memos
(b) Problems with OPR’s report didn’t identify an applicable known, unambiguous standard of conduct that Yoo and Bybee allegedly violated. 
(c) Jack Goldsmith Interview ---> 
i) OLC is supposed to provide the Exec with independent advice (think about Lincoln in the suspension of the writ)
ii) But he says the OPR should exercise great caution when assessing PR of exec branch during the time of national security crisis (the OPR has the benefit of hindsight and years to think about the issue). 
(d)  Yoo didn’t engage in intentional misconduct ---> fueled rather by the state of fear in the WH, Yoo’s preconceived notions of Executive power; and the desire amongst the lawyer to push the law to its limits, but not break it.  
g) Commentaries & Articles
(1)  Cost and Benefits of Interrogation in the Struggle Against Terrorism (Robert Coulam) (BB)
(a)  Benefits ---> 
i) Gain valuable intelligence information to protect national security 
(1) Bybee and Bradbury memos say that enhanced interrogation works (i.e., led to the capture of Padilla, KSM, etc0
(2) Ali Soufan ---> disputes these claims and says that the memos were based on factual inadequacies. 
ii) Intimidate the enemy and its supports
(b) Costs
i) Raise ethical and rule of law questions ---> see the McCain amendment to the DTA
ii) Torture damages the US standing as a moral leader in the world and erodes int’l support for US efforts; damages US military integrity
iii) Reciprocity concerns put our troops in danger
iv) US troops may face legal consequences abroad (think CIA in Italy)
v) Risks US leadership on the human rights front
vi) Exasperates the problem by creating more enemies
vii) Torture doesn’t lead to good info
(2) Matthew Alexander, I’m Still Tortured by What I Saw in Iraq (Wash Post, Nov 30, 2008) (BB)
(a)  Member of Air Force interrogation team, refused to participate in torture ---> said it wasn’t effective
(b)  As a leader he implemented old-fashioned techniques (one’s described by Ali Soufan) and got good intelligence
(c) Said in his experience the No1 reason people were joining the fight w/AQ was because of the abuses of Abu Ghraib and GITMO. 
(3) Chisun Lee, Judges Rejects Interrogation Evidence in GITMO Cases (ProPublica, Aug 13, 2010)
(a) Judge are rejected fed cases or rejecting evidence because evidence was obtained through torture, physical abuse or verbal threats.
(b) Gov’t is having a difficult time show “clean evidence” ---> that evidence may have been gained through acceptable interrogation methods after torture was used; judge is saying the fear was still there. 
(c) These are all habaes cases, but they will pose the same problem for gov’t cases in criminal cases and military commissions. 
(4) Ali Souffan ---> Informed Interrogation Approach is what is successful
(a) Knowledge-based approach that tries to leverage knowledge of the detainees cultural, background, etc.
(b) 3 Main points ---> 
i) Fear of the detainee ---> interrogator uses this to gain trust and have the detainee open up
ii) Need of the detainee to maintain a sense of respect
iii) Impression that interrogator knows everything about the detainee ---> so he thinks the interrogator will know when the detainee is lying
B. Miranda Warnings and Terrorism Arrests
1.  Letter from A.G. Eric Holder to Senator Mitch McConnell Regarding Umar Farouk Abdulmutallab (Supp. pg. 276)
a) The decision to charge Abdulmutallab (UFA) in fed court and the methods used to interrogate him were fully consistent with the long-established policies of the DOJ, FBI, and the US Gov’t
(1) These methods included reading Miranda to UFA 
b) Detention decision
(1) Decision was made to detain UFA  in connection with fed criminal charges was made with the knowledge or and without objection from all other relevant gov’t departments. 
(2) The practice of the US since 9/11 without exception has been to arrest and detain under federal criminal law all terrorist suspects who are apprehended inside the U.S. 
(3) Bush Admin arrested in the criminal justice system more than 300 individuals on terrorism-related charges, including Richard Reid (the shoe bomber)
(4) Only two person apprehended in this country have been held under the law of war (Padilla & Al-Marri) and both raised serious statutory and constitutional questions and both were eventual returned to the criminal justice system. 
c) Criminal Justice System as a National Security Tool
(1) Tools of national security include: military action, military justice, intelligence, diplomacy, and civilian law enforcement
(2) Criminal justice has proved to be one of the most effective weapons available to our government for both incapacitating terrorists and collecting intelligence from them. 
2. High-Value Detainee Interrogation Group
a) Originally conceived to operate overseas, but might be deployed domestically (although the Newsweek.com article points to their difficulty of doing so). 
b) DOJ Press Release: Special Task Force on Interrogations and Transfer Policies 
(1) Interrogations
(a)  Army Field Manuel provides appropriate guidance on interrogation for military interrogators and no different guidance is necessary for other agencies. 
(b) To help interrogate the most dangerous terrorists, the US should form a High-Value Detainee Interrogation Group ---> group of the most effective and experienced interrogators that would support the Intel community, DoD and law enforcement. 
i) Should be housed in the FBI with the primary purpose of intelligence gathering, rather than law enforcement
ii) HIG should set a group of best practices to be disseminated among the various agencies. 
(2) Transfers
(a) Seven types of Transfers: (1) extraditions; (2) transfers pursuant to immigration proceedings; (3) transfers pursuant to GC; (4) transfers from GITMO; (5) military transfers within or from Afghanistan; (6) military transfers within or from Iraq; (7) transfers pursuant to intelligence authorities. 
(b) On the transfers to another countries the US may rely on assurances from the receiving country and the State Dept should be involved in evaluating those assurances. 
(c) When gaining assurances, the US should insist on monitoring mechanism to that the US can continue to have private access with minimal advance notice to the detaining government. 
c) Why Didn’t the HIG Question to Undie-bomber? (Time.com, Feb 4 2010)
(1)  HIG was not deployed for the interrogation of UFA; DNI Blair said HIG should have been immediately deployed; clarified that the unit wasn’t fully operational yet
(2)  Although it is not yet operational, some “HIG-like” teams have been deployed since the fall (says FBI Director Mueller)
d)  Special Investigation Unit Plays Limited Role in Times Square Investigation (Newsweek.com May 17, 2010)
(1)  HIG is playing a limited role in the Times Square bombing
(a)  DOJ said that elements of the HIG are assisting in the Shahzad interrogations
(b) But sources say they are offering intelligence support but not interrogation support
(c) Can’t play a role in interrogating Shahzad suspects because the Pakistani government has refused to allow the HIG into the country to participate in the interrogations
(2) HIG also is hesitant to play role in domestic interrogations
(a) CIA isn’t supposed to operate in the US except in limited circumstances and after the torture fiasco, doesn’t want to get too involved in domestic investigations
(b) Also since Shahzad is cooperating, the need for high-level interrogation is not as high
3. Miranda Warnings ---> Public-Safety Exception & Terrorism (Rick Pildes)
a)  Quarles exception ---> law enforcement does not have to provide Miranda before asking a suspect questions that are “reasonably prompted by a concern for public safety”
b) How far does the exception apply for terrorist suspects?
(1) Obviously, you can ask for information that will protect the public against any immediate security threat
(2) But what about intelligence about others who might have assisted the suspect, about the nature of the organization, etc? 
c) Of course if the need is pure intelligence-gathering, Miranda is not needed ---> but that means the information later can’t be used in a criminal investigation. 
(1) Almost back to a FISA Wall type situation
(2) Posner might think this is a good idea ---> increase the intel but put greater criminal protections. 
d) Pildes recommendation on clearing the question ---> Congress should enact legislation to define the contours and boundaries of the public-safety exception. 
(1) Court would still ultimately be the finally approval for such a proposal, BUT
(2) Court would give great weight to the political branches on matters of national security. 
V. Rendition & State Secrets
A.  Rendition Basics
1. Ordinary v. Extraordinary Rendition
a) Ordinary ---> brought to the US for charges and subsequently criminally prosecuted for crimes
b) Extraordinary Renditions ---> captured and brought to CIA blacksites, another country, etc for intelligence gathering. 
2. Forcible abductions remains a policy of the US if “we do not receive adequate cooperation from a state that harbors a terrorist whose extradition we are seeking”
B. United States v. Alvarez-Machain (1992) (pg. 516)
1. Facts: 
a) Alvarez was indicted for participating in the kidnap and murder of a DEA agent.
b) Alvarez was forcibly kidnapped and brought to the US where he was arrested by the DEA. US officials didn’t participate in the actual kidnapping but were responsible for it.; Mexico objects to the prosecution because of the treaty
2. Holding: Forcible abduction by the US from a country with which the US has a formal extradition treaty does not create a defense against jurisdiction of US courts. 
a)  Previous Precedents
(1)  United States v. Rauscher (1886) ---> Doctrine of Speciality
(a) A person who has been extradited under an extradition treaty can only be brought before the court for the offense(s) for which he was extradited
(b) This is not applicable here because Alvarez was not brought into the US under a treaty
(2) Ker v. Illinois (1886) ---> Forcible abduction is no sufficient reason why a party should not be brought within the court jurisdiction
(a) Distinguished Rauscher because (1) Ker was abducted and not brought in under an extradition treaty; and (2) forcible abduction did not violate due process. 
(b) Ker was reaffirmed in Fresbie v. Collins
(3) Difference between Ker and Alvarez? ---> there was no US involvement in Ker’s forcible abduction and Peru did not object to the prosecution. 
b) Extradition Treat w/Mexico
(1) Language of the treaty does not specify that it is the exclusive means by which one country may gain custody of a national of the other country for prosecution. 
(2) There is no rule of CIL that international abductions are clearly prohibited by int’l law. 
3. Dissent (Stevens)
a) The treaty obviously was intended to be the exclusive means of exercising jurisdiction over the other country’s nationals ---> the majority’s interpretation renders the provisions of the treaty as verbiage (such as discretion to refuse extradition etc)
b) Majority’s rule says that if the US would rather kidnap or murder someone rather than extradite, then this too would be options since the Treaty does not prohibit them exclusively (foreshadowing?)
c) Restatement says that abduction is a gross violation of int’l law
4. NOTES
a) Luring a a suspect into international waters or to a third-country is permissible (United States v. Yunis)
(1) Although int’l law may not be in full agreement with this police (see In’tl Penal Law Association resolution pg. 523)
b) International Law on abductions
(1) Possible violate the territorial sovereignty of the other state
(2) BUT there is also a recognized right to self-defense and the duty of the other state to protect against harm from criminals.  
c) Summing up the Ker-Frisbie Doctrine ---> “the exclusionary rule applies only to evidence, not to persons”
d)  Shocks-the-conscious exception to Ker-Frisbie? 
(1) Toscanino (2nd Cir.) held that DP required dismissal because defendant was beaten flushed with alcoho, rendered unconscious by electric shock.
(2) No clear this is good law after Alvarez-Machain because he was also beaten, prodded with electric jolts, and drugged. 
e)  Risks of this policy ---> not the Court leaves it to the Executive to decide whether to prosecute someone who has been forcibly abducted as a matter of foreign policy. 
(1) There is a risk that other states will respond with similar policies (think the hikers who are now imprisoned in Iran)
(2) Risk of suits in other nations for US actions
C. Extraordinary Renditions
1. Started under the Clinton Administration when the emergence of AQ began to be an int’l threat ---> doing so to interrogate suspected terrorist in a third-country using the third country’s interrogation methods (i.e., torture)
a) Clinton advisor warns that this is against CIL and treaty law and the principle of nonrefoulment ---> you can’t send detainees to countries where they are likely to be tortured
b) Gore tips the scales when he says “of course it’s against in’l law. But that’s why its a cover action. Go grab his ass”
c) Clinton used extraordinary renditions more than Bush II
d)  Clinton had no qualms about sending detainees to third-countries to be tortured ---> this was about getting around US laws
2. Principle of Nonrefoulment
a) Host country is supposed to give guarantees of some basic protections (per Common Art 3)
b) US is supposed to not send if its “more likely than not” he will be tortued
3. These issues have never made it to fed courts however because of state secrets claims. 
D. State Secrets 
1. Obama Efforts to Curb Use of State Secrets ----> DOJ Memo (Supp. pg 437)
a)  Standards for Determination
(1) Legal Standard ---> will when the agency makes sufficient showing that “the privilege is necessary to protect information the unauthorized disclosure of which” would reasonably be expected to cause “significant harm to national security”
(2) Narrow Tailing ---> should only be invoked to the extent necessary to protect against the risk of significant harm to national security
(3) Limitations ---> Department will not defend in order to 
(a) Conceal violations of the law, inefficiency or administrative error;
(b) Prevent embarrassment to a person, organization, or agency of the US
(c) Restrain competition
(d) Prevent or delay the release of information the release which no reasonably be expected to cause significant harm to national security. 
b) Procedures for Asserting the Privilege
(1) Dept or Agency seeking privilege must submit to DOJ a detailed declaration based on personal knowledge that specifies in detail: 
(a) Nature of the information that must be protected from unauthorized disclosure
(b) The significant harm to national security that disclosure can be reasonably be expected to cause
(c) The reason why unauthorized disclosure is reasonably likely to cause such harm; and
(d) Any other information relevant to the decision whether the privilege should be invoked in litigation
(2) Assist. AG has to formally recommend in writing whether the State Secrets Review Committee should defend the privilege. 
(3) State Secrets Review Committee evaluates the recommendation, consults with DNI and the agency/department requesting the privilege, and then makes a recommendation to the A.G.
(4) A.G. Approval ---> personal approval is required for DOJ to defend privilege
(a)  If AG does not approval ---> prompt notification to the Dept/Agency head
(b) If the AG determines its proper to defend, but that defense would preclude claims of wrongdoing, the IG will be referred the case for future investigation
2. Mohamed v. Jeppesen Dataplan, Inc. (9th Cir. 2009) (BB)
a)  Facts: 
(1) Plaintiffs were captured through part of the US’s extraordinary rendition; were taken other countries were they were tortured. 
(2) Jeppesen was providing the flights plan and for all likelihood knew what was going on ---> complicit with the CIA
(3) Brought a charge under the ATS and relied solely on documents in the public domain to attempt to prove their claim. 
(a) Why not claim under Anti-torture Statute/CAT ---> view by American lawyers that CAT doesn’t apply extraterritorially
(b) Criminal statute only applies overseas; but CAT doesn’t give rise to a cause of action under US since it doesn’t apply extraterritorially. 
(4) US Gov’t invoked the state secrets privilege ---> district court dismisses the case invoking the Totten doctrine
b) State Secret Bars: Totten v. Reynolds
(1) Totten Bar ---> “where the very subject matter of the action” is “a matter of state secret,” an action may be dismissed on the pleadings without ever reaching the question of evidence” because its so obvious that the action should never prevail over the privilege.”
(a) The Totten bar applies to cases where the very subject matter of the action is a state secret. 
(b) Essentially, Totten says that actions are beyond judicial scrutiny because “due to nat’l security reasons” the government can neither admit nor deny the allegation. 
(c) Court says its a narrow rule; but does not necessarily have to be a case where the gov’t and the plaintiff are in a contract with one another. 
(2) Reynolds Bar ---> Reynolds bar removes the privileged evidence from litigation; does not automatically require dismissal of the case but sometimes is will if the case cannot proceed without the privileged evidence. 
(a) Steps of the Analysis
i) Government must properly assert the privilege ---> 
(1) Only the gov’t may assert it and it cannot be waived by a private party; 
(2) Must be lodged by the head of the department/agency
(3) Can be invoked at anytime, even pleading
ii) Court makes an independent judgement of the claim of privilege ---> must be sustained when there is a reasonable danger that compulsion will expose matters, which in the interest of nat’l security, should not be divulged. 
iii) How should the matter proceed in light of a successful privilege claim ---> court must assess whether it is feasible for the litigation to proceed without the protected evidence, and if so, how
(1) Ordinarily, simply excluding or otherwise walling off the privilege information will suffice
(2) In some instances, however, application of the privilege may require dismissal; this happens under three circumstances
(a) The plaintiff cannot prove the prima facie elements of her claim with nonprivileged evidence
(b) If the privilege deprives the defendant information that would otherwise give the defendant a valid defense to the claim, then the court may grant summary judgement.
(c) Even if the claims and defense may theoretically be established without relying on privilege evidence it may be impossible to proceed with the litigation because litigating the case to a judgment on the merits would present an unacceptable risk of disclosing state secrets. 
(3) Holding: 
(a) Totten does not apply in this case
(b) Reynolds applies to bar the privileged information and the case must be dismissed
i) Government has properly asserted ---> 
(1) The Reynolds bar doesn’t require the AG to certify the privilege but it means a lot that he has.
(2) Also important that both the Bush and the Obama Admins have certified it.  
ii) Court reviews the information and says that it is in fact reasonably expect that disclosure could be expected to cause significant harm to nat’l security. 
iii) Case must be dismissed because their is no feasible way to litigate Jeppeson’s alleged liability without creating a unjustifiable risk of divulging state secrets. 
(c) Even assuming plaintiffs could establish their entire case solely through nonprivileged evidence, any effort by Jeppeson to defend would unjustifiably risk disclosure of state secrets. 
(4)  BEA, Concurrence ---> Totten should apply here. 
(5) Dissent (Hawkins)
(a) Totten state secrets privilege has never been applied to prevent parties from litigating the truth of falsity of allegations, or facts, or information, simply because the government regards the truth or falsity to be secret. 
i) Nor has Totten every ben applied to a suit against a 3rd party. 
(b) Reynolds is justified if and only if specific privilege evidence is itself indispensable to establishing either the truth of the allegation or a valid defense. 
i) Majority’s analysis is premature ---> should wait until the pleading has been filed and the discovery requests have been made
ii) Then the gov’t can determine what evidence is privileged and whether any such evidence is indispensable ---> Reynolds can’t bar facts only evidence to support the facts. 
(c) Wants to remand to the district court to apply Reynolds and let the process go through. 
3. Plausible Alternatives to Deal with State Secrets
a) State Secrets Protection Act (proposed legislation) (Supp. pg. 434)
(1)  Essentially tries to do for State Secrets what CIPA does for classified information
(2)  Procedures for asserting determining whether evidence is protected by state secret
(a)  Gov’t may assert a state secrets claim in any civil action to which the US gov’t is a party or any other civil action before a state of Fed court ---> must provide the court will a signed affidavit by the head of the exec branch agency explaining the basis of the claim
(b)  Court will conduct a hearing (in camera/ex parte/etc) to examine the validity of the claims. 
(c) How determinations are made ---> It is privilege to the exception if evidence “contains a state secret, or there is no possible means of effectively segregating it from other evidence that contains a state secret.”
i) Privileged Evidence ---> shall not be disclosed or admissible as evidence
ii) Non-privileged Substitute ---> is not prohibited from being disclosed. 
(d) Non-Privileged Substitute ---> If court determines its possible to craft a non-privileged substitute of privileged material that provides “a substantially equivalent opportunity to litigate the claim or defense” the substitute will be provided.
(3) Dismissal ---> court can only dismiss a claim based on state privilege claim if:
(a) Its impossible to create a non-privileged substitute;
(b) Dismissal of the claim will not harm national security; and 
(c) Continuing the litigation of the claim without the privileged material evidence would substantially impair the ability of the party to pursue a valid defense.
b) Majoirty’s Proposed Solutions in Jeppenson:
(1) Gov’t could “honor the fundamental principles of justice” without the judiciary and make reparations if necessary. 
(2) Congress can investigate any wrongdoing and restrain any excess
(3) Congress could enact a private bill to compensate the plaintiffs for their injuries
(4) Congress could enact remedial legislation authorizing appropriate causes of action and procedures to address the claims like these.
c)  Current State of Affairs ---> Obama’s Internal Process

Counter-Terrorism & Criminal Justice

I. Substantive Criminal Law
A. Criminal Justice as a tool for intervention in counterterrorism (David Kris)
1. DOJ says that prosecution of terrorist is one way among many to address the problem of terrorism ---> Preemptive tool
2. Ways criminal law can be used in counterterrorism
a) Invention (incapacitate the threat)
b) Intelligence gathering ---> trials are important sites for intelligence gathering
c) Used to demonstrate the legitimacy of US policy to the public and abroad ---> win the “hearts and minds” (Kabuki theater)
3. Problems with using the criminal justice as a part of the tools of counterterrorism
a) “Heads we win, tails you lose” problem ---> if criminal justice doesn’t work, the government can fall back on other methods
b) Trouble determining when to prosecute ---> early enough to prevent the plot but late enough to get evidence sufficient enough to make a case. 
c) Pretextual Prosecution
(1) Arguments for
(a) Can’t let “the perfect” be the enemy of “the better”
(b) Allows you to prosecute without the worry of giving sources/intelligence/etc
(c) Still able to intervene and get the bad guys. 
(2) Arguments Against
(a) Short circuits the “truth” and public accountability functions of the criminal justice system
(b) Fairness problem: Allows the gov’t to make a case against a person on lower charges, even if the terrorism charge is unable to be proved ---> but still gets a hefty sentence. 
(c) Loses the strength of the argument for criminal justice in the first place ---> for the good of public opinion. 
4. Possible Charges the Gov’t may bring
a) Statutory sedition charge
b) Conspiracy
c) Treason (only brought once since 9/11, at then it was only an indictment)
d) Pre-textual prosecution
e) Material support (AEDPA) (main tool for terrorism prosecutions)
B.  Treason
1. Elements of a Treason Claim ---> Art III §3
a) Treat against the US consists only “in levying War against them, or in adhering to their Enemies, giving them Aid or Comfort.”
b) Can only be convicted with the testimony of 2 witnesses to the came act in an open court. 
2. Only Criminal statute in the US Constitution ---> wanted to make sure the State didn’t use treason to silence dissenters. 
C. Seditious Conspiracy Charge: United States v. Rahman (1999) (pg. 471)
1.  Facts: 
a) 10 defendants were convicted of sedition conspiracy, among other things, arising out of a wide-ranging plot to conduct urban terrorism in the US, planning to assassinate Mubarak, etc. 
b) The group leader was Rahman, the Blind Sheik, gave speeches instructing his followers to “do jihad” with the enemy and sanctioned fatwas to members of the group sanctioning the behavior. 
c) 18 U.S.C. §2384: Seditious Conspiracy (statute that has been around since the civil war)
(1) If two or more persons. . . conspire to overthrow, put down or to destroy by force the Gov’t of the US, or to levy against them, or to oppose by fore . . . “
2. Holding:
a) Treason Clause and the Seditious Conspiracy statute are not the same; treason charge is not being brought here
(1) Treason differs not only in name and stigma, but also in its essential elements and punishment. 
(a) No requirement that the defendant owe allegiance to the US, which are necessarily of treason
(b) Treason necessarily incorporates elements of allegiance and betrayal 
b) Seditious Conspiracy Charge does not violate the 1st Amendment
(1) Facial Challenge
(a) While the court can’t criminalize the expression of views; it may outlaw encouragement, inducement, and conspiracy to take violent action
(b) Do be convicted under §2384 one must conspire to use force, not just advocate to use force.
(2) Vagueness and Overbreath
(a) Overbeath ---> not too broad because it is prohibiting a conspiratorial agreement. 
(b) Vagueness ---> specific enough because it prohibits conspiracy to use force against the US
c) Application
(1) Rahman is not immune to prosecution just because alleged conspiracy took place through religious speech. 
(2) Words that cross the line into criminal solicitation, procurement of criminal activity or conspiracy violate the laws. 
(a) Rahman’s words (examples on pg 476) were ones that instructed, solicited, or persuaded others to commit crimes of violence
(b) This violates the law and can be prosecuted. 
3. COUNTERS to the Rahman court
a) Court seems to relax the clear-and-present danger test of Dennis ---> which held that the harm from an overthrow would be so grave that the government need not show its imminence or probability. 
b) Brandenberg ---> SCOTUS said that a State could not criminalize “advocacy to use the force of violation of law except where such advocacy is directed to inciting or producing imminent lawless action and is likely to do so” 
c) What about the fact that 1st Amendment protected speech comes up at the trial? ---> its okay if it comes up to show motive, but it can’t be the basis of the trial (think FISA)
D. Material Support Statutes
1. Statutory Provisions of Material Support (pg 479)
a) §2339A: Providing Material Support to Terrorists
(1) Prohibits providing material support or resources KNOWING or INTENDING that it be used for prep or carrying out of terrorist activities. 
(2) Definitions: 
(a) Material support or resources ---> any property tangible or intangible, or service including currency or monetary instruments or financial securities, lodging, training, expert advice or assistance, safehouses, false ID or documentation, weapons, explosives, personnel, and transportation
i) Carve out for medicine or religious materials. 
(b) Training means ---> “instruction or teaching designed to impart a specific skill, as opposed to general knowledge
(c) “expert advice or assistance” means ---> “advice or assistance derived from scientific, technical or other specialized knowledge”
b) §2339B: Providing Material Support or Resources to Designated Foreign Terrorist Organizations
(1) Prohibits knowingly providing material support or resources to a FTO, or attempts or conspires to do so. 
(2) To violate this section you must have knowledge that the organization is a designated FTO, that organization has engaged or engages in terrorist activity, or that the organization does engage in terrorism. 
(3) Same definitions as above
(4) Provision on personnel ---> individuals who had independently of the FTO to advance its goals or objectives shall not be considered to have provided material supports. 
2.  United States v. Al-Arian (M.D.FL. 2004) (pg. 485)
a) Facts: Defendants were charged with conspiracy to provide material support to a designated FTO; court considers what the scienter requirement of the statute is
b) Holding: To sustained a conviction under §2334B the government must show (1) that the defendant knew beyond the organization was an FTO or had committed unlawful activities AND (B) that he knew (had a specific intent) his material support would be used to further the illegal activities. 
(1) Court relied on X-Citementment Video ---> presumption in favor of a scienter requirement should apply to each statutory element of that criminalizes otherwise innocent conduct.”
(2) Court also says that this solves the vagueness problem caused by the 9th Cir.’s interpretation in Humanitarian Law II
(a) 9th Cir only required “knowingly” to be applied to knowledge that the org was an FTO or was involved in terrorist activities
(b) Such a construction would lead to absurd results, like the taxi driver getting charged. 
c) Post-script ---> Congress amended the statute as it is written above. 
(1) Requires knowing that the organization/person is a FTO/terrorist
(2) But doesn’t not have to show intent that the money/support/etc be spent for terrorist activities ---> reflects the fungible nature of money, etc.  
3. Holder v. Humanitarian Law Project (2010) (Supp. pg. 320)
a)  Facts:
(1) This is a pre-emptive, as applied challenge to §2339B
(2) Plaintiffs are two US citizens who want to provide support to the PKK and the LTTE to only support the lawful humanitarian and political activities of the group with monetary contributions, other tangible aid, legal training, and political advocacy. 
b) Holding:
(1) Court rejects that the “knowing” requirement should be imported on the defendant’s intent to support the illegal activities of the FTO (so rejects the second half of Al-Arian) ---> Congress has decided that money/services are fungible
(2) Statute is not unconstitutionally vague ---> Standard is whether a person of ordinary intelligence as fair notice
(a) It is evident from the statute that the behavior imparts a “specific skill” and not “general knowledge”
(b) Statutory terms are clear in their application to the plaintiff’s behavior
(3) Statute does not violate the 1st Amendment ---> sensitivity to national security and foreign affairs make it necessary to prohibit this type of material support; This support would:
(a) Undermines US relationships w/other countries
(b) Legitimizes the groups,
(c) FTOs might use the training/advice to threaten, manipulate or disrupt int’l law processes. 
(4) The statute is okay because the plaintiffs are free to join the organizations if they want and they still have the ability to engage in uncoordinated advocacy efforts. 
c) Dissent (Breyer)
(1) Gov’t has not meet its burden to show that services are fungible, as they have with money
(2) Disagrees with the legitimacy argument ---> very slippery slope and will implicate 1st Amendment rights
(a) Writing an Op-Ed in the NYT is gives great legitimacy than legal advice ---> but what if it’s independent advocacy it would be a blurry line
(3) Essentially saying, avoid the constitutional issues by importing the stronger mens rae requirements of (Al-Arian) for support, training, etc but the strong mens rea would not be necessary for money. 
d) SB Comments
(1) There are so many FTOs are essentially conglomerates (i.e., Hezbollah, Hamas) that serve both legitimate and illegitimate. 
(2) Majority is saying that all FTOs are created equal
(3) Dissent is saying that the material support statutes need to recognize this. Money may definitely be fungible so there is an outright ban. But for services, the questions isn’t so cut and dry; so we should analyze these more closely. 
4.  Challenging the Designation
a) People’s Mojahedin Organization of Iran v. Department of State (DC Cir 2003) (pg 13)
(1) Facts: 
(a) PMOI had been designated as a FTO by the State and they were challenging their designation. 
(b) Claims by the PMOI ---> That due process has been violated because the State Dept relies on secret evidence to make the designation, so the PMOI can’t effectively defend their designation
(c) Elements for for Designation by State Dept
i) Finding that the organization is a foreign organization
ii) That the organization engages in terrorist activity or retains the capability or intent to engage in terrorism
iii) Terrorist activity of the organization threatens the security of US nationals or the national security of the US
(2)  Holding: Due process does not require the disclosure of classified documents but only the unclassified portion of the administrative record
(a)  Due process only requires that process which is due under the circumstances ---> have to consider the compelling need to keep information classifed
(b) On the consideration of whether the organization’s activities pose a threat, this is a decision of foreign policy and is left to the political branches, not the courts.
b) United States v. Afshari (9th Cir. 2006) (pg 16)
(1) Facts: Afshari was charged under material support statutes; wanted to argue that the FTO was not properly designated
(2) Majority rejected the claim ---> saying that the crime is not providing support to an organization that is a terrorist organization but one that has been designated as one by the procedures of the statute. The FTO can challenge it but no collateral attack on the designation by an individual. 
(3) Dissent (Kozinski)
(a)  Simple fact is that Rahmani is being sent to prison for up to 10 years for giving money to an organization that no one other than some mandarin in the bowels of the State Dept had determined to be a terrorist organization
(b) Not allowing Rahmani to challenge the designation gives the State Department unfettered power to choose which FTO shall be labeled and to make it criminal to donate money to it. 
(c) The proceedings of the FTO’s challenge were considered inadequate after this desingation
i) This designation would have been struck down as inadequate procedure
ii) State Dept could have re-designated it, using a proper procedure, but it couldn’t retroactively designate it criminal. 
(d) Heavy presumption against what amounts to a prior restraint on free speech can only be overcome by “judicial determination” in an “adversary proceeding” ---> strongly deference A&C review of the FTO’s challenge can’t meet this requirement. 
E. Extraterritoriality of Criminal Law
1. Long-arm reach of Criminal Law
a) Most statutes counterterrorism statutes today have an expressed extraterritorial application clause; Ex. material support
(1) There i jurisdiction if:
(a) an offender is a national of the US
(b) an offender is a stateless person whose habitual residence is in the US
(c) after the conduct of the offense occurs, an offender is brought into or found in the US, even if the conduct occurs abroad. 
(d) the offense occurs in whole or in part within the US
(e) an offender aids or abets any person over whom jurisdiction exists under this section
b) But some other, older statutes do not expressly apply extraterritorially; so courts have to look to the general principles of extraterritoriality 
c) Constitutional Argument for extraterritorial jurisdiction ---> 
(1) Art III, §2, cl. 3: when crime is “not committed with any State,” a trail for the crime shall be conducted where Congress directs”
(2) Means the framers clearly contemplated extraterritorial application 
d) General Principles of Extraterritoriality of when a state has jurisdiction to proscribe
(1) Objective Territorial Principle ---> “conduct outside its territory that has or is intended to have substantial effect within its territory.”
(2) Protective Principle ---> “certain conduct outside its territory by persons not its nationals that is directed against the security of the state or against a limited class of other state interests.
(3) Nationality Principle ---> “the activities, interests, status, or relations of its nationals outside as well as within its territory.”
(4) Passive Personality Principle ---> “a state may apply law particularly criminal law to an act committed outside its territory by a person not its national where the victim of the act was a national.
(5) Universality Principle ---> “state has jurisdiction to define and prescribe certain offenses recognized by the community of nations as of universal concern (i.e., piracy, slavey trade, hijackings, and perhaps certain acts of terrorism”)
2. United States v. Bin Laden (SDNY 2000) (pg 494)
a) Facts: Defendants were charged with, crimes in connection with the US Embassy bombings in East Africa. They challenged the extraterritorial application of the criminal statutes. 
b) Holding: In light of the general principles of extraterritoriality and the purpose of the statute in questions, Congress intended for the statutes to have extraterritorial effect. 
(1) Finding extraterritorially application requires a “clear manifestation” of intent by Congress
(a) Does not have to be clear manifestation within the text, but court can consider “all available evidence about the meaning of a statute in order to find such intent
(b) SCOTUS has held that there is a class of criminal statutes that are not logically located to their locality ---> but are enacted before of the right of the gov’t to defend itself and to curtail such statute to only territorial application would be to severely limited its scope and usefulness. (Bowman)
(2) The Bowman rule finds support in the protective personality principle
(a) Court says that Congress has the option to override these principles of int’l law but it should be assumed that Congress doesn’t intend to violate them either
(b) So Courts therefore should pause to consider whether any law in question is consistent with one or more of the 5 principles. 
(3) Additionally, the purpose of the statute supports it’s extraterritorial application
(a) Purpose the the statute is to protect US property and the US owns substantial amounts of property abroad. 
(b) The usefulness and scope of the statute would be severely limited if it was held to only apply domestically. 
(4) Factors for whether exercising jurisdiction is reasonable:
(a) Link of the activity to the territory of the regulating state ---> met her because its US embassy, employes, etc
(b) Connections such as nationality, resident, or economic activity between the regulating state and the person principally responsible for the activity being regulated 
(c) The character of the activity to be regulated ---> certainly met here (see above)
(d) Existence of justified expectations that might be protected or hurt by the regulation ---> protects foreign nations that they will be free from harm while on US facilities
(e) Importance of the regulation in the int’l political, legal, or economic system ---> highly important to the stability of these systems.
(f) Extent to which the regulation is consistent with the traditions of the int’l system ---> because of (c) this is met
(g) The extent to which another state may have an interest in regulating the activity ---> host nation has a keen interest, but no necessarily greater than the US’s (Kenya and Tanzania have not objected)
(h) Likelihood of conflict of regulation ---> see (g)
F. Entrapment
1. What do you have to show for entrapment defense?
a) “Absence of a pre-disposition” ---> you have to show that the action is not part of the defendant’s motivation structure
b) All about intent, not possibility
c) Bar use entrapment is very, very hight ---> almost very hard to use it as a defense. 
2.  Effective as a counterterrorism measure?
a) Kabuki theater effect
b) If the government is able to get them, you keep them from being reached by AQ in the future
(1) The Bronx Synagogue case may be an example here ---> these guys when through with what they thought was a bomb; if AQ had gotten them, this would have been bad. 
c) SB ---> serves the largerCT efforts by chilling potential terrorists from accepting solicitations because they may know that US officials might be undercover (has a strategic deterrent effect)
3. Concerns of agent provocateurs 
a) Fairness ---> are you really arresting and convicting real threats? Or punishing people for bad thoughts who are completely incapable of carrying out a plan. 
b) You have informants going in to disgruntled, messed-up people and making them criminals 
c) Loss of potential intelligence ---> instead of arresting them, why not use them as intelligence source
4. Alternatives
a) Intelligence-gathering
b) “Shoulder taps” (like the NYPD does) ---> “we know what you are doing and you need to stop”
5. Ali Soufan on Entrapment ---> not really a problem because the FBI wouldn’t already be there on the target if he wasn’t already reaching out (COUNTER: sounds a bit like “trust us, we’re the gov’t”)
II. Criminal Process and Secrecy 
A.  CIPA ---> Classified Information Procedures Act
1. Background:
a)  CIPA provides procedures for handling classified information in criminal prosecutions
b) CIPA was a response to practical problems that were associated with the use of classified information in the context of national security cases. 
(1) Greymail: Defendant is in a position to force the government to disclose classified information or dismiss the case (THINK: Scooter Libby case)
(2) Litigation Risks ---> government may be less like to bring litigation if it has concerns about classified information
c) Where CIPA can be used
(1) Scenario 1: Government introduces evidence ---> certain evidence the gov’t needs to make its case is classified (i..e, in a counter-espionage case)
(2) Scenario 2: Defendant seeks to introduce classified evidence of which he is already aware in order to exculpate himself. 
(3) Scenario 3: Defendant seeks evidence via discovery; Government has an obligation under Brady, Fed Crim Pro 16, Jencks Act to disclose information. 
2.  Mechanics of CIPA
a) §4 Discovery of Classified Information by the Defendant
(1) Court may authorize the gov’t to
(a) redact specific classified information within the documents
(b) substitute a summary of the information of such classified information
(c)  substitute a statement admitting relevant facts that the classified information would tend to prove. 
b) §5 Notice of Defendant’s Intention to Disclose Classified Information
(1)  If a defendant reasonably expects to disclose classified information, he has notified the AG within a time specified by the court or within 30 days. 
(2) Notice shall include a brief description of the information 
c) §6 Procedure for Case Involving Classified Information
(1) After the defendant gives notice that he needs classified information; the Court will hold a in camera hearing to review the information
(2) if the judge determines that the information is needed to give the defendant a fair notice for the trial, the judge can decide either:
(a)  Substitute in lieu of disclosure either in the form of a statement admitting relevant facts or a summary of the classified information ---> if the court concludes the substitute “will provide the defendant with substantially the same ability to make his defense;” or
(b)  Demand the disclosure of the documents
i) The Prosecution can respond by certifying that the disclosure of the information would damage the nat’l security of the US. 
ii) If the defendant is prevent from disclosure, the court may dismiss the indictment or information, unless the court decides that the interests of justice would not be served; in that case the the court shall:
(1) Dismiss the specified counts of the indictment
(2) Find against the US on any issue as to which the excluded classified information relates
(3) Strike or preclude all or part of the testimony of the witness. 
B. United States v. Lee (DC of NM 2000) (pg. 532)
1. Facts: Lee was being prosecuted on charges of espionage and mishandling of classified information in Los Alamos; challenged the constitutionality of CIPA
2. 5th Amendment Protection Against Self-Incrimination
a) Lee argued that CIPA forces him to reveal classified aspects of his own trial testimony which infringes on his right to remain silent until and unless he choices to testify.
b) Holding: CIPA only requires a mere general disclosure or what classified information the defense expects to use at trial ---> defendant still has the option or not testifying or retains the option to testify without disclosing classified information. 
3. 6th Amendment Right to Confront and Cross-Examine Witnesses
a) Lee argues CIPA tips the hat to the prosecution as to what the defense will do under cross-examination and will therefore impede the effectiveness of the defense’s cross-examination
b) Holding: Confrontation clause does not guarantee the right to undiminished surprise with respect to cross-examination; plus CIPA does require disclosure of strategy but only identifying the classified information he expects to use. 
4. Defendants Right to Due Process
a) Lee argues violates due process because it imposes a one-sided burden on the defense.
b) Holding: Due process is only denied where the balance of discovery is tipped agains the defendant ---> here the burdens aren’t one-sided
(1) Gov’t allows defendant and counsel access to all classified documents at issue.
(2) Gov’t must produce all discoverable materials before the defense is required to file a §5(a) notice
(3) Must provide the defense will all materials needed to establish the “national defense” element of any charge. 
C. United States v. Abu Ali (4th Cir. 2008) (Supp. pg. 342)
1.  Facts: 
a) Two U.S. citizens (of Saudi background and went to Saudi for school) were charged with material support
b) Argued two 6th Amendment challenges
(1) Deposition of two Saudis by video link between the US/Saudi
(2) Disclosure of full classified docs to the jury, even though he only had access to a redacted substitute. 
2. Holding:
a) Deposed Saudi security force agents --->  Did not violated the Confrontation Clause
(1) Craig rule established that an absence of a physical confrontation would meet the requirements of the confrontation clause so long as (1) Necessary to further an important public policy and (2) ensure that protections are in place so that reliability of the testimony is otherwise assured 
(a) Face-to-face confrontation may limit the US ability to prevent attack
(b) Protections were put in placed, considering the logistics of the situation to ensure adequate testimony
b) CIPA disclosure to the jury ---> General initial determinations of CIPA were correct, but giving the jury access to classified information that was not available to the defendant violated the Confrontation Clause. 
(1) If the prosecution wants the jury to have access to classified information it must either declassify it, seek approval of a substitute, or forego the use
(2) Gov’t must at a minimum provide the same info to the defendant that it does to the jury.
(3) SB ---> DC Judge really screwed up the CIPA process; CIPA is not about giving the jury info that the defendant doesn’t have access to; its about protecting classified documents. 
3. Post-script ---> Court said the error was harmless, so the verdict was not reinstated. 
D. United States v. Moussaoui (4th Cir. 2004) (pg. 547) 
1. NOTICE not a CIPA case, but uses the CIPA framework
2. Facts: Moussaoui moved for access to witness who were in custody in GITMO; said they were important to his defense. Gov’t opposed these requests. 
3. Question of Process Power
a)  6th Amendment guarantees the accused the right to of compulsory process for obtaining witnesses in his favor, but the compulsory process is limited by the ability to serve process
b) Holding: Over the gov’t objection, because the foreign nations are in US custody, even though overseas, they within the process power. 
4. Doest the Process Power Implicate Separation of Powers Issues ---> Balance of competing issues
a)  Burden on the Government ---> production of enemy combatant witnesses are substantial because they would disrupt Exec ability to conduct foreign relations and protect the national security (disrupts interrogation process, etc)
b) Moussaoui’s Interest ---> Must show that the witness he desires to have produced would testify “in his favor”
(1) Sufficient to show a “plausible showing” of materiality ---> Mousaoui has shown it would be more helpful than hurtful to have the witnesses testify. 
c) Balancing of the Interests ---> SCOTUS has said that the right to a trial that comports with the 5th and 6th Amendment prevails over government privilege
(1) So having determined that the enemy combatants would material testimony essential to the defense, the government must comply with the compulsory process. 
(2) Following the CIPA framework, the gov’t can offer a substitute in the form of a summary the provide the adequate basis for the testimony. 
(a) Crafting of summaries must be an interactive process between the two parties
(b) Use the exact language of the detainees. 
(c) If substitutions are admitted they may only be admitted by Moussaoui. 
5. Criticism of the case ---> Did the court just create a war-time exception to the 6th Amendment (example of what Scalia condemned as a “Mr. Fix-it Mentality, in Hamdi)
Financial Tools of Counterterrorism

I. Department of Treasury, Office of Foreign Asset Control
A.  International Economic Emergency Powers Act (IEEPA) (50 USC §§1701-1707)
1. Authorizes the President to address “any unusual threat, which has its source in whole or substantial part outside the US, to the national security, foreign policy, or economy of the US” by declaring a national emergency and regulating “any property in which any foreign country or a national thereof has any interest.”
2. History of IEEPA invocations
a) First invoked by President Carter to block Iranian assets worth more than $12B
b) Reagan invoked the IEEPA against Libya
c) President Clinton invoked IEEPA in 1995 and in 1998 to prohibit transactions with “terrorists who threaten to disrupt the Middle East peace process” and again in 1999 declaring a nat’l emergency, freezing all Taliban assets in the US and banning all commerce except for humanitarian assistance with that part of Afghanistan controlled by the Taliban. 
B. E.O. 13,224: Blocking Property and Prohibiting Transactions with Person who Commit, Threaten to Commit or Support Terrorism
1. Invoked the IEEPA after 9/11
2. Included persons “associated with” designated terrorist groups
3. Allowed the US to deny access to its markets to foreign banks that don’t freeze terrorist funds. 
4. Patriot Act ---> Amended the IEEPA to allow the President to confiscate the property of “any foreign person, foreign organization, or foreign country that he determines has planned, authorized, aided, or engaged in . . . hostilities or attacks against the US.”
5. Provisions
a) §10 says there is no requirement of prior notice ---> because of the ability to transfer funds or assets instantaneously and prior notice would render the measures ineffective.
(1) Pass due process? ---> due process is only that process that is due under the circumstances)
6. Effective?
a) Uncertain because of the use of informal banking channels (hawala); money is not believed to be held in banks put in untraceable assets; and because terrorist activities are relatively inexpensive ($500K for 9/11)
b) But they still hit home pretty hard sometimes ---> Chiquita Bananas was hit with a $25M fine for transactions with Colombia paramilitary organization. 
C. Humanitarian Law Project v. US Department of Treasury (C.D. of Cali 2006) (pg. 722)
1. Facts: Same group as before, but this time around they are challenging EO 13,224 in 4 aspects
2. Holdings:
a) Challenge on the EO ban on services ---> FAIL
(1) Vague As Applied ---> “services” unquestionably applies to the plaintiff’s conduct of providing training in human rights advocacy and peacemaking negotiation
(2) Vague on its face ---> “services” might not be exact, but a it is by and large a word of common understanding that is clear in the vast majority of its intended applicants. 
b) Challenge to the term “Specially Designated Terrorist Group” ---> FAIL
(1) Regulations define what SDTG as anyone foreign person or person in the Annex or designated pursuant to EO 13224
(2) There are very limited circumstances under which the IEEPA afford the Exec power (must first declare nat’l emergency and the grant of authority must relate to the nat’l emergency)
(3) EO provides adequate process through the Sec. of Treasury to designate a SDTG. 
c) Challenge to the President’s designation authority ---> SUCCEED
(1) EO provides no explanation of the basis upon which these 27 groups and individuals in the EO were so designated. 
(2) Procedures for challenging these designations are not clearly available (specific to the ones designated in the EO Annex)
(3) President essentially has unfettered discretion. 
d) Challenge to the EO’s ban on “otherwise associated with” ---> SUCCEED
(1) EO offers not definition of what this means
(2) The provision in which the term is contained offers no definable criteria
3. POST-SCRIPT ---> 
a) Following the case the Treasury issued a regulation defining “otherwise associated with” to mean
(1) to own or control; or
(2) To attempt, or to conspire with on or more persons, to act for or on behalf of or to provide financial, material, or technological support, or financial or other services, to. 
b) In a rehearing, the Court lifted the injunction
D. KindHearts v. Geithner (N.D. Ohio 2009) (BB)
1. Facts: Ps challenged OFAC’s designation, under the IEEPA, of P as a SDGT.  OFAC alleged that KindHearts provides material support to Hamas. 
2. Plaintiffs Argument: KindHearts alleged that OFAC’s actions are unconstitutional because:
a) OFAC’s block is an unreasonable seizure in violation of the 4th Amend.
b) Court holds that OFAC’s assets block amounted to a 4th Amend. seizure.  
c) The special needs and exigent circumstances exceptions to the 4th Amend. warrant requirement did not apply
d) Holding: Court holds, for first time, that gov’t cannot freeze an organization’s assets without obtaining a warrant based upon probable cause
3. Provisions authorizing OFAC to designate SDGT and block assets pending investigation are void for vagueness under the 5th Amend.
a) Court upholds that vagueness challenge to block assets. OFAC's block-pending-investigation authority under IEEPA and Exec. Order No. 13224 was unconstitutionally vague as applied because OFAC failed to obey the 4th Amendment
b) Holding:Court holds that the vagueness challenge to designation was not ripe because a final SDGT designation had not issued.  This is provisional designation, not final agency action, so court cannot review
4. OFAC denied KindHearts procedural due process before provisionally determining it to be an SDGT and blocking its assets
a) Court finds that right to due process violated here by freezing assets without providing adequate notice of the basis for the freeze or a meaningful opportunity to defend 
b) Due process challenge to the provisional SDGT designation is not ripe for adjudication
5. OFAC has unconstitutionally restricted Ps access to resources it needs to mount a defense. KindHearts further claims that OFAC blocked KindHearts’ assets without proper statutory authorization
a) Court finds that OFAC’s limitation on the extent to which P’s blocked funds are available to it to compensate its counsel was arbitrary and capricious and violated the Administrative Procedure Act
6. BEN WIZNER COMMENTARY
a)  In essence, the gov’t is foregoing the criminal route but still getting similar results from the Admin route
b) 4th Amendment part of this case is historic ---> freeze of assets is a 4th Amendment seizure that needs probable cause
E. Other forms of Domestic Economic Sanctions Against State Sponsors of Terrorism
1. Antiterrorism and Effective Death Penalty Act (AEDPA) ---> Makes it a crime for US persons, except in accordance with Treasury Dept regulations, to engage in financial transactions with gov’t of states designated by the Sec. of State under the Export Admin Act. (5 States ---> Cuba, Iran, North Korea, Sudan, & Syria) 
a) Also allows President to restrict or prohibit exports of sensitive technology, including some computers, to such states
b) DoD is barred from providing financial assistance to designated states
2. Arms Export Control Act ---> bars gov’t exports and provides civil and criminal penalties for transfers by US persons to states the Sec of State determines are providing support for terrorists
3. Foreign Assistance Act ---> employs same language to bar some kinds of US aid. 
4. Patriot Act ---> has some money laundering provisions. 
5. Does the President have the unilateral power to impose sanctions?
a) Youngstown Steele might say no ---> because of Congress’ extensive statutory scheme
b) Arguments for why he would ---> AUMF, Art II, etc etc
6. Criticisms
a) Persons having relatively limited connection to the US are unwillingly made foot soldiers in US wars against perceived enemies. 
b) The most vulnerable to the effects of the economic sanctions are also those lease able to respond to them ---> namely the poorer population of the countries of the sanctioned states. 
Counter-Radicalization

I. The Cutting Edge of Counterterrorism?
A.  Background of Counter-Radicalization
1.  What is counter-radicalization?
a) It is an attempt to undermine ideologies and social factors that may cause predisposed individuals to become radicalized and embracing violent beliefs
b) It is an unwinding of the process that pushes individuals into jihad
c) Very broad and programmatic approach that targets terrorist structures
2. Rationale ---> if we can understand what pushes individuals into making the decision to seek out and embrace these radical ideologies, then we may be able to figure out how to reverse the process by getting into the terrorist’s ideology
3. Efficiency ---> potentially has a much more sweeping value than any of the other forms of intervention (drones, etc because of their negative social impact of the destruction)
B. Types of Counter-radicalization
1. Foreign Aid (Soft Power interventions)
a) A good way of creating good will
b) Non-argumentative approach
c) Can be overseas or at home
d) Provide relief in areas/times of emergency
e) Create programs (i.e., you sports teams) in predisposed or vulnerable communities
2. Intervention into the “Thought World” of Islam in General Terms
a) Not targeting specific individuals but just advocating for mainstream views of Islam
b) More argumentative ---> explicit debate about what the ideology should be
c) I.e., is the state department’s chat room program that has people go onto chat rooms and debate ideologies with jihadists
3. De-radicalization Programs
a) Targeted programs, more focused to deprogram ideologies
b) Exposes people in detention facilities to sanitized view of Islam. 
C.  Lamont v. Woods (2nd Cir. 1991) ---> extraterritoriality of the Establishment Clause?
1.  Facts: 
a) American Schools and Hospitals Abroad (ASHA) program grants were being used to build schools associated with the Jewish and Catholic faiths.
b) Establishment Clause: 
2.  Holding: 
a) Establishment Clause has extraterritorial application
(1) Verdugo’s 3 factors as significant for the reach of a constitutional provision: (1) operation and text of the provision; (2) history; and (3) the likely consequences if the provision is construed to restrict the governments extraterritorial activities. 
(2) Applying this to the Establishment Clause
(a) Operation and Tex
i) Operation of the text and the cognizable injury happens in the US (where the money is collected and expended) ---> strongly indicates the restrictions should apply extraterritorialliy
ii) Text contains not limiting language such as the 4th Amendments “people”
(b) History ---> Framers were concerned with the tax of one citizen to support one religion over another. 
(c) Policy Concerns ---> no delleterious consequences envision in Verdugo. 
b) Once it is shown that the gov’t has given money to a group that is pervasively sectarian--that has the primary/principal purpose of advancing one religion over another--the government should be permitted to demonstrate a compelling reason why the usually unacceptable risk attendant on funding such an institution should be borne. 
3. Application to Counter-radicalization programs
a) SB seems to be very skeptical of the constitutionality of these programs of type (2) and (3) above. 
b) Maybe be wiggle room in the opinion because there is a compelling interest in national security ---> re-conceptualize what is happening here (about security, schools, etc NOT religion)
(1) Rascoff also is skeptical of if we are taking a side on the “civil war within Islam” overseas and thinking it doesn’t have an effect here at home, we are in fantasy land. 
(2) Also consider if we want the entire governmental apparatus subordinate to the national security imperative and strategy. 
D. Counter-radicalization in the United States
1.  It is too early to tell whether there is something going on domestically that rises to the level of counter-radicalization programs in the United Kingdom ---> but there does appear to be the beginnings of little programs going on in many places like the FBI and the NCTC
2. Beyond the Establishment Clause objections ---> should we be doing this? 
a) Main Criticisms (same ones for the UK’s Prevent)
(1) It doesn’t work ---> most fundamental criticism
(a) Individuals are not going to listen to an agent who is working for the central government
(b) The reaction of predisposed people is not favorable or open to the message that is intended to be sent
(2) Strong criticism of giving money to the people who have to preach the moderate Islam which some might argue is fundamentally anti-liberal, sexist, conservative, etc etc. 
(3) Everyone is becoming a spy ---> anyone who interacts with the Muslim community is a spy upon that community
(a) Everything about about the state is geared towards national security and Muslims live in a sort of mini-police state. 
(b) This objections comes from the Muslim community itself ---> plus it breeds distrust. 
E.  Articles and Commentary
1.  Deprogramming Jihadists (NYT, Nov 7 2008)
a)  Saudi program is about rehabilitation of Islamic theology, but also addresses the needs and emotions of what led many of the young men to jihad in the first place.
b) Treat the participants not as religious fanatics or enemies of the state but as alienated young men in need of rehabilitation
c) Combines Western psychiatric techniques with Islamic techniques. 
d) Typically lasts two months, and upon release:
(1) Required to sign a pledge that he has forsaken extremist sympathies (head of the family must sign as well)
(2) Some receive a car and aid from the gov’t in rending a home
(3) Social workers help former jihadists and their families with post-release plans like employment, education and usually marriage 
(a) Ali Souffan says that marriage is the key, but that AQ realizes that too and tries to find them wives from within the AQ community. 
2.  9 Alumni of Saudi Program for Ex-Jihadists Are Arrested (NYT, Jan 27 2009)
a)  This could raise serious questions about plans to close GITMO because 1/2 of the remaining detainees are Yemeni and their release is dependent on Yemen’s creation of a rehabilitation program
b) If programs like the Saudi program are ineffective or if questions arise about them, it will make it harder on Obama to transfer them to a third country. 
c)  Reports say that 61 of the more than 525 GITMO detainees who have been released have returned to terrorist groups. 
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