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CHAPTER 4

Tearing Down

the Wall

" n September 10, 2002, Solicitor General Theodore Olson

¥ stood before a panel of three judges in a steel-encased secure
room. The room, in the Department of Justice building on Pennsyl-
vania Avenue, had been built especially for FISA hearings, but on
this day it was being put to a different use. Olson was addressing
the FISA Court of Review (FISCR), a panel of three judges that
was meeting for the first time in the twenty-four-year history of the
statute. The meeting, like all FISA Court proceedings, was held in
secret.

Olson was at the hearing to oppose, on the government’s behalf,
a decision the FISA Court had made that May. The memo Ashcroft
had sent to FBI director Robert Mueller and other top department
officials in March had demolished whatever remained of the FISA
wall, but before the new policy could go into effect, the FISA Court
still had to be willing to accede to it. At the May hearing, held in the
same cloistered courtroom, David Kris had argued before a panel of
seven judges that the court needed to understand the new normal.
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The new policy wasn't just an expedient way to address the 9/11 fail-
ures, he told them, but a legitimare reading of the legislation that
had created FISA. Congress had surely not intended to impede na-
tional security, Kris argued; Janet Reno, who had institutionalized
the strict notion of the wall as impermeable, had made a mistake,
and the court had been going about its business incorrlectly ever
since.

On May 17, 2002, the FISA judges responded to Kris’s argument
with a decision written by Judge Royce Lamberth. Patriot Act or
not, he declared, the law continued to require that “law enforce-
ment officials shall not make recommendations to intelligence offi-
cials concerning the initiation, operation, continuation or expansion
of FISA searches or surveillances.” After all, Lamberth reasoned,
“if criminal prosecutors direct both the intelligence and criminal
investigations . .. coordination becomes subordination of both in-
vestigations or interests to law enforcement objectives.” Similarly,
if the attorney general or other department officials ran intelligence
investigations or otherwise made those missions an integral part of
criminal law enforcement, they would be violating the letter and the
spirit of FISA—and especially Congress’s explicit attempt to mini-
mize the program’s potential to infringe on constitutional rights by
requiring the separation of prosecution and inteiligence. Kris had
expended “considerable effort justifying deletion of that bright line,”
Lamberth wrote, “but the Court is not persuaded.”

The Justice Department challenged Lamberth’s decision, which
brought Ted Olson to face the review judges in September. “It’s a
potential matter of life or death,” he told them. The words were par-
ticularly meaningful coming from Olson, whose wife, Barbara, had
been on the flight that crashed into the Pentagon almost exactly one
year earlier. She had called her husband just moments before she
died, a story that still resonated in Washington circles, “Three thou-
sand lives were taken from us that day,” Olson continued, “because
the resources that we have been given to protect us from such acts
either did not work or were not being used effectively.” Olson placed
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some of the blame on FISA. The wall had stood in the way of inves-
tigators; indeed, if someone wanted “to make it difficult for us to
detect and prevent another September 11th,” he said, maintaining
the FISA wall would be the perfect way to do it.

In attendance at the hearing were two men who wanted the
wall removed—David Kris and Larry Thompson—and two who
wouldn’t have minded if it were but who seemed intent that its
continued existence would not present an impediment their secret
system of justice, John Yoo and David Addington. Presiding was
Laurence Silberman, a Reagan appointee who had been associated
with some of the more notorious political scandals of the late twen-
tieth century. During the 1980 election, he participated in a meeting
with Tranian representatives that allegedly resulted in the “October
Surprise” delaying the release of the US hostages in Tran until after
Reagan became president. (Silberman maintains that the Iranian
offer to delay the release of the hostages was rejected.) He was also
associated with early efforts to impeach Bill Clinton, and was on
the panel of circuit court judges who overturned the conviction of
Oliver North for his participation in the Iran-contra scheme, with
Silberman voting to reverse.

Silberman was often mentioned as a candidate for top legal po-
sitions, including Supreme Court justice and attorney general, but
his influence was visible in another way: through the clerks he had
mentored who had then gone on to positions of power. John Yoo,
Olson deputy Paul Clement, Patriot Act author Viet Dinh, and
numerous Supreme Court clerks had graduated from Silberman’s
informal academy of conservative jurisprudence. Occasionally, at
national security meetings, Silberman’s clerks would look around
the room, pause, and acknowledge aloud to one another the num-
ber of Silberman clerks who were present. Silberman was also one
of Olson’s close friends. When Olson remarried in 2006, the judge
flew out to Napa County to perform the ceremony. Both were deeply
involved in the Federalist Society, which Olson had helped found
in 1982.
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'This hearing, like all FISA Court proceedings, lacked an advocate
for the opposition. The closest equivalent was an amicus brief filed
by the ACLU (and another by the National Association of Criminal
Defense Lawyers) over Silberman’s objections. The ACLU pointed
out that FISA warrants did not require their targets to be notified,
as was the case with conventional court-ordered surveillance. That
meant not only that targets could not challenge their surveillance in
court, but also that, as in the days of Nixon’s COINTELPRO, citi-
zens might be the subject of government-held dossiers they did not
know existed. Ashcroft’s policy, the brief warned, was an “audacious
reinterpretation of FISA” that amounted to an “end-run” around the
Fourth Amendment. “Neither the text of FISA as amended by the
USA Patriot Act nor twenty years of judicial interpretation supports
this result,” the brief argued. FISA, it reminded the court, “does not
authorize surveillance whose primary or exclusive purpose is law
enforcement.” Nor could national security serve as a rationale for
diluting constitutional protections: “The notion that a search or sux-
veillance may be justified simply because the government invokes
the rubric of ‘national security’ flies in the face of the most basic
principles of American constitutional democracy.”

Owing to the novelty of the proceedings, the decision to accept
amicus briefs was made Jate in the process, in fact after the hearing,
which might be why the judges did not seem to have their argu-
ments in mind as they questioned Olson. The solicitor general, often
speaking directly to Silberman, reiterated the message Ashcroft
had sent in his memo, and in testimony to Congress weeks after
the attacks of September 11. By contradicting Ashcroft, he argued,
the FISA Court was obstructing efforts to “accomplish the vital and
central purpose for which [FISA] was created .. . the protection of
the United States and its citizens from attack and from international
tetrorism.” Maintaining the wall, Olson told the court, would be
like forbidding a surgeon and an anesthesiologist from discussing
the status of the patient upon whom they were operating. He urged
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the court to let prosecutors out of their “dreadful box” for the sake
of the country. Reverence toward the restraints imposed by the
Constitution needed to be put aside in favor of keeping the nation

safe. Business as usual was no longer an option,

EARLIER INTHE SUMMER, SENATOR Patrick Leahy (D-V'T),
chair of the Judiciary Committee, had gotten wind of the fight over
the wall and had written a letter to the FISA Court in July asking for
clarification about Ashcroft’s new rules and procedures. When he
learned the date of the September hearing, he scheduled a hearing
of his own for the next day to discuss the fate of the FISA wall. The
press had also heard about the skirmish. A couple of weeks before
the FISCR and Judiciary Committee hearings, The New York Times
published an editorial on the subject. “The public needs to know
more about how the government is prosecuting the war on terror,”
the paper proclaimed.

At the hearing, Leahy reminded the Judiciary Committee of the
reasons that FISA had been creaied. This was a subject on which he
could speak with authority: he’d been in the Senate when the law
was passed in response to the Church Committee report. “FISA was
originally enacted in the 1970s to curb widespread abuses,” which
included the illegal “bugging and wiretapping of Americans” by
presidents and FBI officials alike. The Constitution had been vio-
lated, and the executive branch had gone unchecked in its power
grab, he recalled, and FISA had been part of the response: a law
that preserved the ability to gather evidence while protecting citi-
zens from intrusion.

The history lesson given, Leahy went on to discuss the status of
FISA after 9/11. Here again he was an authority; he'd been a major
participant in the writing of the Patriot Act, especially the sections
that addressed surveillance. Congress had not intended “to funda-
mentally change FISA from a foreign intelligence tool into a criminal
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law enforcement tool,” he said. Their aim was “to improve coordi-
nation between the criminal prosecutors and intelligence officers,
but we did not intend to obliterate the distinction between the two,
and we did not do so” He’d been relieved, he said, that the FISA
Court had remained true to this intent by rejecting Ashcroft’s read-
ing of the Patriot Act in May.

Leahy’s colleagues chimed in with similar concerns. Senator
Dianne Feinstein (D-CA) recalled chat the Senate had intended “to
lower the bar slightly but not entirely.” Under Ashcroft’s new policy,
“ he administration need not show any purpose of gathering foreign
intelligence in any investigation involving national security.” Russ
Feingold (D-WT), the only senator who had voted against the Patriot
Act, accused the Justice Department of “abuse . . . of the language of
the bill,” adding that the potential for this kind of “unreasonable in-
terpretation” was “just the reason I could not in the end vote for the
USA PATRIOT Act” Richard Durbin (D-IL) said the Department
of Justice “has abused the faith entrusted them with this change in
the FISA law.” Even Charles Schumer (D-NY), typically known as a
law-and-order type, argued that “DOJ’s powers shouldr’t be unfet-
cered. If we blur the line too much between criminal investigations
and foreign intelligence gathering, the Fourth Amendment may get
tossed out with the bath water.”

Keis was the first witness at Leahy’s hearing. He rehashed the
argument Olson had made at the FISCR hearing the day before.
«3What is at stake here really is the Government’s ability effectively
to protect this Nation against foreign terrorists and espionage
threats,” he said. “And Tden’t. .. meanto be melodramatic about it,
but the truth is that when we confront one of these threats, whether
it be a terrorist or an espionage threat, we have to pursue an inte-
grated, coherent, cohesive response to the threat. We need all of
our best people, whether they be law enforcement personnel or in-
telligence personnel, sitting down together in the same room and
discussing . . . the best way to neutralize this threat.”

€To bt cnving that for twenty vears the courts have been deciding
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these things wrongly? . . . | mean basically what you are trying to do
is change twenty years of a way of doing things,” Leahy asked.
Kris answered simply: “Yes.”

LEAHY AND HIS COLLEAGUES COULD do no more than reg-
ister their dismay at this change of course. On November 18, 2002,
the FISCR released the only opinion on the matter that counted. Ina
forceful opinion written by Silberman and echoing Kriss brief almost
verbatim, the FISCR declared that the FISA Court had erred when
it rejected the Ashcroft policy. Its action was reversed, and the policy
was implemented. As Kris put it, “Legally, the wall came down that
day.” No longer did national security investigations, with their lower
standard for obtaining a warrant, need to be cordoned off from crim-
inal investigations. The decision was final; only the government could
appeal, which it was not about to do, and the Supreme Court turned
down without comment the ACLU’s attempts to push it further.

Tt was a brilliant accomplishment for Kris and his allies, one with
vast implications. Not only had the court granted law enforcement a
freedom from constitutional restraint previously reserved for foreign
intelligence, it had also gone beyond Kris’s argument in the same
way Yoo's memo on surveillance had. It opened the door to legal-
ized warrantless surveillance. Silberman’s opinion had rested in part
on a 1980 case—Truong Dinh Hung v. United States—in which the
Fourth Circuit ruled that warrantless wiretapping leading to the
conviction of a Vietnamese spy had been legal. Because the case
involved foreign intelligence surveillance, the court reasoned, pros-
ecutors did not need to show probable cause of criminal activity to
obtain a criminal warrant. According to Silberman, this meant that
“the President did have inherent authority to conduct warrantless
searches to obtain foreign intelligence information” when national
security was at stake and that FISA “could not encroach on the
President’s constitutional power” by limiting that authority. Just as
John Yoo had used a memo about the versus 4 to build a rationale
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for warrantless surveillance, Silberman was using an opinion about
policy to establish a legal basis for the government to spy on its citi-

zens, despite what the Constitution said.

THE FISCR DECISION GAVE ASHCROFT’S prosecutors per-
mission to use tactics that would have been unthinkable just a year
earlier. But it also created a difficulty: even if those tactics were legal
under FISA and yielded evidence of a suspect’s guilt, the new empha-
sis on intelligence collection affected the prioritization of criminal
prosecutions for terrorism suspects; the intelligence value of investiga-
tions stood to take precedence over the incapacitation value of a pros-
ecution. In addition, sources and methods stood the chance of being
revealed. The tension between trials, with their transparency require-
ments, and counterterrorism, with its demands for secrecy, thus put
prosecutors in a delicate position, one that the decision helped to clar-
ify. They were to pursue prevention even at the cost of prosecution. In
this sense, they had been conscripted into the war on terror.

The decision had another subtle but profound effect. It not only
diminished, by removing the wall, the role of the FISA Court in
maintaining civil liberties; it also signaled that judges were willing to
take the urgency of the nation’s fight against terrorism, or at least the
Bush administration’s view of it, as reason to back away from long-
standing precedent regarding due process. The Department of Justice
now had at least one court on its side. To be sure, it was an obscure
court, one with anusual practices and a limited jurisdiction, but it
was nonetheless an important cog in the machinery of justice. And
the federal judges who presided over it had signaled that they would
not stand in the way of the DOJ’s crusade to reorganize itself around
prevention. Soon enough, partly under the direction of David Kiris,
nitional security and law enforcement would become even closer.
And going forward, the courts would struggle to maintain their role
in jurisprudence related to the ever-expanding war on terror.

CHAPTER &

The Twilight Zone

7 hen he said goodbye to his wife and family in Egypt early in
May 2002, Jose Padilla did not know he would not be seeing
them again for a very long time, perhaps ever. When he boarded his
Chicago-bound flight in Zurich, he did not know intelligence agents
from both Switzerland and the United States were following him

onto the plane. Nor did he know he’d been under investigation for
months, based on allegations leveled by a man the CIA had fingered
as one of Al Qaeda’s top operatives, or that FBI agents were wait-
ing for him in Chicago, ready to take him into custody, or that he
would soon disappear from his family, his friends, his lawyers, and
any traces of the justice system that, as an American citizen, he’d
known for the thirty-one years he’d been alive.

Padilla was well acquainted with being on the wrong side of that
system. He’d been a hotheaded kid who, at fourteen, had kicked
a man in the head as he lay dying from a knife wound inflicted by
Padilla’s fellow gangbanger, an act that earned him five years in ju-
venile detention. He'd been out only a year or so when a road rage



CHAPTER 8

Legal Cover—
Uncovered

“ he justices of the Supreme Court were not alone in having mis-

... givings about the president’s power grab. Even some executive
branch officials were wondering if the White House had gone too
far. One Justice Department lawyer in particular found himself
deeply disturbed by some of what his predecessors, colleagues, and
friends had done, leading him to question their legal competence
and even doubt their moral integrity.

Jack Goldsmith thinks he was an “improbable choice” to head
the Office of Legal Counsel (OLC), the DOJ section responsible
for providing advice and counsel to the president. Most of his career
had been spent in the university rather than in politics. Just forty,
he’d been a law professor, most recently at the University of Chi-
cago, with a focus on the relationship between US and international
law, when he became special counsel to the Pentagon’s top lawyer
in the fall of 2002. There, he advised the military on Guantanamo,
military commissions, and the occupation of Traq. “I hadn’t even
sought the OLC job,” he wrote in a memoir of his ten-month stint
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in the position. But his Pentagon boss recommended him for the
position, and in October 2003, six months before the Abu Ghraib
revelations, he was hired.

Goldsmith was not the first choice for the job, at least not from
the White House’s perspective. They had wanted John Yoo, who,
as an assistant in the OLC, had been working closely with them
since g/11, an integral part of the “War Council,” as its members
called themselves, that included Cheney’s lawyer David Addington
and White House counsel Alberto Gonzales. But even as it gave Yoo
power, this group did not ingratiate him with Ashcroft, especially
because Yoo had not always consulted him before giving the White
House his advice. Yoo, it seemed, was taking his orders from Gon-
zales and Addington rather than from the attorney general himself,
and when the White House recommended Yoo for the OLC post,
Ashcroft seized the opportunity to remind everyone who was the
real boss, telling White House chief of staff Andrew Card that Yoo
was “not competent” for the job. Yoo recommended Goldsmith
for the post and soon left Washington to teach at the UC Berke-
ley School of Law. In his interview for the job, Goldsmith recalled,
Ashcroft seemed focused on a single issue: “keeping the Attorney
General in the loop.”

Goldsmith managed to assure Ashcroft of his loyalty. But he was
friends with Yoo, he'd clerked for Anthony Kennedy alongside Gon-
zales’s top aide, and he’d been a team player at the Pentagon, so
David Addington must have been surprised when Goldsmith, soon
after taking office, informed him that he didn’t think the exemp-
tion the White House had claimed from the Geneva Conventions
for enemy combatants would apply to ctvilians captured in Iraq and
considered terrorists. Whatever crimes they had committed, Gold-
smith reasoned, they were citizens of a sovereign country and thus
entitled to the protections of international law. To treat them other-
wise was to court international scorn and to leave the people mak-

ing and carrying out the orders susceptible to prosecution for war

crimes.
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Goldsmith’s analysis perplexed Gonzales, who said that he didn’t
understand “how terrorists who violate the laws of war can get the
protection of the laws of war.” And it infuriated Addington. “The
President has already decided that terrorists do not receive Geneva
Convention protections,” he informed Goldsmith. “You cannot
question his decision.” The president had apparently also decided
that anyone he designated as a terrorist was a terrorist and thus sub-
ject to whatever treatment he saw fit to authorize.

It was clear from the start that while Goldsmith was a staunch
supporter of the war on terror, he was not going to massage the law
into a shape that would give legal cover for the activities the White
House was seeking to carry out. The rule of law had to come first.
He would limit his analysis to “legality, regardless of what morality
may indicate, and even if harm may result,” as he had done with the
Geneva Conventions question. He would not, in other words, be
the War Council’s man at Justice. He would not be their John Yoo.

WHEN HE TOOK OVER THE OLC in October 2003, Goldsmith
knew Yoo as a colleague, a squash partner, and a fellow traveler in
conservative legal circles. He didn’t know him as the legal architect
of America’s torture policies until about six weeks later, when Pat-
rick Philbin, the lawyer who had taken over from Yoo when he left
for Berkeley Law, alerted him to a Yoo memo that was, in his words,
“out there.” As Goldsmith later wrote, Philbin “was not squeamish
about pushing the President’s power to its limits. He was a longtime
friend of Yoo. . .. Any worries he had about flaws in OLC’s post 9/1x
national security opinions were informed and credible.”

So Goldsmith dug—first into the memo Philbin had pointed to,
then into others Philbin had flagged. What he found alarmed him.
Some of the opinions that guided counterterrorism policy, includ-
ing detention and treatment of prisoners, were “deeply flawed: slop-
pily reasoned, overbroad, and incautious in asserting extraordinary
constitutional authorities on behalf of the President.” Particularly
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guilty of these flaws were a series of opinions and letters authored by
John Yoo.

The documents concerned questions that had first arisen with the
capture of Abu Zubaydah in March 2002. The CIA was sure that
he was “the one guy who would likely know when, where, and by
whom the next atrack would be carried out.” But he had not divalged
those details yet, and the CIA agents on the scene thought that the
FBI’s approach was unlikely to succeed. They wanted to kick FBI
agent Ali Soufan off the job and turn it over to a new “interrogation
specialist” and a “training psychologist,” who would “move the in-
terrogations into ... an increased pressure phase.” Here they were
climbing out onto a legal limb, and if it snapped off, they might find
themselves falling into the category of war criminal—as would the
superiors who had given them the orders to turn up the heat. They
needed to know exactly what they could do to extract the informa-
tion. Just how much pressure could the CIA bring to bear on a pris-
oner in order to stop the time bomb from ticking?

Tt was the CIA’ lawyer, John Rizzo, who brought the question
to the Office of Legal Counsel. He might have settled for a promise
from the Department of Justice not to prosecute should the inter-
rogation stray into illegal territory, but that was the request Chertoft
had refused to grant. So he sought an official opinion from the OLC
as to whether the CIA’s plans complied with the law. If they did, no
ane would need immunity, because they would be acting legally.

Rizzo told me that when he approached the OLC, he wanted an
honest analysis. “I wanted them to tell us if we had lost our senses,”
he said. If they had concluded that “a lot of this stuff clearly consti-
ruted torture” and thus was off-limits, it “would have been perfectly
okay with me, provided the ‘no way’ was put in writing.” Either way,
he wanted a buy-in on any decisions about the techniques to be em-
ployed, so that when and if the use of harsh methods (or the decision
not to use them) came to light, “we would all be in this together, for
better for worse.” To get the most accurate answer, Rizzo reasoned,
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he’d have to give an accurate account of what the CIA intended to
do to Zubaydah. So “I laid it all out, in graphic detail.”

But what is chilling about the details is not how graphic they are.
To the contrary, to read Yoo’s memo to Rizzo, issued on August 1,
2002, is 1o behold the sanitizing power of bureaucratic language—
not to mention the trouble that looms when legality, regardless of
morality or harm, becomes the focus of inquiry. Each of the ten tech-
niques for which Rizzo sought guidance is named (the “attention
grasp,” the “insult slap,” “cramped confinermnent”} and described the
way a procurement clerk might describe an order for paper clips.
Here is how Yoo summarized Rizzo’s account of the method that
became most notorious and for which the CIA apparently did not
have a bureaucratic name—*“a technique called the ‘waterboard.’”

In this procedure, the individual is bound securely to an in-
clined bench, which is approximately four feet by seven feet.
The individual’s feet are generally elevated. A cloth is placed
over the forehead and eyes. Water is then applied to the cloth
in a controlled manner. As this is done, the cloth is lowered
until it covers both the nose and mouth. Once the cloth is satu-
rated and completely covers the mouth and nose, air flow is
slightly restricted for 20 to 40 seconds due to the presence
of the cloth. This causes an increase in carbon dioxide level in
the individual’s biood. The increase in the carbon dioxide level
stimulates increased effort to breathe. The effort plus the cloth
produces the perception of “suffocation and incipient panic,”
i.e., the perception of drowning.

Rizzo promised Yoo that this would never go on for more than
twenty minutes. He guaranteed that nothing they did would exac-
erbate the gunshot wound Zubaydah had suffered in the course of
being captured. He assured him that if they put an insect in the tiny
lightless box in which they intended to place Zubaydah, it would not
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really be a stinging bug (as they would describe it to Zubaydah, who
“appears to have a fear of insects”) but a “harmless insect such as a

caterpillar.”
It’s not clear whether all the sterile language was the CIA’s at-

tempt to sell the OLC on the torture program or part of an effort to

ensure that history would not be unkind to either agency. What is
clear s that Yoo, writing on behalf of the OLC, gave the CIA the
green light to torture Zubaydah. Of course, Yoo did not put it that
way. What he said instead was that “the interrogation procedures
you propose would not violate Section 2340A,” the federal law that
defines torture.

In Section 2340A, Yoo wrote, Congress had defined torture as
“an act . .. specifically intended to inflict severe physical or mental
pain or suffering,” And none of the techniques in question causes
pain “difficult for the individual to endure and ... of an intensity
akin to the pain accompanying serious physical injury such as death
or organ failure,” as the law demands. “Discomfort,” perhaps, or
“muscle fatigue,” but not severe pain. Even when the interrogator
slaps the prisoner in the face, “the slap is delivered with fingers
slightly spread”-—a technique “designed to be less painful than a
closed-hand slap”—and, furthermore, it is delivered to “the fleshy
part of the face.” When the interrogator slams Zubaydah into a
wall, he will roll a towel around his neck to prevent whiplash, and
besides, because the wall will be flexible, “the sound of hitting the
wall will be far worse than any possible injury to the individual.”
And when he crams Zubaydah into a bex too small to stand up in,
even if that might inflict severe pain on most people, “Zubaydah
remains quite flexible, which would substantially reduce any pain
associated with being placed in the box.” Between the CTA’s own
good intentions and the prisoner’s good physical condition, it seems,

““harsh treatment can be stopped from turning into severe pain.
But what about mental pain? Yoo asks. Here the law tells us the
mental harm must be “prolonged™ and the result of certain specific
acts: the infliction or threat to inflict severe physical pain, the use
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of drugs “calculated to disrupt profoundly the senses or the person-
ality,” the threat of imminent death, or the threat that these acts
will be inflicted on another person (presumably a family member or
'someone else close to the prisoner). None of the techniques Rizzo de-
scribed meets any of those criteria, Yoo reasoned, except one: water-
boarding. “Any reasonable person undergoing this procedure .
would feel as if he is drowning” or, in the words of the statute, under
“threat of imminent death.” Bur does it inflict “prolonged mental
harm,” as the legal definition requires?

As it happens, there is some data on this question, owing to the
more than ten thousand American military personnel who have
been subjected to waterboarding as part of their training in how to
resist interrogations. And aside from a couple of people who tried to
blame their shoplifting and child pornography habits on their train-
ing, and one who suffered “an adverse mental health reaction that
lasted only two hours,” it would appear that whatever mental injury
might result from being repeatedly brought to the brink of death
by drowning is short and negligible. If, in coming to this conclu-
sion, Yoo considered the difference between being waterboarded by
members of your own army who you are pretty sure are not going
to kill you and being waterboarded by avowed enemies who have
shown you no mercy, he did not say so. He did, however, give water-
boarders the ultimate out: even if harm was inflicted, the law re-
quired the would-be torturer to have the “specific intent” to inflict
pain. Clearly the interrogators were not using the proposed tech-
niques in order to cause their subjects pain but rather as a means to
the end of getting information. The CIA, his explanation held, was
running not an S&M dungeon but a prison devoted to defusing tick-
ing time bombs,

Much as he was following the legal rules, Rizzo confessed “sur-
prise at some of the techniques that were approved.” “No one
pushed back,” he said, still seeming to wonder about this. “No
one.” But he wasn’t disappointed. The CIA, which had hardly been
treating Zubaydah with kid gloves—it had held him in total isolation
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for forty-seven days—was now free to do what it wanted Witl.l him.
So was everyone fighting the war on terror, for Yoo’s analysis was
not for the CIA alone. On the same day he gave the ofﬁcial go-ahead
to Rizzo (Ashcroft had delivered the good news verbally a few days
earlier), he sent a fifty-page memo and a letter to Alberto Gonzales
at the White House. And in March 2003 he sent a similar opinion to
the Pentagon’s lawyers, authorizing twenty-four techniques for the
use of military interrogators.
All these memos, authored by Yoo and signed by OLC head Jay
Bybee, reiterated Yoo’s conclusion that the technigues in guestion
did not constitute torture. But they put it in terms that Gonzales and
his colleagues would like, arguing that the Authorization for Use
of Military Force—the order authorized in part by Yoo that gave
the president sweeping powers to conduct the war on terror—made
these questions moot. A criminal statute such as Section 2.340A
could not infringe “on the President’s ultimate authority” in the
conduct of war. This meant that even if Yoo’s opinion was someday
overturned and the acts it authorized declared illegal, anyone who
ordered or carried out the interrogations would, according to their
reasoning, be exempt from criminal prosecution on the grounds of
self-defense and necessity. His legal analysis could be wrong, and
the proposed techniques might be considered not mere brutality but
actual torture, but it didn’t matter. The president’s need for informa-
tion that could save the nation was more important than his respon-
sibility to uphold the law. Yoo had turned the question about tort?lre
into an opportunity to extend his, and the rest of the War Council’s,

radical reinterpretation of American law.

THE OLC’S JOB MIGHT HAVE been to provide legal advice
without regard to morality or harm, but Goldsmith’s reading of
this mission was far different from Yoo’s. To Goldsmith, the OLC’s
objectivity must be tempered by a calculation of the stakes of its
opinions. “The nature of the question informed how OLC should
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answer,” he wrote. “Interpreting the torture law is not like resolv-
ing an interagency dispute about regulatory control over a merger,”
Unlike the effects of a corporate merger on employees or society at
large, “the stakes in the interrogation program were unusually high,”
Goldsmith wrote, National security was important, but so was the
US commitment to outlawing torture internationally, “its relations
with the Muslim world . . . [its] moral reputation and honor. In this
context it was unusually important for OLC to provide careful and
sober legal advice about the meaning of torture.”
This was, in Goldsmith’s view, exactly what Yoo had failed to do,
To assert, as he had in his memo to Gonzales, that “any effort by
Congress to regulate the interrogation of battlefield detainees would
violate the Constitution’s sole investing of the Commander-in-Chief
authority in the President” was to take an extreme and unprece-
dented position, one with sweeping consequences for all laws, both
military and civilian, governing the treatment of prisoners. In claim-
ing that courts had long established that war granted presidents the
power to abrogate laws, Yoo had cherry-picked the cases that sup-
ported his position and left out those that did not—Ilike the Supreme
Court’s ruling in Youngstown thar the Korean War did not give the
president the power to shut down a steelworkers’ strike. In strik-
ing a “cenidentious tone,” one that made clear from the beginning
that he was arguing in support of a position rather than laying out
both sides of an argument, Yoo had written 1 memo that “lacked
the tenor of detachment and caution thar usually characterizes OLC
work,” one that scemed “designed to confer immunity for bad acts.”
In going beyond Rizzo’s question about specific techniques into the
definition of torture and the limits of presidential power, Yoo had
made arguments “wildly broader than was necessary to support
what was actually being done,” and in effect handed interrogators
(and their bosses) a “blank check.” In short, Yoo’s work “seemed
more an exercise of sheer power than reasoned analysis.” Goldsmith
was forced to conclude that his friend and colleague had gone about
his crucial business with “an unusual lack of care and sobriewv.”
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Coldsmith didn’t mean to stop interrogation by the military.
“These separately and specifically approved techniques,” he wrote,
“contained elaborate safeguards.” But those safeguards were not in
accord with the larger argument made in the memos—the one that
gave the president and his men power over the bodies of prisoners
(and with it the ability to “maintain, and not without justification,
that they were acting on the basis of the OLC’s view of the Jaw”). Yoo
had moved the line between legal and illegal in a way that seemed
transparently political—a gerrymander that Goldsmith thought
could threaten the integrity of the Department of Justice and, with
it, the confidence of citizens in the attorney general as their lawyer.

‘There was, in Goldsmith’s view, only one option. The torture
memos had to be revoked-—and with them the presumption of le-
gality for the enhanced interrogation techniques. He started with
the most recent one, a Yoo memo from March 2003 written for
the Pentagon. Tried and true methods of interrogation, Goldsmith
wrote later, were already part of the military manual and had been
determined to be in accord with the Geneva Conventions; they were
neither brutal nor abusive. But as he informed the Pentagon’s chief
counsel over the 2003 Christmas holiday, while the techniques were
legal, the analysis was flawed and could not be relied upon for any
other interrogation methods. He was shredding the blank check is-

sued by Yoo.

The CIA’ memos, on the other hand, posed a different problem.
Goldsmith wasn’t even sure the methods Yoo had authorized were
actually legal. It seemed that no one other than Yoo had pondered
that question, and his judgment was suspect. “I wouldn’t know until
we had figured out the proper interpretation of the torture statute,
and whether the CIA techniques were consistent” with it. With the
reputation of his office and the legal fate of those who relied on its

“guidance at stake, Goldsmith was reluctant to withdraw the memos
before his interpretation of the law was confirmed. Neither did he
want to leave the CIA with no guidance at all. So until he could fash-
: . 2 replacement opinion, he did not want to withdraw the memos.
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But the torture question was only one of many urgent conundrums
with which Goldsmith and his staff were struggling in the first half
of 2004. They had not resolved the future parameters of the inter-
rogation policy when the Abu Ghraib story broke—and with it the
story of the torture memos. With each.revelation, the scandalous
photos became less a record of individual misbehavior than power-
ful testimony to malfeasance at the highest levels of government,
orchestrated by its lawyers. “Every day the OLC failed to rectify its
egregious and now-public error was a day that its instirurional repu-
tation, and the repuration of the entire Justice Department, would
sink lower yet,” wrote Goldsmith. The legal analysis was still incom-
plete, and Goldsmith’s staff had not yet come up with a new opinion,
but on June 14, a week after the first news stories about Yoo’s opin-
ions had emerged, Goldsmith withdrew the torture memos. A pa-
rochial concern—the reputation of his office—had motivated what
repugnance alone could not. It also spelled the end of Goldsmith’s
brief tenure at OLC. Exhausted, demoralized, and presumably tired
of fighting with the White House, he resigned on June 16.

GOLDSMITH’S RESIGNATION DID NOT SADDEN David
Addington, who resented the OLC’s meddling, At a meeting in Al-
berto Gonzales’s office during the Abu Ghraib crisis, Addington had
taken an index card out of his pocket. It listed all the OLC opinions
that Goldsmith had either revoked or modified during his brief ten-
ure. “Since you've withdrawn so many legal opinions that the Presi-
dent and others have been relying on,” said Addington, “we need you
to go through all of OLC’s opinions and let us know which ones
you still stand by.”

And that was before Goldsmith formally rescinded the torture |
memos. But Addington wasn’t referring only to the question of inter-
rogation. He had also been incensed by Goldsmith’s pushback on yet
another of Addington’s pet projects: Stellar Wind.

It was Patrick Philbin, the lawyer who had first brought Yoo’s
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memos to Goldsmith’s attention, who had urged, in November
2003, that Goldsmith be alerted to the program. Philbin was one
of the few people outside the White House who knew about Stel-
lar Wind. He also knew about the legal reasoning that supported
it—an opinion also authored by john Yoo, in which he argued that
the Court’s jurisdiction over electronic surveillance for foreign in-
telligence was “an unconstitutional infringement on the President’s
Asticle 11 authorities.” Once again Yoo had used a narrow question
about policy as an opportunity for a broad assertion of presidential
POWETL.

Philbin had to work hard to convince Addington to let Gold-
<mith in on the secret. “Prepare for your mind to be blown,” he told
Goldsmith when he got the go-ahead. And it was. Not, Goldsmith
emphasized, because he thought “vigorous surveillance of terror-
iem” was itself a bad thing, or because he opposed any changes to
FISA. “We were at war with terrorists . . . armed with disposable cell
phones and encrypted emails,” he wrote. The FISA laws had been
fashioned long before the Internet revolution, so they were at least
outdared and perhaps unrealistic in their demands for the president
to seck permission for every last wiretap. Reforming them seecmed
both necessary and prudent, But reform was not what the White
House had in mind. “We’re one bomb away from getting rid of that
obnoxious court,” Addington had told him in February.

The War Council was dealing with FISA “the way they dealt with
other laws they didn’t like,” writes Goldsmith. “They blew through
them in secret based on flimsy legal opinions that they guarded
closely”—so closely, in fact, that the National Security Agency’s
own lawyers had not been allowed to see the analysis that had au-
thorized the agency’s intelligence gathering. Philbin had made sure
Goldsmith saw the opinions, and his response was no more posi-
tivéthan it had been to the torture memos. He concluded that Yoo
had once again cherry-picked laws, this time sections of FISA law,
to critique; left undiscussed the sections relevant to war; and used
specious legal reasoning. In addition, he had made factual errors.
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Once again opinions that were déeply flawed had been used to jus-
tify activities at the outer edge of legality. And this time the defects
were so severe that, at least in Goldsmith’s view, “the presumption
of legality flipped.”

Goldsmith insisted that James Comey, the second-highest-
ranking lawyer in the department since December 2003, be brought
in on the secret. Comey met with Ashcroft over lunch. Using the
salt and pepper shakers and silverware on the table, Comey outlined
Stellar Wind to his boss, explaining that the NSA was sweeping up
both content and metadata of phone and email communications on
a wholesale basis and without any FISA oversight. He detailed the
flaws in Yoo’s legal analysis. It was the first time Ashcroft had heard
of the program, despite the fact that one of his staff had written
the memo authorizing it. But he seemed anxious to resolve the issue
quickly. “Just fix it,” he told Comey.

Meanwhile, Goldsmith and Philbin had met with Addington and
Gonzales to let them know that they had reviewed the legal authori-
zation for the surveillance programs carried out under the auspices
of Stellar Wind and were now recommending that certain parts be
brought to an end. It was a crucial moment; the authorization for
Stellar Wind would expire on March 11, 2004. The White House
lawyers tried hard to convince the Justice Department lawyers that
the wiretapping was necessary to preserve national security, bur
neither Philbin nor Goldsmith had ever doubted that. Nor did they
want Stellar Wind entirely dismantled. They just thought portions
of the program, including what eventually became known as the
Terrorist Surveillance Program, should be put on a {irmer legal foot-
ing. The White House was not reassured. Hedging its bets against
the possibility that the OLC would never find that new rationale, the
president’s team arranged a meeting with congressional leaders to

discuss legislation directly authorizing the continuation of the pro-
gram., The members of Congress had to know this was important to
the White House: Cheney led the meeting.

Time was running short for Stellar Wind, and so was the patience
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of the War Council, which drafted a reauthorization that could
stand in, at least for the time being. Aware that the program, having
been exposed to the light of day, needed some form of legal backing,
the council looked to john Ashcroft’s signature to save it. But there
was a new problem: since the day after Comey told him about Stel-
lar Wind, Ashcroft had been in George Washington Hospital with
acute gallbladder disease. On March 10 he was still in the intensive
care unit. That night he took a call from the White House. His wife,
who was at his bedside, relayed the message Ashcroft had gotten
to his chief aide: Alberto Gonzales and Andrew Card, President
Bush’s chief of staff, were on their way over to see Ashcroft. At eight
o'clock the aide called Comey, who was serving as acting attorney
general while Ashcroft was indisposed. Comey called his own chief
aide and told him to scramble his top staff to the hospital. In the car
at the time, he told his driver to hit the lights and siren. When he
arrived at George Washington, he ran up the stairs to the ICU, his
security team in tow. Philbin, Goldsmith, and FBI director Mueller
soon joined him. They were in the room, Comey sitting by the head
of Ashcroft’s bed, when the White House team arrived, bearing an
envelope. Gonzales explained that they needed Ashcroft’s signature
on the reauthorization.

“Attorney General Ashcroft then stunned me,” Comey later told
a Senate committee. “He lifted his head off the pillow and in very
strong terms expressed his view of the matter, rich in both substance
and fact.” After his disquisition, Comey said, Ashcroft “laid his head
back down on the pillow, seemed spent, and said to them, ‘But that
doesn’t matter, because I'm not the attorney general.’” He pointed
at Comey.

Card and Gonzales, who knew where Comey stood on the mat-
ter, left without talking to him. (In subsequent testimony, Gonzales
claitned to have been oblivious to Comey’s presence in the room.)
But almost immediately Card called Comey and ordered him to ap-
pear at the White House right away. Comey refused to comply un-
less Solicitor General Ted Olson attended the meeting. They met at
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eleven. In the meantime, Comey had conferred with his staff and
told Card that many of them were prepared to resign if Card and
Gonzales insisted on renewing Stellar Wind when the Justice De-
partment had determined (and advised them) that it had no legal
basis.

Just a few hours later, four trains were bombed in Madrid during
the morning rush hour, killing 191 people. At a six a.m. meeting at
the White House, Gonzales told Goldsmith that his critique of Yoo’s
memo was misplaced. But the legal quibble was academic. The presi-
dent was going to go ahead and renew the surveillance program that
very day, with or without the Justice Department’s approval.

The next day Bush stopped Comey after the morning cabinet
meeting (which he was attending in Ashcroft’s place) and asked to
meet with him. Comey told the president what troubled him about
Stellar Wind, about the Justice Department’s attempt to stop its re-
newal, and about why the president’s order to renew it anyway was
illegal. Bush was not persuaded. According to Washington Post re-
porter Barton Gellman, Bush told Comey, “I decide what the law is
for the executive branch.”

“But I decide what the Department of Justice can certify to and
can’t certify to,” Comey replied. “And despite my absolute best ef-
forts I simply cannot in the circumstances. As Martin Luther said,
‘Here I stand, I can do no other?”

But it wasn’t theology that convinced Bush that he could not be
the decider this time. It was the prospect of losing Robert Mueller,

who was waiting for Comey and who, Comey told Bush, was among
the Justice Department officials prepared to resign over the mat-
ter rather than order his agents to engage in activities the attorney
general deemed illegal. With mass resignations would come scru-
tiny—of the program and of the White House’s disregard of the law.

“Just tell Jim [Comey] to do what Justice thinks needs to be done,”
Bush said to Mueller.

Reconciling the surveillance program with the law (as opposed to
the other way around) turned out to be “by far the hardest challenge
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I faced in government,” Goldsmith wrote. Much of what changed
remains classified, but the Justice Department was eventually satis-
fied that the program was legal, and the FISA Court was ultimately
reformed to give the president more flexibility in ordering surveil-
lance. The reformed program would still, for the time being, operate
outside the authority of the FISA Court and Congress, but it would

" bereauthorized every forty-five days by the signature of the president

and the attorney general. Future steps remained to be determined.
In May, Goldsmith completed a memo in which he found that the
program, as reformed, did not violate the Fourth Amendment. He
agreed largely with the president’s position that the AUMF was an
“express authorization to conduct targeted electronic surveillance
against al Qaeda and its affiliates,” and that to the extent that FISA
had been used to limit the president from “directing surveillance of
the enemy to prevent future attacks upon the nation,” it amounted to
“an unconstitutional infringement” on the president’s commander-
in-chief powers. While he had strongly rebuked Yoo, he ultimately
ratified the opinion that constitutional rights could be curtailed in

the name of national security.

JACK GOLDSMITH’S RESIGNATION TOOK EFFECT on
July 7, 2003. In his ten months at the OLC, he had put what he be-
lieved to be two necessary components of the nation’s defense on a
solid legal footing. Enhanced interrogation continued, only now sup-
ported by a limited and more legally strict reading of the law, while
substitute memos for those he'd withdrawn and called into ques-
tion still remained to be written. The surveillance policies survived
more or less intact. Both would continue to be revised over the next
few years. Occasionally they would surface in the news media—
sometimes explosively, as they did years later when Fdward Snowden
revealed the breadth of the country’s domestic spying program
in zo13. But even after the departure of John Yoo, the rest of the
War Council got largely what it wanted: not exactly a blank check,
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but still the ability to treat inmates harshly and detain them indefi-
nitely, and unprecedented power to tap into the private communica-
tions of American citizens.

Goldsmith’s work—the work that had eventually led to the hospi-
tal showdown—accomplished another purpose, one that Goldsmith
perhaps did not intend. He had forced the War Council’s disregard
for the Department of Justice, and with it the rule of law, into the
open. A memo written collectively by senior DOJ lawyers summa-
rized what had transpired, outlining the disregard for the law that
had led Goldsmith to resign. The document elicited a response from
Alberto Gonzales (although probably authored by David Addington)
so strong that it came to be known as the Fuck-You Memo. “Your
memorandum appears to have been based on a misunderstanding of
the President’s expectations regarding the conduct of the Depart-
ment of Justice,” it said. “While the President was, and remains,
interested in any thoughts the Department of Justice may have on
alternative ways to achieve effectively the goals of the activities au-
thorized by the Presidential Authorization of March 11, 2004, the
President has addressed definitively for the Executive Branch in
the Presidential Authorization the interpretation of the law.” Un-
pleasant as this and the other exchanges were, they at least com-
pelled the administration to openly declare its disregard for the
Justice Department, which until this point it had expressed only
through circumvention and deception. (In the case of the Fuck-You
Memo, it might have all been for show: Gonzales left a voicemail for
the Justice Department reassuring Goldsmith and Comey that he
would be implementing the changes anyway.)

Goldsmith later pointed out that much of his work should have
been unnecessary. After all, if the White House had not treated the
Department of Justice as the enemy, or asked one of its lawyers to
gerrymander the law—if, in other words, it had followed the usual
practices—then “the whole ordeal could have been avoided.” The
two sides were really not opposed. Goldsmith’s view of what was
permissible under the Jaw was not all that different from Gonzales’s,
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except for one important matter. Addington and Gonzales were
concerned not only with the war on terror but also, and perhaps
more centrally, with the extension of presidential power—not just
for their president but for all American presidents to come. A strong
executive was not simply the means to fight a war; it was an end in
itself, and the more the president’s men could flex their muscles, the
more the rest of the government would back down. That was exactly
what Goldsmich and Comey (and even Ashcroft) would not do. That
such loyal men would stand up so firmly, and at such risk, against
their own colleagues was a good measure of just how far Addington
and Gonzales had tried to push their cause.

The standoff might also have alerted the president to what his
staff were doing. In their mecting on March 12, Bush told Comey
he didn’t like the way the question of the legality of Stellar Wind
had come up just a day before the deadline. Comey explained to
the president that the question had been on the table for months,
ever since Goldsmith had flagged it. Comey believed Bush about his
being blindsided and was duly shocked: the president’s advisers had
kept him in the dark.

When he left Washington for a professorship at Flarvard Law
School, Goldsmith had not ended the troublesome detention and
surveillance policies of the Bush administration. But that was not
necessarily his intention; what he meant to do, and what he suc-
ceeded at, was to make the policies legal, where he could, without
recourse to strained and cynical readings of the law. In this sense,
his efforts, incomplete when he left, amounted to less heinous and
more legitimate policy. Even so, and especially in light of the Su-
preme Court decisions in the three prisoner detention cases (which
followed his resignation by two weeks), his work had shifted the mo-
mentum of the legal battle even as it shined a light on the policies

that would continue to be debated for years to come. But whether
* or how much he had succeeded in slowing the rogue elements in the

American justice system remained to be seen.

CHAPTER ¢

Glimmers of Light

' n November 2004 George Bush was elected to another term as
- president. Whatever the degree to which his administration’s de-
tention, torture, and surveillance policies had penetrated the pub-
lic consciousness, they had not induced voters to reject him. Nor,
evidently, had they led him to reconsider the approach the adminis-
tration had been taking to the justice system—at least not when it

came to replacing John Ashcroft. According to one government law-
yer, Ashcroft had submitted his resignation as a formality, expect-
ing to be reappointed. Whatever his expectations, he was passed
over. The new man in charge of the Department of Justice would
be White House counsel Alberto Gonzales, whose loyalty to the
president was beyond question. No longer would the president’s men
have to work around an attorney general who might not share their
opinions. With Gonzales at Justice and David Addington, now Vice
President Cheney’s chief of staff, back at the White House, the new
administration was in a perfect position to consolidate the gains of
the past four years, continuing to dilute citizens’ rights and liberties



CHAPTER 11

The Crown Jewels

" n July 2005 Congress reauthorized the USA Patriot Act. Among
. the new provisions was the creation of the National Security Divi-
sion (NSD) at the Department of Justice. Its job, according to Sena-
tor Pat Roberts (R-KS), chair of the Senate Intelligence Comunittee,
would be to “provide crucial legal services and policy guidance for
the operational elements of the intelligence community.” Senator
Carl Levin (D-M1) promised that the assistant attorney general who
would run the office would “play a central role in establishing legal
policy for the intelligence community.”

The NSD was the first new division in the Justice Department
since the Civil Rights Division had been established in 1957. It gath-
ered the department’s counterterrorism and espionage units, along
with its Office of Intelligence and Policy Review (OIPR), under one
umbrella, and it added a Law and Policy Section. The reorganization
had been proposed by a committee investigating the intelligence fail-
ures that had led to the 2003 invasion of Traq. Laurence Silberman,

. the judge who had ruled that the FISA wall should be removed, was
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the cochair of thar committee, and the proposal reflected the same
conviction that had driven his ruling in that case: that in a post-9/11
world, national security had to take precedence over other concerns,
including, if need be, civil liberties. Removing the FISA wall had
opened the way for the intelligence side of the department to talk
to the criminal side; the NSD set up shop along the border, taking
in offices from both sides. But it was clear which function would
take precedence. As the press release describing the new Patriot Act
explained, the new division would allow the Justice Department to
rake a leading role in helping to “prevent another terrorist attack on
America.” Prevention, as it was understood after 9/11, was largely
the work of the intelligence community—which had already had at
its disposal a lower bar for eavesdropping and other surveillance.

Some lawvyers in the Justice Department worried that creating a
frec-standing intelligence-oriented division would amount to amass-
ing “barbarians at the gate,” as one of them told me, erapowered to
run roughshod over constitutional protections and to turn the Crim-
inal Division into a “stepchild” of the department, less important
than the intelligence-driven tasks of the unit. Nor were the lawyers
who focused primarily on intelligence satisfied by the change. The
OIPR’s head, James Baker, would commemorate the demise of his
office by handing out plaques with beginning and ending dates of
his leadership at the OIPR to his staff ar a farewell meeting. Oth-
ers thought the barbarians were on the other side of the gate—
law-enforcemene-minded lawyers who would impede intelligence
efforts on civil liberties grounds.

It fell to Ken Wainstein, the first assistant attorney general for na-
tional security—and a man who had had experience in both worlds,
serving in 2002 and 2003 as general counsel and chief of staff to
Robert Mueller as he was increasing the FBUs intelligence capabili-
ties and then as the US attorney in DC—to mediate between these
forces even as he tried to build his division from scratch. In addition,
he had to consider the ongoing protests by groups like the ACLU over
policies such as warrantless wiretapping and prisoner detention. At
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his confirmation hearing, Wainstein acknowledged the difficulty of
the job in front of him, but he assured the Senate Select Committee
on Intelligence that he and his staff would work hard “to protect our
civil liberties, but also be the ally of the investigator.”

Wainstein had a chance to make good on his promise almost im-
mediately. He was sworn in on September 28, 2006, a Thursday.
On the following Monday he and Matthew Olsen—the close friend
he picked to become a deputy assistant attorney general for the new
division and who, as head of the Office of Intelligence, would field
FISA applications—received a visit from Vito Potenza, the general
counse] of the National Security Agency, and Steven Bradbury, head
of the Office of Legal Counsel inside the Justice Department. The
men told the newcomers about the Terrorist Surveillance Program
(TSP), which was still operating outside the authority of the FISA
Court and Congress, reauthorized every forty-five days by the sig-
nature of the president and the attorney general.

“These were the cards we were dealt,” Wainstein told me. And
the TSP was only one hand; the detention and prosecution policies
were also on the rable, and all three were rife with political and
legal trouble. Wainstein knew the TSP in particular needed to be
placed on sounder legal footing than a discredited memo by John
Yoo, the White House’s say-so, and two (admittedly high-ranking)
signatures. And after Judge Anna Diggs Taylor ruled that the ACLU
could challenge the NSA’s TSP, he told me, “we knew it was not
sustainable.” So he and Olsen set about to improve their hand, or at
least to play it better.

Wainstein believed it was possible to return oversight of the TSP
to the FISA Court, which the system of renewable signatures had
cut out of the loop. He assured David Addington, who by then had
also concluded that the rogue program could not be sustained, that
the FISA process could be made less cumbersome and more adapt-
able to new technologies that had made the original FISA legisla-
tion, passed in 1978, obsolete. The original law, for instance, did not
require a FISA warrant for international phone calls transmitted via
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satellite, as most of them were in 1978. Because intelligence agents
could acquire the call directly from the satellite, the surveillance had
not taken place on US soil and thus lay outside the purview of FISA.
But three decades later most communication traveled via fiber optic
cables, which meant that signals could be picked up in the United
States, thus constituting the kind of “electronic surveillance” for

~ which FISA required a warrant. Careful legal work by NSD and

Office of Legal Counsel lawyers, Wainstein thought, could remedy
problems like these.

Late in 2006 the NSD settled upon a case to take before FISC
Judge Malcolm Howard. In addition to a two-page list of phone num-
bers of Al Qaeda suspects, Howard was asked to approve the moni-
toring of “facilities” located in the United States, which included the
switches and servers that routed communications. With Howard’s
approval, which came on January 10, 2007, the court gave the NSA
the legal authority to do what it had been doing all along: sweeping
up large amounts of phone and email data from people in the United
States. The order also gave the NSA the power to determine whether
there was probable cause to target a facility or an individual. Once
the agency made that determination, it was free to proceed with-
out returning to the court, so long as it documented its activities,
along with the reason for the surveillance. On January 17 Alberto
Gonzales informed the Senate Judiciary Committee of Howard’s
ruling, assuring the senators that from now on, wiretapping would
be “conducted subject to the approval of the Foreign Intelligence
Surveillance Court.” As a result, he continued, “the President has
determined not to reauthorize the Terrorist Surveillance Program
when the current authorization expires.” Within a few months of
its birth, the National Security Division had scored an early victory,
bringing the rogue wiretapping policy in out of the cold.

IT WAS A WIN-WIN, AT least on the surface. Though the ruling
was not without its detractors—Qlsen had to field complaints from
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the agency that the reporting required by Howard’s decision was a
“massive effort” that compromised its “speed and agility”—these
were minor problems compared with the major victory that had
been handed to the NSA. The NSD had restored some semblance of
FISA oversight, enough to give the program a patina of legitimacy.
But the White House had gotten virtually all it had wanted, only
now with a court’s blessing.

But the good times didn’t last long. The Howard order was valid
for only ninety days, and the renewal came before a different judge,
Roger Vinson. He was troubled by some aspects of the original
ruling, especially by the way it had left the NSA in charge of de-
termining probable cause. A judge did have the power to order the
surveillance discontinued, but only on the grounds that the NSA’s
reasoning was insufficient, and the court had no authority to obtain
evidence beyond what the NSA provided. With the NSA in charge
of what the court knew, all an agent had to do was come up with a
plausible story, and the wiretap would remain in place.

Vinson balked. “The clear purpose of [the FISA laws],” he wrote,
“is to ensure that . .. surveillances are supported by judicial deter-
minations of probable cause before they commence.” That obviously
was not the case here. The Howard ruling undermined Congress’s
intention “to provide an ‘external check’ on executive branch deci-
sions to collect surveillance.” If the president wanted to proceed that
way, he should ask Congress to change the laws governing the FISA
Court, rather than embed so sweeping a change in a single order.
“Until Congress took legislative action,” however, “the Court must
apply the statute’s procedures.” Vinson refused to sign the order,
suggesting instead that the NSA go back to Howard for another
extension while the problems he had flagged were worked our—
preferably by changing the law.

Gonzales later confessed to “disappointment” at Vinson’s deci-
sion. It “confirmed our concern about going to the {FISA Court],”
he told an inspector general. Taking the man out of the White
House had evidently not taken the White House out of the man.
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But Gonzales could not protect his former bosses from the judge’s
ruling., In May, Vinson approved a version of the renewal that re-
quired more frequent and detailed reports than Howard’s had, and
FISA judges began to apply what the inspector general later called
“a more rigorous standard of review” to the NSA’s probable cause
claims. Under the judges’ scrutiny, the NSA could monitor “only
a fraction” of the targets it wanted to, which led the White House
to do exactly what Vinson had suggested and what Wainstein and
Olsen saw as the most viable option for TSP’s future: ask Congress
to modify the law.

A complete overhaul of FISA was too complex a task to be under-
taken in a short time. So the Bush administration drafted a stopgap
measure—the Protect America Act. The PAA addressed Vinson’s
objections directly but perversely. In its original form, FISA defined
the “electronic surveillance” that required a warrant as the inter-
ception of communication to or from a person in the United States.
According to the PAA, however, “nothing in the definition of elec-
tronic surveillance . . . shall be construed to encompass surveillance
directed at a person reasonably believed to be located outside the
United States.” It no longer mattered if the person (or facility) was
in the United States, or if the target was a US citizen, or even if
there was probable cause to think the target was up to no good. So
long as it “reasonably believed” that the communication involved
someone in a foreign country (a determination the law left in the
NSA’s hands), the agency could monitor all the phone calls or emails
it wanted to, foreign or domestic. And should the agency run into
technical difficulties or want information not available from a sin-
gle phone or email address, the law gave it the authority to demand
the “assistance necessary to accomplish the acquisition” from phone
and Internet service providers and then to compel the companies to
keepthe demand a secret.

The bill went to the Senate on August 1 and to the House of Rep-
resentatives four days later. Only 28 senators and 183 representa-
tives were disturbed enough by its provisions (or willing enough to
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oppose a bill claiming to protect America) to vote against it, and the
measure passed both houses easily. The ACLU immediately weighed
in, arguing that the new law “turned FISA on its head,” placing the
exact communications it was intended to protect—those of US citi-
zens on US soil—out of the law’s reach. The law engendered enough
bad press to spur the Department of Justice’s public relations arm
into action, It sent out a press release titled “Dispelling the Myths,”
in which it assured the public that the new law did not eliminate
civil liberties protections. In place of that “myth,” the department
offered this “fact™

The new law simply makes clear—consistent with the intent
of the Congress that enacted FISA in 1978 —that our intel-
ligence community should not have to get bogged down in a
court approval process to gather foreign intelligence on targets
located in foreign countries. It does not change the strong pro-
tections FISA provides to Americans in the United States—
surveillance directed at people in the United States continues
to require court approval as it did before.

'The press release did not mention the fact that the new law re-
moved from protection any communication that the NSA decided
might end up (or start) in a foreign country, which meant that the
agency could engage in “reverse targeting,” surveillance that had
as its primary target someone in the United States whose overseas
communications provided the opportunity to avoid FISA scrutiny.
It didn’t point out that the NSA was still in charge of determin-
ing probable cause and that this assessment was not subject to re-
view, or that its newly granted authority to demand records {rom
the telecommunications industry gave it unprecedented access to
the emails and phone calls of virtually everyone. Nor did it make
clear what many inside the NSD {and the NSA) likely knew: that a
goal of the law was to diminish the role of the FISA Court as a fire-
wall between citizens and the security apparatus. The court, which



150 ROGUE JUSTICE

had never turned down a government surveillance request—and had
modified only one—prior to 9/11, might not have been much more
than a thorn in the NSA’ side, an inconvenience rather than an
actual impediment to its surveillance ambitions. But even so, the
NSD had sided with the NSA, agreeing that even the paperwork
requirements were too onerous, that intelligence agents should be
left alone to do their jobs the way they thought best, and that those
ambitions should not be thwarted by too absolute a reading of the
Fourth Amendment.

In June 2008 the provisions of the PAA were incorporated into
the FISA Amendments Act (FAA), a more comprehensive modifica-
tion of the law. “I thought it was a pretty elegant solution to a diffi-
cult problem,” Ken Wainstein told me. “How to permit targeting of
non-US$ information but to do so by collecting it within the US.” He
never thought the law would be used to target Americans directly,
but he hadn’t counted on the NSA’s determination, or on its ability
to parse the word infentionally.

Fixing the FISA mess was hardly the only major challenge Wain-
stein faced in his first year. Also in need of immediate attention
was the Jose Padilla prosecution. The case had made little progress
since GGonzales had announced the charges against Padilla in Novem-
ber 2005. Early in 2007, Padilla’s lawyers had asked Judge Marcia
Cooke to dismiss the case on the grounds that their client was, in

 the words of one of their forensic experts, “a broken man” as a result
of five years of nearly continuous solitary confinement, not to men-
tion the stress positions, sleep deprivation, and threats of immedi-
ate execution to which his lawyers claimed he had been subjected.
In addition, according to a psychologist, Padilla was suffering from
Stockholm syndrome and was now concerned that if his mistreat-
ment was revealed, it might hinder the government’s efforts to ex-
tractinformation from him. His lawyers were claiming that Padilla
was unable to assist in his own defense and thus was incompetent
to stand trial, and that “through its illegal conduct, the government
has forfeited its right to prosecute.” Judge Cooke disagreed, ruling
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that Padilla was a “knowing participant” in his defense and suggest-
ing that the questions about his treatment were a “discussion . . . for
another day.”

In insisting on letting the trial go forward, Cooke was responding
not only to the particulars of Padilla’s case but also to the mounting
pressures on the federal judiciary to show that it could indeed handle
terrorism cases. Even some former prosecutors, including the lawyer
who had prosecuted the Blind Sheikh, Omar Abdel Rahman, had
expressed their doubts, joining with leading national security figures
to advocate for the military commissions as the proper venue for
these trials. As it had been in the Moussaoui trial, the burden on the
federal court system was immense, the stakes as high as they got.

The government’s case against Padilla was relatively weak. The
evidence revolved around the data sheet found in Afghanistan with
his fingerprints on it, allegedly showing that he had applied to join
Al Qaeda. But the government’s own witness admitted it was hard
to tell who actually had signed the document, or when. Moreover,
it turned out that only 7 of the 230 intercepted calls that formed
the basis of the conspiracy charges actually had Padilla’s voice
on them, and in none of these had he plotted violence or other ter-
rorist acts.

The witnesses included a CIA agent who appeared disguised be-

hind a fake beard and under a false name to testify that in 2001 an

Afghan man had shown up at an American base outside Kandahar
in a Toyota pickup and offered a blue binder to forces there, claim-
ing that he had found it in an office “used by Arabs.” The binder,
according to the agent, held Padilla’s “membership application.” Be-
yond that, however, the prosecution team was hard-pressed to sub-
stantiate the connection between Padilla and Al Qaeda. They could
not find a witness who had seen Padilla at the al-Farooq terrorist
camp, which he allegedly attended, instead calling a defendant from
an earlier terrorism case to testify in general terms about the camp.
But at every opportunity the prosecution mentioned Osama bin
Laden-—g1 times in its opening statement, and more than 100 in
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closing. As one defense lawyer put it, it was as if “[the government
is trying to put al-Qaeda on trial.”

The tactic succeeded. On August 16, after just over a day of de-
liberation, the jury found Padilla guilty on three counts of provid-
ing material support to terrorists. In January 2008 Judge Cooke
sentenced Padilla to seventeen years—less prison time than John
Walker Lindh, Abu Ali, and Zacarias Moussaoui had each recejved.
In handing down her relatively lenient sentence, Judge Cooke noted
Padilla’s treatment in detention and asserted that “the conditions
were 5o harsh” as to “warrant consideration.” (Her reasoning did
not pass muster with the appeals court, which in 2014 ruled that
the sentence was too lenient and sent the case back for reconsid-
eration. Cooke resentenced Padilla to twenty-one years in prison.
At resentencing, Cooke, who refused the prosecutors’ request for
a thirty-year term, said, “I was then, and am now, dismayed by the
harshness of Mr. Padilla’s prior confinement.”)

The trial showed that prosecutors had a way to use the courts
effectively to try suspected terrorists. Despite the various interroga-
tion policies that might make evidence inadmissible, despite weak-
nesses in the case, and despite the fact that he’d been treated more
as a war criminal than as a criminal defendant, Padilla had had a
trial. He had been held outside the criminal justice system, inter-
rogated as the government saw fir, and denied access to counsel. He
had been shattered by the process. The evidence that he had com-
mitted the crimes for which he had been charged (which were dif-
ferent from the crimes for which he had first been arrested) was
scant. But the prosecution had a formidable weapon, one that could
-overcome a case weakened by poor evidence or mistreatment: allege
a conspiracy with Al Qaeda, or remind a judge and jury of the may-
hem and tragedy that Al Qaeda had unleashed (and was threatening
to-repeat), or invoke the name of Osama bin Laden, and a pros-
ecutor could make the weakness of the case disappear in a miasma
of fear. It was what a New York Times legal reporter called “a new
prosecutorial model in terrorism cases.” And under the new model,

THE CROWN JEWELS 153

civilian prosecution was not so much of a threat to the war on terror
as it had once seemed.

The completion of the Padilla trial might have kept the military
commissions at bay, but only by changing the rules of the game.
Now lawyers could prosecute not only plots, attacks, or tangible
acts but associations with terrorists, as in the Padilla case, as well
as aspirations to commit a terrorist act, as in Moussaoui’s. The hand
the prosecutors had been dealt included a trump card, and they were
not reluctant to play it.

“That was some of the best lawyering I've ever seen,” Kenneth
Wainstein told his staff in the early fall of 2007. He was talking
about the deal that had brought the Terrorist Surveillance Program
in out of the cold, the last in a list of accomplishments he cited in
celebrating the first anniversary of the NSIs founding. Stand-
Ing in front of the statues of justice in the Great Hall of the Jus-
tice Department, he congrarulated his staff for “not just standing,
but standing . .. pretty tall and strong.” The division was “fulfilling
every mission, meeting every expectation, and doing everything in
its power to keep our country safe, free, and secure.”

BUT THERE WAS ONE SUBJECT that Wainstein did not bring
up: Guantidnamo. His lawyers had been working with military com-
nuissions lawyers to develop cases against Guantanamo detainees, as
the Military Commissions Act had required, but so far only one had
been resolved—the case of David Hicks, the Australian detainee
who pleaded guilty to charges of providing support to terrorism and
was recommended for a sentence of seven years in prison, a term that
was whittled down by a plea deal to nine months served in Australia,
with the guilty plea ultimately being overturned by a Military Com-
missions appeals court. And as difficult as the commissions process
was proving to be, there was another task that was even trickier:
the detainees’ lawyers, heartened by the Supreme Court decisions in
the Rasul and Hamdi cases, had still not given up trying to gain
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habeas rights for their clients, and the government had still not given
up trying to stop them.

'The latest skirmish in the habeas wars was a case brought on be-
half of six men of Algerian origin, including Lakhdar Boumediene,
for whom the case was named. Boumediene was a Bosnian citizen
who had been working for the Red Crescent in Sarajevo when, in
late 2001, US intelligence caught wind of a plot to blow up the em-
bassy there. He was rounded up along with five other Algerians and,
at the request of the United States, taken into Bosnian custody. In
January 2002 the Bosnian Supreme Court determined there was
no reason to hold the men and ordered their release. When they left
prison, they were immediately captured by US forces and sent to
Guantanamo. In 2004 the Center for Constitutional Rights filed
a suit on behalf of the six men, challenging their detention and de-
manding a habeas corpus hearing.

The Algerian Six, as they came to be known, had been among
the first Guantinamo prisoners to appear in front of the Combat-
ant Status Review Tribunals (CSRTs) established in order to comply
with the Supreme Court’s ruling in the Hamdi case. The Court had
ruled that “a citizen held in the United States as an enemy combat-
ant [must] be given a meaningful opportunity to contest the factual
basis for that detention before a neutral decision maker.” At their
CSRT hearing, the Algerian men were determined to be enemy
combatants, a decision they appealed to the DC District Court,
the court designated to hear such cases. In the meantime, however,
Congress passed the Detainee Treatment Act, which, along with
requiring humane treatment of prisoners, had also instructed the
courts to throw out all pending habeas cases, on the grounds that
the tribunals were an adequate substitute for a court of law. In 2007
Boumediene, whose case had by then been combined with that of
another Guantdnamo prisoner, Fawzi al-Odah, appealed that provi-
sion to the DC Circuit Court. The circuit court upheld the constitu-
tionality of the law’s blanket denial of habeas corpus and ordered all
the petitioners to seek their remedy with the CSRTs. The detainees
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appealed this ruling to the Supreme Court, but in April 2007 the
court declined to hear the case. The detainees were ordered to take
their case back to the circuit court—a court thac had already deter-
mined that as they were noncitizens held outside the United States,
constitutional rights did not apply to them.

The Supreme Court routinely denies certiorari, as requests for ju-
dicial review are known, and though the disappointed parties rou-
tinely ask the Court to reconsider, the Court nearly always refuses
these requests. Nevertheless, the detainees’ lawyers petitioned the
Supreme Court for a rehearing, And as the appeal made its way onto
their schedule, the justices received an affidavit by Stephen Abra-
ham, a former military lawyer who had worked on behalf of the
government in the CSRTs. In twenty-four blistering paragraphs,
he charged that the CSRTs were “an irremediable sham,” a claim
he substantiated with evidence from his participation in them. Of
the pool of judges, lawyers, and “personal representatives,” those
assigned to the detainees in lieu of defense attorneys, “[f]lew were
trained in either the legal or intelligence fields.” Moreover, they were
arbitrarily assigned to different roles in the hearings, without regard
to their background or skills. The information they worked with was
“often outdared, often ‘generic, rarely relating to the individual sub-
jects of the CSRTs.” Requests for further information were routinely
denied—and not because there was no more material to be had. “I
was given no assurances that the information provided for my exami-
nation represented a complete compilation,” Abraham wrote. “On
those occasions when I asked [for] a written statement that there
was no exculpatory evidence, the requests were summarily denied,”
leaving Abraham to “‘infer’ that no such information existed.” And
in the few instances in which a tribunal determined that a prisoner
was not an enemy combatant (which they did in less than 1o percent
of nearly six hundred hearings), a meeting was called to focus on
“*what went wrong.’” It was as if the only possible cause of a nega-
tive finding was a flaw in the tribunal’s reasoning.

Abraham recounted a hearing in which he and the other two
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tribunal members “found the information presented to lack sub-
stance. What were purported to be specific statements of fact
lacked even the most fundamental earmarks of objectively credible
evidence.” A request for more information was stonewalled, the per-
sonal representative “did not participate in any meaningful way,”
and when the panel determined that there was no evidence that
the prisoner was an enemy combatant, the director of the tribunal
program “immediately questioned our findings” and ordered it to
reconsider. The panel stuck to its original finding, and, wrote Abra-
ham, “I was not assigned to another CSRT panel.”

Certiorari deliberations are not public, but as legal scholar and
detainee lawyer Jonathan Hafetz reported, many court watchers
“suspected that Justice Kennedy had been moved by [the] new and
devastating critique” delivered by Abraham. What is known is that
in late June 2007, two months after declining to hear the Boumedi-
ene case, the Court reversed itself—the first certiorari decision to
be overturned in forty years. It placed the Boumediene case on its
docket for the upcoming term.

In December, Seth Waxman, who had served as solicitor general

under Bill Clinton, told the justices that the CSRTs, despite their leg-

islative origin, were nothing more than an ad hoc procedure set in
place by the executive and were certainly no substitute for habeas
corpus. The hearings, after all, took place as Abraham had derailed—
detainees were left without lawyers or access to all the relevant evi-
dence, subject to the caprice of the tribunal. Just as Neal Katyal
had done in Hamdan, Waxman pointed out that the lower court—in
this case the DC Circuit—had merely accepted the evidence pre-
sented by the government as “accurate” and “sufficient,” taking the
executive branch’s assertions at face value even though the very pur-
pose of a habeas petition was to challenge those assertions. A genu-
itie habeas court, Waxman pointed out, would weigh the accuracy
and relevance of the evidence to determine whether continued deten-
tion was warranted; without this crucial feature, the tribunal could
not be considered an adequate substitute for a court of law.
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Paul Clement once again had the task of convincing the justices
that enemy combatants, especially noncitizens held outside the na-
tion’s borders, had no rights under the US Constitution. Even if they
did, he continued, the CSRTs were an adequate substitute for a ha-
beas court. He pointed out that the rules guiding them were “vir-
tually identical” to the army regulations governing the treatment
of prisoners of war, which, in turn, were derived from the Geneva
Conventions. “The deviations,” he argued, “are ones that, we would
submit, enhance the rights of the detainees in this particular cir-
cumstance.” Clement was being disingenuous; after all, as one ex-
pert put it, the right to challenge the CSRTs was “limited to whether
the CSRTs followed their own procedures, not the substantive de-
termination of whether someone was an ‘enemy combatant’ or ‘no
longer an enemy combatant.’” (Clement didn’t bother to mention
that had the Bush administration decided in 2001 to treat the de-
tainees as POWSs, they would not have had the right to habeas in the
first place.)

Justice Stephen Breyer was skeptical and offered a hypothetical
situation that was barely hypothetical. Let’s say you’re a Bosnian
held by the United States for six years, he told Clement. You go be-
fore a tribunal, and it finds you should remain in custody (although
still without charges). Now you go before the DC District Court,
which is the court reviewing CSRT decisions, and you concede that
the tribunal’s “procedures are wonderful, and . .. it reached a per-
fectly good result.” But, Breyer continued, you want to say, ““Judge,
I don’t care how good those procedures are. I'm from Bosnia. Pve
been here six years. The Constitution of the United States does not
give anyone the right to hold me six years in Guantanamo with-
out either charging me or releasing me.’ I don’t see anything in this
CSRT provision that permits” that argument. “So I am asking you,”
Breyer said to Clement, “where can you make that argument?”

“I'm not sure he can make that argument,” Clement replied.

“Exactly,” said Breyer. That had been his whole point: that the
CSRTs did not address the central issue of habeas—the right to
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challenge one’s detention. As such, they were not an adequate sub-
stitute for the habeas courts, no matter how “wonderful” their pro-
cedures might be.

Indefinite detention might have been lawyered into legitimacy,
but the Supreme Court was evidently unimpressed by the results.
On July 12, 2008, in a 5—4 decision written by Justice Anthony Ken-
nedy, the Court ruled in f{avor of Boumediene. Kennedy’s opinion
took Congress and the president to task. “Protection for the habeas
privilege was one of the few safeguards of liberty specified in a Con-
stitution that, at the outset, had no Bill of Rights,” he wrote. And the
fact that the prisoners were being held in Cuba did not abrogate the
government’s responsibility to provide this safeguard. The base was
not US sovereign territory, and the lease between the US and Cuba
stipulated that Cuban law did not apply in Guantinamo; that was
one of the reasons the island had been so attractive as a prison loca-
tion in the first place. But that didn’t mean the base was a land of
no laws, and there was no doubt which country was in charge. “The
Nation’s basic charter cannot be contracted away like this,” Ken-
nedy wrote. “The Constitution grants Congress and the President
the power to acquire, dispose of, and govern territory, not the power
to decide when and where its terms apply. To hold that the political
branches may switch the Constitution on or off at will would lead to
a regime in which they, not this Court, say ‘what the law 1s”” Guan-
tanamo was governed by US law, US law required the president to
justify a prisoner’s detention or release him, and Congress could not
legislate away that burden.

The Boumediene case was returned to the DC District Court,
which now had the authority to order the release of the Algerian Six,
and after reviewing his file, Judge Richard Leon did exactly that for
five of them, including Boumediene. Leon felt he had no choice: “To
allow enemy combatancy to rest on so thin a reed would be inconsis-
tent with this court’s obligation; the court must and will grant their
petitions and order their release.” He cautioned, however, that “this
is 2 unique case. Nobody should be lulled into a false sense that all
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of the ... cases will look like this one.” But even if the rulings by
both courts did not amount to a get-out-of-jail card for the Guanti-
namo detainees, taken together they comprised a sharp rebuke to
the president and to Congress. When it came to detention, the courts
were insisting on due process. With the conviction of Jose Padilla
and the release of Yaser Hamdi, no more Americans were being
held as enemy combatants. And the detainees at Guantdnamo had
gained the right to challenge their imprisonment. The Bush admin-
istration’s lawyering might have been good, but it was not good
enough to put an end to the oldest democratic right.



CHAPTER 12

That Dog Will .
Not Hunt

" he most unusual thing about the case argued in federal court in
4 Providence, Rhode Island, on June 19, 2008, was not that the
court convening it, the FISA Court of Review, had met only once be-
fore inits thirty-year history. It wasn’t the way technicians had swept
the room for bugs and cut it off from the Internet, turning Court-
room 3 temporarily into a Sensitive Compartmented Information
Facility (SCIF). It wasn’t the briefcases full of classified informa-
tion that the three Justice Department lawyers had physically held
on to for the hours-long trip from Washington, or even the intrigue
surrounding their journey, which had led at least one of them to lie
to his wife about his destination that day. And it certainly wasn’t the
argument itself, in which a government lawyer once again asserted
that the war on terror could not be fought without restricting Fourth
Amendment rights, while his opponent countered that to take away
civil liberties in the name of national security was to compromise
the very principles for which the war on terror was being waged.
No, the strangest thing was that the lawyer worrying over
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constitutional rights, Marc Zwillinger, was not from the ACLU or
the Center for Constitutional Rights; nor was he representing de-
tainees or tortured prisoners. Instead, he represented a large Ameri-
can corporation: the Internet company Yahoo! The issue at hand
was a government order forcing Yahoo! to “assist in warrantless
surveillance of certain customers” by turning over records of their
communications. Yahoo! had so far failed to comply with this order,
a defiance that was about to cost the company $250,000 a day in
fines. But Zwillinger’s argument in court that day wasn’t about the
cost or difficulty of supplying the government information about the
private communications that passed through its servers in Califor-
nia. And it was only a little bit about the consequences to its bot-
tom line should its customers discover the breach. Mostly Yahoo!’s
objection rose above petty corporate interests and invoked the basic
principles of American jurisprudence. The government, Zwillinger
told the three-judge panel, was compelling his company “to partici-
pate in surveillance that we believe violates the Constitution of the
United States.” It was refusing to supply the data on principle. It
was evidently one thing for a corporation to amass huge amounts of
data on its customers to sell to other corporations-——which was, after
all, Yahoo!’s business model—and another for that company to be
required to provide its information to intelligence agencies.

The Yahoo! case got on the FISCR docket only after the FISA
Court itself ruled that Yahoo! had to comply with the order. The
judge in that case, Reggie Walton, was not necessarily a friend to
the Bush administration. He was best known for denying bail to
Vice President Dick Cheney’s chief of staff Scooter Libby pend-
ing appeal of his conviction for revealing the identity of CIA agent
Valerie Plame. Even so, Walton upheld the government’s direc-
tives, largely with the same reasoning—straight from john Yoo’s
ififamous memos—that had led Laurence Silberman to order the
FISA wall removed: foreign intelligence need not be the “primary
purpose” of an investigation in order to qualify for an exception to
the Fourth Amendment’s requirement for warrants, but only, as
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the Patriot Act had said, a “significant purpose.” Even if the emails
of US citizens would inevitably be swept up as part of the Yahoo!
order, Walton wrote, the president had the “inherent authority” to
“conduct warrantless scarches to obtain foreign intelligence infor-
mation.” The limits of that authority, he argued, were at stake in the
FISA Court hearing. “There are times when there is an inevitable
tension between the interests protected by the Fourth Amendment
on the one hand and the federal government’s obligation to protect
the security of the nation on the other hand.” Balance between those
interests was “not easily achieved,” Walton ruled, but in this case,
it was easy to see which one should be given more weight; it was, he
ruled, permissible for the government to put its thumb on the scale.
In appealing Walton’s decision, Zwillinger argued that there was
no balance at all in the surveillance order. He ticked off the prob-
lems: the lack of FISA Court (or any judicial) oversight of the NSA%
assertions that it had probable cause to conduct a search, the lack
of any requirement for the orders to directly and explicitly connect
the individual customer to a foreign power, the overall “magnitude
of the surveillance,” the possibility that a clerical error could resule
in an American citizen being placed under scrutiny without cause or
notice, and the lack of meaningful restriction on what the govern-
ment could do with the information. Even according to the terms of
the Protect America Act—under which, Zwillinger said, it seemed
that surveillance was “rampant”—the order (and by extension the
PAA itself) failed to meet the “reasonableness” standard for war-
rantless spying and was therefore unconstitutional. In what might
have been an unprecedented move, a major American company had
gone to court to protect the rights of American citizens.

The FISCR judges were skeptical, especially about Yahoo!’s claim
that the surveillance pur its customers, and therefore the company,
at risk. “If the order is . . . secret, how can you be hurt?” asked Judge
Morris Arnold. “The people don’t know that they’re being monitored
in some way. How can you be harmed by it? What's the damage to
your consumer?” Judge Ralph Winter made it personal. “It seems
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to me it would be highly unlikely there would be any consequences
if they got . . . into my email account,” he said. “Even if T had some-
thing on there that would be even in the remotest interest to anyone
else, so what?”

“T don’t think the case law suggests that an intrusion into some-
one’s privacy, an invasion of their communications, a ransacking of
their private papers is harmless if the government makes no further
use of it,” Zwillinger replied. “There is . . . harm to individuals when
their privacy is intruded upon.” But for all his eloquence, Zwillinger
was only confirming what the judges were suggesting: that Yahoo!
was making an argument on an abstract principle about the right
to privacy, one that had at least been weakened, if not abandoned
entirely—and one that was not necessarily any of Yahoo!’s business.

Zwillinger conceded as much when, near the end of his argument,
he brought up a ruling that the Supreme Court had just issued the
previous week. “The Boumediene case,” he said, “while about ha-
beas was really about reconciling privacy against security. And the
question in Boumediene was, is an executive branch only procedure
an effective and reasonable substitute for the Constitutional guar-
antee of habeas; and the Court said it was not.” And the reason for
its decision, he continued, was that “you cannot trust constitutional
rights of this magnitude to a closed and accusatorial process that is
run and determined by an interested party”—the attorney general,
who, along with the rest of the executive branch, is neither neutral
nor disinterested. As for Boumediene, so too for Yahoo!’s customers,
said Zwillinger. “The full panoply of the Fourth Amendment protec-
tions . .. are not here. They’re not being given,” he said, but without
specifying that a single customer had been harmed, or that Yahoo!
had lost a single dime.

Zwillinger did manage to gain a toehold with at least one judge
whien he mentioned the possibility that a government armed with
an order like the one at hand could be “building a database on mil-
lions of people in the United States.” This, he suggested, “would be

a grave harm.”
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“Now you're getting close to a real harm,” agreed Justice Winter.
“L will ask the Solicitor General if that’s happening.”

It was Judge Bruce Selya who posed the question to Acting So-
licitor General Gregory Garre. “Incidental collections from U.S.
persons”—communications from someone other than the foreign
target, including not only his American correspondent but all the
contacts of both parties—are “destroyed and not used or dissemi-
nated,” he assured the judges. “There is no database that is taken
from incidental collections.” And who would determine which ma-
terial was used and which was not? The president, of course. “The
presumption is . . . the executive acts constitutionally,” he said.

That was exactly the opposite of what Zwillinger was arguing:
that the Fourth Amendment’s very reason for existing was that you
couldn’t presume “that the executive will always act in a constitu-
tional manner”—especially, he added, when he is “Invading [citi-
zens’] right to be secure in their own homes. . . . We cannot vest that
discretion in the executive branch.”

But while the court at least listened to the constitutional argu-
ment, it wasn’t buying it. In August, it upheld Walton’s decision. The
bar for domestic surveillance might once have been high, but that
was before 9/11, the Patriot Act, and the Protect America Act, and,
wrote Judge Selya, “that dog will not hunt” any longer. “The inter-
est in national security is of the highest order of magnitude,” he ex-
plained. So long as the “purpose involves some legitimate objective
beyond ordinary crime control,” he continued, there is a “foreign
intelligence exception to the Fourth Amendment’s warrant require-
ment.” Under this reasoning, the president’s authorization “at least
approaches a classic warrant” and thus preserves enough of the in-
tent of the Fourth Amendment to be considered constitutional.

As to the “parade of horribles trotted out by the petitioner” in
support of its claim that the president should not simply be trusted,
Selya wrote, “it has presented no evidence of any actual harm, any
egregious risk of error, or any broad potential for abuse in the cir-
cumstances of the instant case.” Indeed, Zwillinger’s argument
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amounted to “little more than a lament about the risk that govern-
ment officials will not operate in good faith.” There was no reason to
think that “placing discretion entirely in the hands of the Executive
Branch without prior judicial involvement” could lead to abuses. The
executive, he was certain, acted constitutionally.

It would be another five years before Americans—inchiding, pre-
sumably, Judge Selya and Solicitor General Garre—were alerted by
Edward Snowden to how misplaced their trust was and to just what
that discretion meant to a president who was at that very moment
assembling the database that Garre had assured the court simply
did not exist.

The day the FISCR ruling was handed down, Attorney General
Michael Mukasey came to the NSD himself to congratulate the
team. The decision was a big win, because the government could
now issue similar orders to Apple, Google, and Facebook, which,
having seen what happened to Yahoo!, would not put up any resis-
tance. It also solidified the government’s long-standing assertions
about the president’s wartime powers.

The Yahoo! case was not the only victory scored by advocates of
executive power in the summer of 2008. During the month between
the Providence hearing and the FISCR’s decision, Congress had been
debating the FISA Amendments Act, the more permanent version
of the Protect America Act, which had expired in February. This
time some Democrats fought the bill. Christopher Dodd (D-CT)
objected to a section that granted telecommunications companies
immunity from the lawsuits their customers were already filing in
response to the discovery that their phone companies were provid-
ing their call histories to the government. So long as the corpora-
tions could show that the president had assured them the spying was
legal, the FAA provided, the companies could not be sued; the act
thus protected the companies from liability while it also protected

the government from the kind of disclosures required in litigation.
For his part, Senator Russ Feingold (D-W1} was concerned that the
proposed law would threaten civil liberties, “Tt is possible to defend

THAT DOG WILL NOT HUNT 167

this country from terrorists while also protecting the rights and free-
doms that define our nation,” Feingold said. Most of his colleagues
did not agree, however. He and Dodd filibustered the bill, but only
long enough to delay its passage a few weeks.

When the FAA was signed into law on July 1o, it still incladed
the section protecting telecommunications companies from law-
suits. But of more concern to many was the part of the law known
as Section 702. That section made permanent the PAA’ lowered
bar for identifying targets, giving the artorney general and the direc-
tor of national intelligence authority to order surveillance of any-
one they thought was a foreigner in a foreign country. As long as
they weren’t “intentionally” targeting an American citizen at home
or abroad, or a noncitizen inside the United States, their requested
surveillance would qualify for the warrant exception built into the
original FISA legislation. They would have to notify the court of
the surveillance and submit a report explaining their reasoning,
But the report would be scaled, to be opened only in the case of a
challenge that occurred within thirty days of its submission to the
court—and if the court overturned the order, the surveillance could
continue for sixty days while the government appealed the decision.
And besides, since the only parties that would know of the order
(besides the attorney general, the director of national intelligence,
and the intelligence agents tasked with its enforcement) would be
the now-immunized telecommunications companies, challenges
would likely be few. (Indeed, until January 2014, no firm had chal-
lenged an order, and that company, whose name remains classified,
lost in court.)

The FAA not only codified what the government had been doing
all along—spying on American citizens, without warrants or other
restraint—but also added a particularly Orwellian twist, authoriz-
ing the spying even as it forbade it. The proposed law prohibited
the attorney general and the director of national intelligence from
intentionally targeting citizens. So if those officials, both members
of the execurive branch, claimed that they did not mean to gather
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intefligence about the citizen on the American end of an email, or if
they were mistaken in their belief that the target was a noncitizen,
still they had the data, and it could be assembled into the database
that, the new solicitor general, Gregory Garre, assured the review
court, the government was not building. And so long as the attorney
general and the director of national intelligence swore to the purity
of their intentions in a sealed affidavit that the FISA Court could not
read unless the order was challenged within a month (and consider
how difficult it would be for anyone to challenge what the attorney
peneral or the director of national intelligence said was inside their
heads), it would all, under the FAA, be perfectly legal.

Some legislators had noticed this. Congresswoman Jackie Speier
(D-CA), for example, took to the House floor to denounce the bill
in terms that would prove prescient. “The proposed FISA law pro-
tects no one other than the administration and those within it who
may use this new-found power to snoop and spy in areas where they
have no business looking,” she said. “The truth is, any American will
subject their phone and e-mail conversations to the broad govern-
ment surveillance web simply by calling a son or daughter study-
ing abroad, sending an e-mail to a foreign relative, even calling an
American company whose customer service center is located over-
seas.” The ACLU noticed, too. Within hours of Bush’s signing, it
had filed its complaint challenging the new picce of legislation. The
suit—which became known as Amnesty v. Clapper—alleged that
the FAA “allows the mass acquisition of U.S. citizens’ and residents’
international communications. In some circumstances, it allows
the warrantless acquisition of purely domestic communications as
well,” because some domestic emails or phone calls pass through
servers in foreign countries, at which point they can be considered
foreign. Because Amnesty International and other nongovernmental
organizations that joined the ACLU suit represent “people the U.S.
Government believes or believed to be associated with terrorist orga-
nizations,” they would have to assume their communications were
being intercepted and thus would have to meet with their clients in
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person or buy expensive encryption programs—burdens that could
chill their ability to do their work, regardless of what the president
and his men intended. The FAA, according to the complaint, “vio-
lates the First and Fourth Amendments to the U.S. Constitution,”
and by giving so much power to the executive branch, it also violated
“the principle of separation of powers.” The ACLU asked the South-
ern District of New York’s federal court to strike down the new law.

It was a bold request. For ACLU lawyer Jameel Jaffer, who would
argue the case, the concerns ratsed by the FAA went beyond the
obvious surveillance excesses and to the heart of the balance of
power problems that had developed in the name of national security.
As Jaffer explained to me, “The extent of executive power, and the
extent to which it was unsupervised,” was once again apparent in
“narrowing dramatically the authority of the courts to oversee how
that power was going to be used.” The FISA Court was now oversee-
ing general procedures rather than ruling on specific cases, just as
the courts had either been pushed aside or had reneged on oversight
of detention and interrogation issues. The suit would give the fed-
eral judges of the Southern District one more chance to reverse that
trend. Jaffer hoped that this time they’d take it.

ONE OTHER PROMINENT PUBLIC FIGURE registered his
dismay over the FAA. He was a senator from Illinois, and by July
2008 it appeared he would be the Democratic candidate for presi-
dent. In February, during the first attempt to replace the Protect
America Act, Barack Obama had come out against the new law. But
now, he said, he had become convinced that “given the legitimate
threats we face, providing effective intelligence collection tools with
appropriate safeguards is too important to delay.” He said he would
support the bill, but “with a firm pledge that as President, T will
carefully monitor the program” that had evolved from the Terrorist
Suveillance Program into what became known as the Section 702
program under the FAA.
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This wasn’t the only controversial policy Obama would have to
monitor after he took office in January 2009. He had to keep an eye
on Guantdnamo in the aftermath of the Boumediene decision, on the
lawyers and judges still struggling to sort out how to prosecute ter-
rorists who had been implicated by tortured witnesses and who had
sometimes been tortured themselves, and on all the other fallout of
the intelligence-first policies that had been pur into place after g/r1.
And as if that were not enough, the struggle Obama was inherit-
ing had entered a new phase, one that as a former law professor he
would have to have noticed: as the rogue policies came out of the
shadows, they were making their way into the very institutions in
which justice was sought and meted out, and on whose fairness and
devotion to the rule of law the society depends.

‘ PART III i

THE LONG GAME
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CHAPTER 14

Winning for Losing

"1 he courtroom on the twenty-first floor of the Daniel Parrick
Moynihan Federal Courthouse in lower Manhattan filled
up slowly the morning of October 12, 2010. All entrants, includ-
ing the defense attorneys, were required to pass through two metal
detectors—one in the lobby and another ar the doors to Judge Lewis
Kaplan’s courtroom. Once visitors were inside, seats were hard
to come by—in part because nearly half the seats available to the
public were reserved for family members of the 224 Africans and
Americans who had been killed in the bombings of the US embas-
sies in Tanzania and Kenya in 1998, Also in attendance were a num-
ber of the survivors, some of whom had been among the thousands
wounded in the attacks. For some of this audience, it was a second
trial: they’d also witnessed the convictions of four of the conspira-
tors in June 2001.
This time around the defendant was Ahmed Ghailani, one of
twenty-one individuals (including Osama bin Laden) indicted for
the bombings. Ghailani, who had been twenty-four in 1998 and even
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now still had the face of a teenager, stood accused of helping to pro-
cure the explosives for the Tanzania attack. Apprehended in 2004
along with twelve other suspected Al Qaeda members in a house in
the northwestern tribal areas of Pakistan, Ghailani had been tor-
tured at black sites, where he was held until being moved to Guan-
tAnamo two years later. A devastating act of violence, a defendant
renditioned, evidence obtained through torture: Ghailani presented
the ideal opportunity for Holder to demonstrate what he already felt
confident of—that despite these obstacles, the civilian courts could
successfully prosecute Guantinamo detainees accused of lethal at-
tacks on the United States.

Jury selection had been swift, with the judge often asking the jury
pool questions en masse rather than individually. The resulting jury,
which was kept anonymous, represented a range of professions,
ages, races, and socioeconomic levels. The jurors were instructed
to prepare for a five-month trial—through Thanksgiving, Christ-
mas, even Valentine’s Day. Their first glimpse of the defendant
came when he was brought into the courtroom by a US marshal and
flanked by his four attorneys. Wearing a powder blue sweater, he
was standing quietly with his back to the observers when a woman
at the front of the gallery, just behind the wooden rail, called his
name. “Ahmed,” she said. “Ahmed, it’s me, Dr. Porterfield.” Kath-
erine Porterfield was a clinical psychologist who had evaluated
Ghailani at the request of his defense team. The defendant turned
and gave her a wide smile. The woman approached, along with a
pair of uniformed soldiers. The four exchanged hellos and hugs and
stood together until che judge appeared and called the court into
$ession.

The moment passed quickly, but the jury had seen something
that could not have made the prosecution happy: that the defen-
dant was human, not a monster, and that people—the lawyers who
had represented him before the military commission at Guanta-
namo, his civilian lawyers now preparing their case, and the psy-
chologist working with them—cared for him, and that he returned
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their affection. The potential perils of a trial by jury, at least for tl
prosecution, were already in evidence.

THE GHAILANT TRIAL WAS NOT the only terrorism prosec
tion that was making its way through federal court in 2010. N
jibullah Zazi, an Afghan American living in Aurora, Colorado, hz
been under FBI surveillance since shortly after his return in Januay
2009 from a four-month stay in Pakistan, where he had trained wit
Al Qaeda. Agents following him and listening in on his phone cal
learned that he had bought various explosive agents and was plar
ning, along with others, to detonate suicide bombs on the New Yor
City subway. On September 8 he drove a rented car to New York. O
the FBI’s request, local police stopped him at the George Washing
ton Bridge for what they described as a random drug search. Afte
they found no contraband in the car (it later turned out that explc
sives were hidden in a suitcase in the trunk), Zazi was let go. Bu
the search—combined with a phone call that a New York iman
had made to Zazi, alerting him to the fact that the authorities wer
watching—spooked him, and he returned to Colorado without carry
ing out the plot.

He was arrested on September 19, and in January 2010 he pleade:
guilty to conspiracy and providing material support to a terrorist or
ganization. As the Ghailani trial got under way, Zazi was awaitin
sentencing in the Metropolitan Detention Center in Brooklyn, jus
a few miles from the Moynihan building. His two coconspirators
their arrests based in part on Zazi’s statements to the FBI, were
being held without bail pending a trial. Three more men, including
the imam and Zazi’s father, were also charged with crimes relatec
to the foiled subway plot.

The month after Zazi’s arrest in Colorado, Chicago authorities
indicted David Headley, an American conspirator in the 2008 ter-
rorist bombing in Mumbai and in threats against the Danish news-
paper that had published cartoons of Muhammad. Born Daood
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Sayed Gilani, Headley was a former DEA informant who had been
arrested on drug charges and who had begun involving himself
with Lashkar-e-Taiba—a Pakistani terrorist group affiliated with
Al Qaeda—in 2000, when the DEA sent him to Pakistan on an
undercover operation to bust heroin traffickers. In 2002 he trained
in a Lashkar camp in Pakistan. In 2005 he adopted his mother’s
Western-sounding name, and in early 2006 he began working with
Pakistani intelligence. He was finally arrested at O’Hare Interna-
tional Airport in October 2009 while on his way back to Pakistan.
He pleaded guilty in March 2010 and, like Zazi, was in prison await-
ing sentencing at the time of the Ghailani trial.

On Christmas Day 2009, Nigerian-born Umar Farouk Abdul-
mutallab was apprehended after he atrempted to set off a bomb in
an airplane as it approached the Detroit airport. Abdulmutallab had
boarded the plane in Amsterdam with the device sewn into his un-
derpants. When he ignited it, it did not explode. The fire was quickly
extinguished, and Abdulmutallab, who soon became known as the
underwear bomber, was subdued by passengers. He was arraigned
on federal charges while still in his hospital bed and was in prison
awaiting trial as the Ghailani trial got under way.

And in May 2010 the Customs and Border Patrol arrested Faisal
Shahzad aboard a Dubai-bound plane at JFK International Airport
after he had left a car packed with propane and poised to explode in
Times Square. Shahzad was a thirty-year-old Pakistani immigrant
who had been naturalized as a US citizen in April 2009. He quit
his job as a financial analyst in June 2009 and traveled to Pakistan
regularly. In July 2009 he went to Peshawar, where his parents lived,
and from there traveled to a terrorist training camp in Waziristan.
He had returned from his most recent trip to Pakistan in February
2010. Weeks later he bought an SUV with cash and assembled the
car bomb. Shahzad pleaded guilty to all ten charges against him. Just
the week before the Ghailani trial started, he was sent to the Super-
max prison in Florence, Colorado, for the rest of his life.

These cases were a powerful vindication for Holder’s contention
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that the civilian courts were the proper venue for terrorism cases.
They demonstrated that terrorists could be charged, convicted, and
sentenced for their crimes. But they did not settle the question of
what would happen when defense lawyers began to challenge re-
mote testimony or hearsay or evidence obtained through illegal
wiretaps or torture, or when a prosecution’s case depended on classi-
fied information—all problems that the military commissions were
able to sidestep. So the Ghailani case would give Holder’s Depart-
ment of Justice its first real opportunity to showcase its abilities to
bring terrorists—even those being held at Guantanamo—to justice
in accordance with the principles and guarantees of the Constitu-
tion. In short, much was riding on the Ghailani trial.

A year before the trial began, and three weeks after the passage
of the new Military Commissions Act, a confident Holder had taken
the podium in the briefing room of the Department of Justice. The
date was propitious: November 13, 2009, exactly eight years from

- the date President Bush had issued the military order giving the Pen-

tagon, rather than the Justice Department, oversight of detention
and trial for foreign detainees in the war on terror. Tt was a good
time to announce what Holder called the “toughest decision I’ve
had to make as Attorney General.” The five most important detain-
ees in US custody~—Khalid Shaikh Mohammed; Walid Bin Attash;
Ramzi bin al-Shibh; Ali Abdul Aziz Ali, a.k.a. Ammar al-Baluchi;
and Mustafa al-Hawsawi, all alleged 9/11 conspirators—were to be
tried in federal court in New York. All five of the men had been
held and tortured at black sites, but Holder was certain the civil-
ian courts could obtain convictions nonetheless. (In the same press
conference, he announced that five other suspects would be tried by
military commissions.)

Holder’s decision came after 2 summer and fall in which teams
of experts had assessed the viability of holding civilian terrorism tri-
als, taking into account the prospect of challenges made in court
over treatment while in detention, the possibility of coerced confes-

sions, the need to consult intelligence agencies about what evidence
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to produce, and the handling of “outrageous government conduct”
motions likely to emerge in response to harsh interrogation prac-
tices. Afrer they had reported their recommendations, and after he
had talked with some of the victims of the /11 attacks, Holder had
come to the conclusion that “the venue in which we are most likely
to obtain justice for the American people is in federal court.” The
trial would take place in New York, where, he said, “the Justice De-
partment has a long and a successful history of prosecuting terror-
ists for their crimes against our nation.”

Holder was confident that Ahmed Ghailani’s prosecution would
be a fitting dry run. Some of his confidence came from the particu-
lars of the Ghailani case. There had already been successful prose-
cutions for crimes related to the attacks that Ghailani stood accused
of perpetrating. The four men who had been convicred by a jury in
May zoo1 for their participation in the Al Qaeda conspiracy that let
to the embassy bombings had been sentenced to life without parole.
Some of the same witnesses were available to testify, and some of
the forensic evidence from the earlier case was relevant to Ghai-
lani’s, too. But the case also offered a new challenge: some of the evi-
dence against Ghailani had been obtained through torture and was
thus inadmissible; there was no way to determine how this would
affect the outcome. The team of prosecutors was led by Michael Far-
biarz, the head of the Counterterrorism and Narcotics Unit at the
Manhattan US attorney’s office. Parbiarz’s team included several
assistant US attorneys who had worked with the Obama task force
reviewing evidence against Guantanamo prisoners. They were thus
familiar with the evidentiary problems created by detainee treat-
ment and could hopefully overcome those hurdles.

The defense was led by Peter Quijano, who cut a distinctive figure
with his shock of white wavy hair, his ostrich boots and designer
thiree-piece suits, and his penchant for dramatic gestures and phras-
ing. At his side was an associate, Anna Sideris, younger and quieter,
who remained close by Ghailani throughout the trial. Quijano also
brought on board Michael Bachrach, a criminal defense attorney
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with a specialty in international law as well as experience trying a
death penalty case, and Steve Zissou, another prominent criminal
defense lawyer. Bachrach and Zissou had worked together success-
fully in the past to obtain life imprisonment instead of the death
penalty for defendants convicted of capital crimes. At the outset,
the defense team indicated its intention of making the fact of Ghai-
lani’s torture part of the proceedings, including the argument that
such treatment meant that the death penalty should be taken off
the table. (The government ultimately chose not to pursue the death
penalty, though the matter of torture remained an issue through the
early stages of the prosecution.)

Ghailani was initially reluctant to attend court. He claimed
that the cavity search required each day as he arrived and left the
courtroom triggered flashbacks to his torture at American hands.
He waived his right to be present at many pretrial hearings but
was forced to attend some, including one in which he watched
his defense attorneys argue for his right to boycott his own trial.
Dr. Katherine Porterfield, the woman Ghailani had greeted on the
first day of the trial, took the stand to testify, partially in a closed
courtroom due to classification issues, that Ghailani had developed
post-traumatic stress disorder as the result of being tortured by the
CIA; she explained that stimuli reminiscent of the original trauma
can overwhelm people with PTSD. After this hearing, however,
Ghailani changed his mind and decided to attend the courtroom ses-
sion. Porterfield later told me that his turnabout came when he real-
ized for the first time that his defense team was genuinely fighting
for him.

Judge Lewis Kaplan, whose specialty was the white-collar crime
that makes up much of the caseload in the Southern District of New
York, had never presided over a terrorism case. But from the out-
set of the proceedings, Kaplan, a judge with a scholarly mien and
a tendency to be professorial in the courtroom, showed himself un-
afraid, even eager, to confront the murkier aspects of the case, in-
cluding the subject of Ghailani’s treatment while in detention. That
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issue surfaced repeatedly, first with a defense motion to dismiss the
case because Ghailani had been denied his Sixth Amendment right
to a speedy trial. Kaplan denied the motion, on the grounds that
Ghailani’s extended detention “served compelling interests of na-
tional security.” The government’s decision to detain and question
him rather than bring him to trial had been “effective in obtaining
useful intelligence,” he wrote, adding that his defense had not been
impaired by the delay brought about by his time in interrogation.

But Ghailani’s treatment raised a much thornier problem. He
was the first federal court defendant (and, as of September 2015,
the last) who had indisputably been subjected to torture. Kaplan
did not avoid that term or the question it forced: Could a legitimate
trial could take place in cases where torture had played a role? The
issue was inescapable because the prosecution was planning to call
a witness from Tanzania, Hussein Abebe, who had, so the defense
claimed, been discovered only because of information provided by
Ghailani while undergoing torture at a CIA black site in Poland.

This was a confrontation that prosecutors and courts had been
avoiding for eight years. In 2002 a plea deal had allowed the gov-
ernment to skirt the issue of John Walker Lindh’s abuse while in
US custody. The trial judge in the 2005 case of Ahmed Omar Abu
Ali, the American citizen detained in Saudi Arabia and then tried in
Virginia, determined that he had not been tortured. Khalid Shaikh
Mohammed and Ramzi bin al-Shibh, both of whom were tortured,
had “testified” in the Moussaoui case only by way of summary state-
ments prepared by others, thus preventing defense lawyers from
raising questions about the treatment of witnesses and defendants
by the CIA and other government agencies. In both the Moussaoui
and the Padilla cases, allegations of abuse had been mostly ignored
and never discussed under oath. In the Ghailani case, prosecutors
detided early on not to use statements or confessions that he had
made while in CIA custody or when questioned, without having
been read his Miranda rights, at Guantdnamo.

But even if they could do without Ghailani’s own words, the
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lawyers needed Abebe. Kaplan held a hearing on Abebe’s status.
Over the course of three days, representatives from the CIA, the FBI,
and the Tanzanian national police testified. Occasionally the judge
asked the questions himself, sometimes incredulously.

“Here you are asking me to assume for the purposes of deciding
the motion that everything Ghailani said from the minute he arrives
in CIA custody to the minute he arrives at Guantanamo at least is
coerced?” he asked Farbiarz.

“Yes, Judge, yes,” replied the prosecutor.

Without any dispute over the facts, the hearing had a pinpoint
focus: Kaplan had to decide whether testimony linked to a state-
ment coerced through torture was tainted in the same way as the
statement itself. Perhaps this had been the government’s strategy
all along—to get a decision on the record about circumstances like
these, which might affect future cases.

If this was a trial balloon, however, it plummeted quickly. Three
weeks after the hearing, Kaplan ruled this pivotal testimony inad-
missible. “If the government is going to coerce a detainee to pro-
vide information to our intelligence agencies, it may not use that
evidence—or fruits of that evidence that are tied as closely related
to the coerced statements as Abebe’s testimony would be here—to
prosecute the detainee for a criminal offense.

“The Court has not reached this conclusion lightly,” Kaplan con-
tinued. “It is acutely aware of the perilous nature of the world in
which we live. But the Constitution is the rock upon which our na-
tion rests. We must follow it not only when it is convenient, but when
fear and danger beckon in a different direction. To do less would
diminish us and undermine the foundartion upon which we stand.”

By adhering to constitutional principles, Kaplan did not intend
to put an end to terrorism prosecutions. Indeed, by grappling with
the issue that judges in cases like Lindh’s and Moussacui’s had
not, Kaplan was able to suggest a way forward, for the Ghailani
case and any other in which torture was at issue. A trial’s eviden-

tiary trail would begin when law enforcement was involved and not
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before. Information gathered by the CIA would be inadmissible, but
the fruits of FBI interrogation were fair game. At least in Kaplan’s
courtroom, there would be a wall between intelligence and law en-
forcement. .

And even if the lack of evidence led to the unthmkab‘le—_an
acquittal—Kaplan pointed out that Ghailani’s “status as ar% enemy
combatant’ probably would permit his detention as‘ something akin
to a prisoner of war until hostilities between the United Statt.as and al
Qaeda and the Taliban end.” As high as the stakes of the tr?al v-vere,
they were in this way low: justice could be done the constltut'lonal
way and the integrity of Kaplan’s courtroom preserved, al.nd if t‘he
government didn’t like the outcome, it always had the optmln of in-
definite detention. It was a decision as cynical as it was heroic. Kap-
lan was defending the integrity of the Constitution and thc? comjt
system, while at the same time acknowledging a way o-ut. HIS. de(?:-
sion, whatever its other consequences, would not result in Ghailani’s

release.

THE GHAILANI TRIAL WAS MUCH more orderly than the
Moussaoui trial had been. Ghailani never tried to grandstan'd or
wrest control of the proceedings from his lawyers. He rem'amed
calm and composed throughout and never provoked the judge.
Given the case’s high profile, however, Kaplan did take some un-
usual security precautions. The jury was not only anonymous, as it
had been with Moussaoui; it was also transported by bus to a sec.ret
entrance to the courthouse. Over the course of the trial, routine
measures like metal detectors and a cell phone ban were augmented
with other prohibitions. Water bottles, for example, and even.tuaﬂy
The New York Times and other newspapers became forbidden items,
the former because they might contain explosives, the latter because
they might contain explosive headlines about the case that coul-d bfet
glimpsed by jurors, who were not supposed to know that Ghailani
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had been tortured or held at Guantinamo, or that he had worked as
Bin Laden’s cook and bodyguard.

Stripped of their star witness, prosecutors turned to the evidence
before them—the detonator for the bomb found in Ghailanj’s room,
the fragments of explosives among his belongings, and Ghailani’s
presence at the bomb-making site. Ghailani, they told the jury, had
been a part of the plot, had procured the truck and explosives know-
ing how they would be used, and had fled the country right after the
attack, in what they argued could only be understood as a sign of
guilt. They alluded to Bin Laden, to Al Qaeda, and to the attacks
of 9/11 at every opportunity, The defense didn’t dispute the evidence,
but it argued that the government had the context all wrong. In
“Ahmed’s world,” Quijano told the jury, brokering deals to buy a
truck and some gas cylinders and receiving a commission in return,
as Ghailani had done, was just business as usual in Kariakoo, the
bustling market section of Dar es Salaam where Ghailani had alleg-
edly arranged the fateful deal. In such a place, “Why would anyone
question buying anything?” Quijano asked. “It’s not like vou’re buy-

ing a gun. You're buying commercial items in a commercial temple.”

The trial yielded at least one pleasant surprise, at least for the
jurors: it did not take anywhere near the five months Kaplan had
told them to expect. The judge kept the proceedings lean, pushing
the lawyers to be efficient in their questioning of the witnesses and
helping the pace along with his own questions when the testimony
seemed to drag, By November 9, only four weeks into the trial, both
sides had rested.

During their deliberations, the jury queried Kaplan about his “os-
trich instruction,” in which he had explained the legal concept of
“conscious avoidance,” informing the jury that consciously avoid-
ing knowledge is tantamount to having it~so that if, say, you are
asked to buy a truck and some gas cylinders for people you have rea-
son to believe are planning a terrorist attack, then legally speaking,
you know what they are up to even if you don’t ask and they don’t
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tell. They sent him pointed legal questions whose sophistication he
praised. They deadlocked long and hard enough for one juror to send
a note to Kaplan saying, “At this point am secure and I have come
to my conclusion but it doesn’t agreed with the rest of the juror. My
conclusion it not going to change. I feel am been attack for my con-
clusion. Therefore am asking you if there is any way I can be excuse
or exchange for an alternate juror.” But after five days, the jury sig-
naled that it had reached a verdict.

Within fifteen minutes of the announcement, the courtroom had
filled up with reporters, lawyers, and onlookers. At the back of the
room was David Raskin, the man expected to be the lead prosecutor
in the o/11 trial should it ever come to federal court. Raskin, his arms
folded, had been thinking about how to best empower the federal
courts in the post-9/11 era and had not only been part of the Mous-
saoui prosecution team but had worked with Matt Olsen on the task
force that was trying to ferret out those cases suitable for military
commissions and those for federal courts. Like most people in the
room, he had little reason to doubt what was coming—namely, a
conviction for Ghailani. Terrorism cases tried in the federal courts
had resulted in convictions at a rate bordering on 91 percent; for those
accused of activities resulting in someone’s death, the conviction
rate was I00 percent.

It was late in the day when the jury filed in, crossed the court-
room, which was lined by US marshals, and took their seats. Ghai-
lani was being tried on 285 charges, and the courtroom deputy could
ask about guilt or innocence on each individually. Kaplan warned
that no one could enter or leave the room once the proceedings
began. The sun was already setting.

Kaplan took a look at the charge sheet, on which the jury checks
off guilty or innocent for each charge. He took a second look and
passed the paper on to his deputy. “How do you find the defendant
on Count One?” the deputy asked the jury.

“Not guilty,” came the answer from the jury foreman.
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The courtroom was silent. In the hush, the clerk asked, “How do
you find the defendant on Count Two?”

“Not guilty.”

Suddenly, papers were rustling throughout the viewing gallery.
Confusion and disbelief appeared on the faces of the lawyers and the
marshals and the FBI agents and the reporters and the witnesses.

Count Three?

Not guilty.

Count Four?

Not guilty.

At the defense table, Quijano’s young associate, Anna Sideris,
placed her arm over the shoulder of the defendant, who was stand-
ing to hear the verdict, dressed again in his blue sweater and tie.

David Raskin stood in surprised silence at the back of the room.
Count Five?

Guilty.

Reporters and lawyers scanned their notes. What was Count
Five again? A whisper went through the crowd. The New York Times
reporter, Ben Weiser, often the first to know the details of a case,
passed the news down the line: conspiring to destroy US property
and buildings—to many ears, the least harmful-sounding of the ac-
cusations against the defendant. It seemed possible that the jury had
bought the defense’s story and believed that Ghailani had neither
known nor consciously avoided knowing what his customers had in
mind for the items he bought. Raskin felt relief—he had put years
of work into terrorism trials, including the early stages of this one.

The clerk then asked for one decision for counts € to 285, in-
cluding the 224 counts for those whose deaths were caused by the
bombings.

Not guilty.

The stunned courtroom sat still. How was it possible that a jury
sitting just a few blocks from the World Trade Center site, having
heard testimony about a crime for which people had already been
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convicted—in the summer before g/ti—and in a country where
rwo-bit terrorists were convicted as a matter of course and murder-
ing terrorists always were: How was it possible that a jury in such a
case could vote for acquirtal on 284 out of 285 counts?

The prosecution’s prediction that the case was nearly impossible
to try successfully without Abebe’s testimony might have been cor-
rect. Or maybe it was the sudden discovery of the detonator only
after Ghailani’s room had originally been searched that swayed the
jury. Or perhaps Quijano had effectively convinced the jury that
Ghailani was only a “kid from Kariakoo” trying to make a buck
and unaware of what his customers were up to, Or a young 1nnocent
trying to please older men whose motives he had no reason to know.
Or possibly the jury, despite Kaplan’s careful instruction, just didn’t
accept the concept of conscious avoidance. The jury members’ rea-
soning remained mysterious. They went home without explaining
themselves.

What was clear was that the civilian courts, the ones guided by
the Constitution and all its guarantees, had done exactly what they
were supposed to do: heard evidence and argument, turned the ques-
tion over to a jury, which deliberated with serious concern for the
Jegal issues, and yielded a verdict reflecting that seriousness. “This
case should put to rest any unfounded fears that our federal justice
system cannot conduct fair, safe, and effective trials in terrorism
cases,” said the ACLU’s Hina Shamsi. “We should be proud of a sys-
tem that isn’t set up to simply rubberstamp the government’s case.”

Two months later, when he sentenced Ghailani to life in prison
without parole, Kaplan defended the system against 2 different fear:
chat it was too lenient. In his sentencing remarks, he tried to counter
the notion that the court had gone easy on a terrible man because he
had been tortured. “Whatever Mr. Ghailani suffered at the hands
sfthe CIA and others in our government,” he said, “and however
unpleasant the conditions of his confinement, the impact on him
pales in comparison to the suffering and the horror that he and his
confederates caused. For every hour of pain and discomfort that he
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suffered, he caused a thousand-fold more pain and suffering to en-
tirely innocent people.”

Still, Kaplan had done what no judge had yet been willing to
do in the war on terror: confront torture as a legal issue in court
proceedings. A trial in US federal court could not admit evidence
elicited through torture. But the trial could vake place. Kaplan had
surmounted the hurdles that supporters of the military commissions
had worried about. So, too, had he stood up for the criminal jus-
tice system and its judges. Unlike the judges in countless cases since
/11, he did not defer to the government’s claims that national secu-
rity required changes to the rules of evidence, or to the procedures
for handling classified materials. Instead, he had overseen an effi-
cient, evidence-based trial without compromising the Constitution
and due process, even at the risk of jeopardizing the government’s
victory. His rulings stood alone in the annals of justice after 9/1r1.

But the criminal justice system had succeeded in part by acquit-
ting Ghailani, an accused terrorist, on the vast majority of counts.
This did not bode well for an administration that wished to put tor-
ture in the rearview mirror—here was a case that showed that the
issue would not simply disappear. The prosecution had clearly been
hobbled by Kaplan’s ruling, and the result—a meager single convic-
tion on a crime against property~—was little better than an outright
acquittal, at least from the perspective of politicians and pundits re-
sponsive to a public still smarting from the attacks nearly a decade
earlier. In this respect, the court’s victory was also a defeat, for it
gave ammunition to those who believed that the civilian courtroom
might not be the proper venue for a nation to seek its vengeance.

Those politicians and pundits did not lose any time using that am-
munition. “This is a tragic wake-up call to the Obama administra-
tion to immediately abandon its ill-advised plan to try Guantanamo
terrorists .. . in federal civilian courts,” and, as such, demanded an
immediate end to federal prosecutions of Guantinamo detainees,
including Khalid Shaikh Mohammed, Congressman Peter King
(R-NY) said in a statement issued the day after the verdict. King’s
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colleague Pete Hoekstra (R-MI) agreed. “We must treat them as
wartime enemies and try them in military commissions,” he argued.
“This case was supposed to be the easy one, and the Obama admin-
istration failed” And Liz Cheney, chair of Keep America Safe, added
her voice, which sounded a lot like her father’s, to the chorus: “We
urge the president: End this reckless experiment, Reverse course.
Use the military commissions at Guantanamo. . .. And, above all,
accept the fact that we are at war.” Whatever headway Holder had
intended to make via the Ghailani trial, his plan had faltered.

CHAPTER 15

Losing Ground

. ric Holder’s November 2009 announcement that the govern-
#... ment would try Khalid Shaikh Mohammed (KSM) in New York
City had sparked an immediate outcry from business and community

leaders in lower Manhattan, who worried that the trial would be
too disruptive, or even too dangerous, to hold in their neighborhood.
They were joined in opposition by their representatives in New York’s
legislature and then, at the end of January 2010, by Mayor Michael
Bloomberg, who had initially backed Holder. Within hours, both of
New York’s senators had withdrawn their support, and the next day
the White House announced that the Moynihan courthouse would
not be the venue for the trial.

If he was abandoning the plan of holding the trial in Manhat-
tan, Holder was still determined to try KSM and the four other 9/11
conspirators in civilian court. Yet as he scouted for other possible
venues, Congress was debating the National Defense Authorization
Act (NDA A), the massive bill it passes every year to {und the armed
services. Inserted into its 609 pages were three paragraphs designed
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CHAPTER 18

The Ever-Elusive
Pendulum Swing

% n September 25, 2014, President Obama announced the res-

ignation of Attorney General Eric Holder, pending the confir-
mation of his yet-to-be-named replacement. Both men gave the kind
of anodyne speeches expected at such events. The president lauded
Holder’s accomplishments in his nearly six years in office. Each
made warm reference to the other’s family, expressed gratitude for
his hard work, and offered best wishes for the future. Holder just
barely brushed against the problem that had dogged him from his
first day in office: the ongoing failure to bring the 9/11 conspirators
to justice. “We have kept faith with our belief in the power of the
greatest judicial system the world has ever known to fairly and ef-
fectively adjudicate any cases that are brought before it,” he said,
“including those that involve the security of the nation that we both
love so dearly.”

A year earlier, however, he had been less reticent about the gap
between his belief in that power and his ability to exercise it. It was
the fourth anniversary of the announcement of his ill-fated decision
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to try Khalid Shaikh Mohammed and his codefendants in civilian
court, and a reporter asked Holder to comment on the occasion. “1
was right,” Holder said. “I think that the facts and events that oc-
curred since that date demonstrate that.” Politicians, with their dire
warnings of $200 million trials and disruptions in lower Manhattan,
had prevented him from going forward with a case he was sure he
could win. Tt was, Holder said, an “example of what happens when
politics gets into matters that ought to simply be decided by law-
yers and by national security experts.” Had they been left in charge,
he declared, “the defendants would be on death row as we speak.”
Whether his confidence was justified, Holder’s negative view of
the military commissions was indisputable. While five defendants
had pleaded guilty during the Obama years, not a single trial had
been brought to completion since he had taken office. In fact, no
trial had even begun. Questions about hearsay and evidence elicited
through torture, obscured by the fog of war, or otherwise tainted
by activity of intelligence agents continued to dog attempts to move
heyond pretrial maneuvering, sometimes in unexpected ways. The
FBI was caught trying to turn a defense security officer into an in-
formant. Ramzi bin al-Shibh complained to his judge that the inter-
preter he’d been assigned “was working at the black site” where he’d
been held, so he was reluctant to trust him. And in perhaps the most
bizarre twist, a white-noise generator used at the judge’s discretion
to mask argument that might include classified material mysteriously
turned on during one of the countless pretrial hearings for the 9/11
conspirators, leaving spectators unable to hear. The judge in the case
was rankled when he discovered that the CIA, which was monitor-
ing the proceedings, had installed its own switch, which it could flip
on if agents thought testimony was straying into dangerous territory.
If progress was slow to the point of being imperceptible, an Oc-
tober 2012 decision by the DC Circuit Court threatened to bring it
entirely to a standstill. The ruling came in the case of Salim Ham-
dan, the same detainee whose case had led the Supreme Court to in-
validate the military commissions in 2006. Congress had responded
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to this decision with a new Military Commissions Act, and Ham-
dan had been the first defendant tried under the new law. He was
convicted on the charge of providing material support to terrorism,
sentenced to five and a half years, and upon completing the sentence
in 2008 had been returned o Yemen. But his lawyers continued to
challenge his conviction even after his release. Only war crimes
could come before a military commission, they argued, and mate-
rial support hadn’t been a war crime until the 2006 MCA had made
it one. Since Hamdan’s support for Al Qaeda had come long before
2006, he had committed the wrong kind of crime for a military tri-
bunal to charge or try him for, and thus, they argued, his conviction
should be overturned.

The DC Circuit Court had not proved a friendly venue for Guan-
tanamo prisoners, commonly rejecting habeas appeals, but it agreed
with Hamdan and threw out his conviction. Immediately, other de-
fense attorneys began to file motions to overturn the material support
convictions of their Guantdnamo clients. So, too, did they begin to
challenge the conspiracy charge. Michel Paradis, the lawyer for one
defendant, Ali al Bahlul, alleged to be an Al Qaeda public relations
director, argued successfully that the conspiracy for which his client
had been convicted had also not been a war crime when he committed
it. By the summer of 2015, four of the eight convictions had been over-
turned. The military commissions were not only failing to make for-
ward progress; they appeared to be on the verge of moving backward.

IN THE FEDERAL COURT SYSTEM, however, momentum
seemed to be gathering. In March 2014 Bin Laden’s son-in-law Su-
laiman Abu Ghaith had been convicted in the Southern District
of New York on charges of conspiracy and material support and
sentenced to life in prison. Two months later, after a long extradi-
tion battle, Mostafa Kamel Mostafa, also known as Abu Hamza
al-Masri, was tried, convicted of terrorism charges, and sentenced
to life without parole.
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'These were legacy cases, long-delayed trials for crimes related to
9/11. But more recent cases were also coming into the crimina.l ?'us-
tice system under the direction of the National Security Division,
now headed by John Carlin. Carlin was one of an emerging group
of professionals working at the intersection of law enforcement, na-
tional security, and intelligence. He was a protégé of his predecessor
at the NSD, Lisa Monaco, who was now directing countertersor-
ism efforts at the White House, and his roommate at Harvard Law
School had been Rajesh De, now the general counsel of the NSA.

Under Carlin’s leadership, the new cases, long in the works, pro-

ceeded with little drama and much efficiency but with Washington
in more control of cases than in pre-9/11 times. The three men who
had plotted to explode bombs in the New York subway were already
serving their prison sentences. And two foreigners captured over-
seas and tied to terrorist groups, who in the past might have been
brought to Guantanamo, had instead been taken into civilian cus-
tody. Ahmed Abdulkadir Warsame, a Somali national accused of
being a military commander for the terrorist group Al Shabab, Wa‘s
captured by Americans en route from Yemen to Somalia in Aprlll
2011. Over objections from members of Congress, he was given his
Miranda warning and indicted by a grand jury, and in December he
pleaded guilty in the Southern District of New York. His plea agree-
ment was sealed but was widely reported to have included a promise
of cooperation with authorities. To date, there has been no public
notice of any sentencing. Ahmed Abu Khartala, a Libyan member
of the terrorist group Ansar al-Shariah, was captured by US Spe-
cial Forces in June 2014 and indicted in October 2014 in the DC
District Court. As of November 2015, he was awaiting trial at the
Alexandria Detention Center.

Civilian authorities had arrested and prosecuted both men for
criminal actions, but that didn’t mean the military and intelligence
agencies lost their opportunity to question them. Prior to enter-
ing the custody of law enforcement officials, Warsame and Khat-
tala were questioned by the High-Value Interrogation Team (HIG),
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formed at the recommendation of a task force appointed by Obama
to examine policies about treatment of captives. The interrogation,
carried out aboard US naval vessels, was extensive; in Warsame’s
case, it lasted for two months, in Khattala’s two weeks. Once the
intelligence team was finished with them, the prisoners were read
their rights, then questioned anew by the FBI, which turned over the
results to the grand jury that then indicted the men.

The men were not held indefinitely, they were not tortured, and
the intelligence and criminal interrogations remained separate. At
least in this case, old-fashioned justice seemed to be working even
in an age of terror, just as it did when the United States took into
custody a twenty-nine-year-old US citizen, Mohanad Mahmoud Al
Farekh. His niame had once been on the “kill list,” but in the last
days of his tenure at the DOJ, according to Mark Mazzetti and Eric
Schmitt of The New York Times, Holder and other Justice Depart-
ment lawyers had persuaded the president to capture and try him
rather than kill him by drone strike. In May 2015 material support
charges were filed against Al Farekh in federal court in Brooklyn; as
of September 2015, he awaits a trial date.

No crime has demonstrated the ability of the federal courts to
handle terrorism cases as convincingly as the one committed by
Dzhokhar and Tamerfan Tsarnaev, American citizens who in April
2013 set off bombs at the finish line of the Boston Marathon, kill-
ing three people and wounding 264 more, many of them grievously.
Tamerlan was killed in the manhunt that followed, but Dzhokhar
was captured and taken into custody. He was held in federal prison,
tried, and sentenced to death just two years after he committed his
crime. Neither abuse in custody nor illegal interrogation practices nor
undisclosed surveillance techniques had hampered the trial. Pros-
ecutors, defense attorneys, the jury, and the judge were able to stay
focused on the facts of the case and the applicable laws. The brisk
efficiency of the Tsarnaev trial stood out mostly for its contrast wich

the horror of the crimes—and for its vindication of the criminal jus-

tice system as a venue for terrorism trials. Even as the prosecution
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of Mohammed and his codefendants remained stuck in the mili-
tary commissions labyrinth, the worst terrorist attack in the United

States since 9/i1 was prosecuted in civilian court and went off with-

- out a hitch,

ALTHOUGH THE OBAMA ADMINISTRATION TENTATIVELY
turned toward the courts to handle terrorism cases, it continued some
of the rogue policies of the past. Notably, the White House abandoned
its early pledge to restore transparency to the conduct of the war on
terror. It did release documents related to Bush-era torture, but its
own policies often remained shrouded, and it made great efforts to
keep them that way. FOIA requests, such as those filed by the ACLU
for information on surveillance and targeted killings, were routinely
denied, and the photos of torture that the ACLU had sought for years
had still not been released. Moreover, leakers were ferreted out and
punished without hesitation. Between 2010 and 2015, seven people
were indicted for leaking government secrets, six of whom were tried,
convicted, and sentenced in civilian courts—to terms as long as three
and a half years. Edward Snowden is the seventh. An eighth leaker—
army private Chelsea Manning-—was convicted by court-martial and
sentenced to thirty-five years in military prison.

Prior to 2010, there had been only three such convictions in the
nation’s history. One, a 1984 conviction of a naval intelligence civil-
ian analyst who had provided classified information to the press,
resulted in a twenty-four-month sentence that was overturned years
later by President Clinton. Another, a leaker convicted during the
Bush years, led to a sentence of ten months at a halfway house and
community service. In perhaps the most high-profile such case, the
prosecution of Daniel Ellsberg for releasing the Pentagon Papers,
the-charges had been dropped. In this respect, Obama once again

 seemed unashamed of his excesses.
 But the president did not have full control over the release of in-
formation about the war on terror. At the end of 2014, the Senate
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Select Committee on Intelligence released the results of a five-year
investigation into the enhanced interrogation program. Neither the
White House nor the CIA was keen on releasing the report; they
had held it up for eight months and insisted on redactions that in
some places made the public version (a six-hundred-page executive
summary of a six-thousand-page report) nearly unintelligible. It
also spawned ferocious battles between the committee—especially
its chair, Dianne Feinstein—and the CIA, with each side lodging
charges of spying and theft against the other.

When it finally came out, in December 2014, the report was un-
stinting in its depiction of the CIA’ practices. From Senator Fein-
stein’s introductory remark that “it is my personal conclusion that,
under any common meaning of the term, CIA detainees were tor-
tured” in the CIA’s “enhanced interrogation” program to its con-
clusion that the program “was not an effective means of acquiring
intelligence or gaining cooperation from derainecs,” the report was
comprehensive and devastating. Issued as the Committee Study of the
Central Intelligence Agency’s Detention and Interrogation Program, it
rapidly became known as the Senate torture report. Based on mil-
lions of documents, including email exchanges that detailed the
role of various officials and government agencies in the program,
the report introduced terms like “rectal feeding” and “mock execu-
tion” to the American public. It provided details about the treat-
ment of specific detainees in CIA custody that had theretofore been
unknown, including a cable suggesting that whatever was inflicted
upon Abu Zubaydah, “we need to get reasonable assurances that
[he] will remain in isolation and incommunicado for the remain-
der of his life.” The report left no doubt that the CIA had system-
atically lied to both the president and Congress about its actions.
And it made clear that the Bush administration had told its own
lies, and spun its own version of the truth, in order to mislead the
American people about the depth and depravity of the program,
which had been “brutal and far worse” than the CIA had previously
admitted.
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The Senate torture report also left no doubt that whatever intelli-
gence torture might have produced could have been (and often was)
elicited in other ways and with much greater accuracy, since people
being tortured will often say whatever they think their interrogators
want to hear. Even the CIA knew this, although it was reluctant to
acknowledge or act on it. According to Senator Feinstein, “Some-
times, the CIA knew detainees were lying. Other times, the CIA
acted on false information, diverting resources and leading officers
or contractors to falsely believe they were acquiring unique or ac-
tionable intelligence and that its interrogations were working when
they were not.” But, at least according to the Senate torture report,
at all rimes the CIA acted to avoid oversight. The program it worked
so hard to preserve, the report concluded, had “damaged the United
States’ standing in the world” and was a “stain in our history that
must never be allowed to happen again.”

What the torture report failed to do was name names. Countries
that hosted black sites and individuals who participated in the tor-
ture were given pseudonyms in the full version, but the White House
and CIA balked at releasing the executive summary with those fic-
titious names intact. In the final version, the countries’ aliases are
preserved, but the torturers’ are redacted. The White House claimed
this was to prevent anyone from figuring out the real names of the
participants, but with all names blacked out, as Andrea Prasow of
Human Rights Watch put it, “You don’t know if the same person

who got memos saying this isn’t working later said everything’s fine,

. this guy’s talking and then decided to up the severity of the abuse.”

But it wasn’t just narrative coherence that suffered from the redac-
tions. As Josh Gerstein wrote in Politica, “the result is a report that
states what happened but defies many attempts to establish a chain
of responsibility.” Which might have been exactly the point: an ad-
ministration that had been from its first days eager to leave the past
behind, that had never sought to prosecute interrogators who tor-
tured prisoners or lawyers who tortured the law, wasn’t about to
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allow the release of a public document that might identify those who
could be held accountable.

FOUR MONTHS AFTER THE RELEASE of the Senate torture
report, another extensive document about government wrongdoing
came into public view, this one conducted inside the executive branch
rather than Congress. In April 2015 the Department of Justice made
public the Report on the President’s Surveillance Program, which had
been compiled by the inspectors general of five agencies, including
the CIA, the NSA, and the Department of Justice, A thirty-eight-
page version of the report, released in 2009, had already alerted citi-
zens to the existence of Stellar Wind and the surveillance programs
launched under it, and, of course, the Snowden disclosures had filled
in the details of domestic spying in the two years prior to the release
of the full report. But the full 407-page DOJ part of the report was
filled with new revelations, not the least of which was the conclusion
that the surveillance programs, like torcure, were largely ineffective
at preventing terrorist attacks. One FBI official, responding to NSA
complaints that they weren’t hearing enough about the results of
the information they were passing along, explained to the inspectors
that he was receiving “little feedback from field offices other than,
“You're sending us garbage.’”

The DOJ inspector general’s report, like the Senate report, also
detailed the efforts made to evade and subvert the law in order to
carry out the program. And it identified people in the government,
such as Jack Goldsmith and James Comey, who had noted the pro-
gram’s illegality and objected to it. But as the report detailed, much
of this dissent was squelched, sometimes openly, as James Baker had
discovered when he was still the head of the Office of Intelligence and
Policy Review. As he was reviewing a request for a FISA warrant, he
began to wonder if the information leading to the request had come
from a FISA-authorized wiretap, as it should have. The only way
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to answer his question was to let him in on the secret Stellar Wind
program and the John Yoo memo that had declared it legal. Baker
disagreed with Yoo’s reasoning and pressed the Justice Department
to inform the FISA Court of the program and the memo. Attorney
General Ashcroft not only refused; he forbade Baker, in writing, to
inform them himself.

According 1o the report, Baker made at least one other atrempt
to interfere with a process that he sensed was operating outside the
rules. He went to the Justice Department’s Professional Responsi-
bility Advisory Office (PRAO) to get an opinion on the ethics of the
situation. The head of PRAQ agreed with Baker that it was his duty
to inform the FISA Court about Stellar Wind, that indeed he should
not sign the pending FISA application unless the FISA Court knew
the whole story. At the White House, Addington declared that Baker
should be “fired for insubordination,” ordered Baker off the job,
and directed his fellow Justice Department lawyer Daniel Levin to
sign the application and present it to the FISA Court judge. Levin
complied, but not before Baker called the judge to tell him what
was going on. The judge approved the application anyway. Baker
remained head of the OIPR, but eventually his department and
its portfolio disappeared into the newly formed National Security
Division. Baker might or might not have intended to speak over the
inspectors general’s heads and to history. Either way, their report
surely vindicated him. It is impossible to read the report and not
conclude that the surveillance programs skirted the law and dam-
aged the relationship between citizens and their government—and

for no discernible benefit.

NEITHER THE SENATE’S TORTURE REPORT nor the in-
spectors general’s report on Stellar Wind called for prosecution or
other sanctions. Most of those who designed and implemented the
policies continue to thrive in their professional lives. But the reports
did shift the momentum within the institutions of government,
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especially in the courts, where the legacy of the expansive security
state was bound to have an impact. It has been left to organizations
like the ACILU and the Center for Constitutional Rights (CCR) to
seck accountability—if in no other way than to make sure that in-
formation illegally obtained or withheld cannot be used to convict
terrorists.

But in early 2014 it was a federal prosecutor, and not lawyers
from the ACLU or CCR, who informed the Eastern District of New
York court of government misconduct “that has changed the land-
scape” of a terrorism case. As Loretta Lynch, who a year later would
be appointed attorney general, told Judge John Gleeson, the govern-
ment’s charges against Albanian architect Agron Hasbajrami, who
had pleaded guilty to one count of material support in April zo12,
had depended in part on information acquired through surveillance
authorized by Section 702 of the FISA Amendments Act—a fact of
which Hasbajrami hadn’t been informed until two years after his
guilty plea. Hasbajrami’s was one of the cases that were being re-
visited in the wake of Verrilli’s discovery that defendants who were
discovered via 702 intercepts had not actually been informed of
that fact.

Here was an opportunity for the ACLU to make the government
pay a price for violating its own laws. And Hasbajrami seemed de-
termined to seek the maximum redress. He didn’t want only to chal-
lenge the use of the 702 materials. He wanted to withdraw his plea
and start all over again with the prospect, in his mind, of a dismissal
or even an acquittal. His lawyers advised against this. When he an-
nounced the sentence in 2012, Judge Gleeson had complained bit-
terly. “If I were the prosecutor, I wouldn’t have given you this deal,”
he said, making it clear that he would have preferred to mete out a
more severe punishment than the fifteen years he'd given Hasbaj-
rami. And as Hasbajrami’s lawyers pointed out to him, the original
charges carried potential sentences totaling sixty years.

Still, their client wanted to take the gamble. The ACLU was fol-
lowing the case with interest. It had long wanted an opportunity to
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challenge the constitutionality of the surveillance laws in court. It
had come close in its case against the NSA, receiving standing in
the district court, only to have it overturned by the circuit court.
“We were looking for any door or window” into the Fourth Amend-
ment questions, Ben Wizner once told me, and the Hasbajrami case
seemed to provide one.

Hasbajrami already had a crack team of defense lawyers, all ex-
perienced at terrorism cases, and ambitious enough to want to argue
any Supreme Court case that might result from the retrial. But the
ACLU had the expertise on the Fourth Amendment issue. It entered
the case with an amicus brief and a promise that its lawyers would
participate in arguing the constitutional question in court.

That question came up almost immediately. Gleeson granted
Hasbajrami’s plea withdrawal motion in October, noting that the
failure of the prosecution to notify the defendant of the source of
the evidence against him had resulted in “the overwhelming—and
false—impression that no FA A-obtained information figured in the
government’s case.” In January 2015 he heard arguments about
the Section 702 evidence. Hasbajrami’s lawyers wanted the evi-
dence excluded on the grounds that it was not collected in accor-
dance with 702, and even if it had been collected in accordance with
Section 702, it still was not lawful because Section 702 authorized
surveillance “without a determination of probable cause,” without
“any particularity regarding the place, time, person or thing that
can be searched,” and with minimal FISA Court oversight, and was
therefore unconstitutional. So the evidence was “the fruit of the poi-
sonous tree,” said lead lawyer Michael Bachrach. Also, like evidence
derived from torture, he argued, it should be considered the prod-
uct of “outrageous government conduct” and thus ruled ineligible
~as evidence.

At the end of his argument, Bachrach drew on the film American
Sniper, which had just opened, for a striking metaphor about the true
nature of Section 702: “Instead of using a sniper’s rifle, [the FAA]
uses a machine gun. Instead of using a scope, it puts on 2 blindfold.
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And instead of targeting foreign persons abroad, it turns around
with the machine gun and just sprays across at anything it can hic
on U.S. soil. That is not constitutional, Your Honor.” Even if he’d
seen the movie, Gleeson was not persuaded. He denied the defense’s
motion secking suppression of the 702 materials. He gave no reason
for his ruling, promising a written opinion—which, as of November
2015, he still had not presented. But when Hasbajrami ultimacely de-
cided to plead guilty again, Gleeson consented and added one year to
the sentence. Both parties agreed that the appeal would be limited
to the issue of the 702 materials and the sentence itself.

The Hasbajrami appeal wasn’t the ACLU’s only active chal-
lenge to the FAA, In March 2015 it filed a complaint on behalf of
the Wikimedia Foundation. The subject was new—UPSTREAM,
a program exposed by Snowden that intercepts text-based commu-
nications while in transit. The argument was by now familiar: FAA-
authorized mass surveillance—which allows the NSA to read the
content as well as gather the metadata of communications of any
conversation involving a foreign address (or just a switch or server
in a foreign country), even those with an American participant—
would chill expression, in this case, the debates for which the foun-
dation’s flagship project, Wikipedia, was famous and on which it
thrived. It thus violated the First and Fourth Amendments.

As that case began its journey through the courts, another ACLU
case reached a crucial milepost. On May 7, 2015, the Second Cir-
cuit Court of Appeals announced its decision in ACLU v, Clapper,
the case built on the organization’s relationship with Verizon. The
decision was a borbshell, one that marked a turning point in the
fourteen-year conflict between security and justice. In an opinion
written by Judge Gerard Lynch, it ruled that the bulk collection of
telephone records exceeded the intent of Congress when it enacted
Section 215 of the Patriot Act—in other words, the program was
illegal.

At issue, in particular, was the government’s definition of the
term relevance. As Lynch explained, the creation of “a vast trove
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of records . .. to be held in reserve in a data bank, to be searched if
and when at some hypothetical future time the records might be-
come relevant,” relied on a definition of relevant bounded by neither
“the facts of the investigation or by a finite time limitation.” That
definition only works if “there is only one enormous ‘anti-terrorism’
investigation, and that any records that might ever be of use in de-
veloping any aspect of that investigation are relevant to the overall
counterterrorism effort.” And surely if Congress intended to make
the “momentous deciston” to define relevance in a way that would
result in “an unprecedented contraction of the privacy expectations
of all Americans,” Lynch wrote, “we would expect such a momen-
tous decision to be preceded by substantial debate and expressed in
unmistakable language.”

But Congress had held no such debate and had written no such
language into the law; indeed, as Lynch pointed out, even though
the data collection had been going on since at lest 2006, most rep-
resentatives and senators didn’t even know about it at the time they
passed the Patriot Act, so they couldn’t have debated, let alone
“ratified a program of which {they]| were not aware.” Congress had
meant to authorize the collection of specific data related to specific
investigations; the NSA had clearly exceeded its authority.

The circuit court judges did not rule on the Fourth Amendment
question; under the doctrine of constitutional avoidance, once it
finds a violation of the law, a court is not supposed to go on to
address larger constitutional issues. But Section 215 surely raised
Fourth Amendment questions. Because “the seriousness of the con-
stitutional concerns ... has some bearing on what we hold today,
and on the consequences of that holding,” Lynch did not shy away
from those concerns—or from suggesting a way to resolve them.
“Congress is better positioned than the courts to understand and
balance the intricacies and competing concerns involved in protect-
ing our national security,” he wrote, “and to pass judgment on the
value of the telephone metadata program.” Such a judgment “would
carry weight” with the courts, and so, Lynch suggested, Congress
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should take up the question directly and decide just how far the ex-
pectation of privacy should be contracted in the fight against terror.

Congress, as Lynch noted, would have the opportunity to do that
very soon. The Patriot Act was set to expire in just a few wecks, and
there was already a replacement bill pending, the USA Freedom Act
(like the Patriot Act, a bulky acronym, standing for “Uniting and
Strengthening America by Fulfilling Rights and Ending Eavesdrop-
ping, Dragnet-collection and Online Monitoring Act”). Perhaps
Congress would vote to explicitly allow a program like the one under
discussion, at which point “there will be time to address appellants’
constitutional issues.” Or perhaps it would vote to end dragnet col-
lection. Either way, with the decision so close at hand, the appeals
court was not going to grant an injunction against metadata collec-
tion but, rather, would leave that ruling to the district court, which
would have a different legal landscape in which to make its decision.

In the meantime, the monitoring of every phone call, every day,
indefinitely would continue at least for a few weeks. But on June 1
the Patriot Act would expire, and unless Congress voted to extend
or replace it, metadata collection would end. Throughout May, Jus-
tice Department officials, including James Comey and the recently
confirmed Loretta Lynch, urged lawmakers to find a way to extend
the program, lest the government suffer “a serious lapse in our abil-
ity to protect the American people.” But members of Congress also
heard from another voice within the DOJ: the FBI’s inspector gen-
eral, who had been investigating Section 215 surveillance. The report
reiterated the conclusions that the President’s Review Board and
the PCLOB had each made more than a year earlier. According to the
FBI IG’s report, issued in May 2015, FBI officials had been “unable
to identify any major case developments thart resulted from use of
the records obtained through use of Section 215 orders.” Informa-
tion obtained through 215 surveillance had been useful to corrobo-
rate facts and discover new leads, but not to develop existing leads
or prevent attacks.

By the end of May, it was clear that Congress was prepared to
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let the Patriot Act’s Section 215 die by passing the Freedom Act,
which it did on June 2. The new law put an end to the bulk collection
of metadata collection, at least by the government. Telecommuni-
cations companies would still have to hold on to data for eighteen
months, which the Federal Communications Commission already
required, and the government would need to get an individualized
warrant to search that data. Information about citizens’ calling and
emailing and browsing would still be amassed, but by corporations,
which could use it to annoy them with advertisements, in contrast
to the government, which could arrest them. The Freedom Act also
enacted other reforms, notably that the FISA Court would have to
publish its significant decisions and that a “special advocate” would
participate in FISA Court proceedings, representing (without their
knowing it, of course) the proposed targets of surveillance.

'The ACLU opposed the new law on the grounds that it did not
force investigators to be specific enough about their targets, and it
asked for an injunction against a short-term continuation of the Sec-
tion 215 program that Congress had allowed. But still, the outcome,
first in the courts and then in Congress, was encouraging. It had
taken persistence, the slow turning of public opinion, the work of
Congress in its oversight capacity, and the actions of one renegade
NSA contractor, but after fourteen years of battling, and mostly los-
ing, the organization standing for the country’s allegiance to the
constitution could finally claim a victory.

It was possible that the tide was turning, that the wave of fear
that had swamped civil liberties was finally beginning to recede.

EPILOGUE

" hether the momentum will continue, whether the artempt to

preserve America will also preserve Americans’ values and

their rights under the Constitution, remains to be seen. As Barack
Obama’s presidency draws to a close, the flames of the counter-
terrorism frenzy that were ignited fifteen years ago have begun to
die down. Neither civil liberties nor the rule of law was consumed.
Instead, what lie in the ashes are the most egregious violations of
them: torture, mass surveillance, indefinite detention, extrajudicial
trials, and indiscriminate drone killings, all of which, after bruising
battles, have been reined in, if not abolished.

This might not have been the case had the handful of officials who
first objected to these policies at the end of George Bush’s first term
not worked hard and tried, quictly and without fanfare, to change
them. Nor would it have happened if the Obama administration had
not been determined to return to the federal courts the jurisdiction
that military tribunals and secret law had taken away, and to com-

mission and make public reports, like the inspectors general’s account
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