TMS

1. Definition: a word, name, symbol or device that identifies goods in commerce, which owners may use exclusively in commerce.

a. Purposes: to protect consumers from confusion & to protect owner’s investments.

b. TM law is generally geographically fragmented—different people can use the same TM in different places. Internet is changing this. Difficult because different countries have different TM laws. 

· Search, which is expensive

2. To qualify for TM protection, a mark must be:

a. Distinctive

i. Inherently distinctive: arbitrary (APPLE for computers), fanciful (EXXON) (not a real word), or suggestive (THE MONEY STORE; EVERREADY) (best something in the world)

ii. Acquired distinctiveness: becomes distinct in the market

iii. Cannot protect generic terms (APPLE for apples), even if they were once distinctive (ASPIRIN) (“generecide”);

iv. See fear of Xerox, Google, Kleenex, Teflon – you can diversify your services or goods – you have to go against what you invested in.  

v. Start-up companies: you have to (i) make a good-faith search – but problem of non-registered marks and (ii) find a an arbitrary name

b. Used in Commerce

c. Affixed or otherwise associated with goods or services

d. Signify the source or origin of the goods and services with which it is associated.

3. Registration. 

a. Application

i. Use-based

ii. Intent-to-use – TM Revision Act 1988

b. Statutory bars

i. Immoral, deceptive or scandalous

ii. Insignia of the US

iii. Name portrait or signature of a living person w/o consent

iv. Word, name or other designation which is confusingly similar

v. Descriptive

vi. Generic or functional items

c. Exception to the statutory bar – Section 1052(f). Surnames who acquired secondary meaning 

d. Opposition

e. Advantages of registration

f. Geographic segmentation apple computers apple banks. Things can  coexist geographically

g. Register 

i. Principal 

ii. Supplemental

4. Passing off [see also reverse passing off Dastar case]. What is bad about passing off? In competition law we say that free-for-all of market

a. Goodwill / reputation is a monetizable asset

b. Free-for-all market is not always good for non-economic reasons: see trade secrecy.

5. Remedies

a. Disclaimer

b. Sucks sites cannot be closed up because they do not create confusion

6. Traditional TM infringement: Senior user of a mark sues that junior user of a mark claiming consumer confusion, either about the source/origin of the products or the affiliation/sponsorship between the two companies. TM does not need to be registered to merit protection. Likelihood of confusion test considers (Polaroid test):

a. Strength of TM
b. Similarity of marks

c. Similarity of goods 

d. Channels of trade 

e. Sophistication of consumers 

f. Actual confusion 

g. Wrongful intent 

h. Whether the challenged use is within the senior user’s zone of natural expansion

See Beebe (TM scholar at Cordozo) who says that the most important thing is bad faith: “An empirical analysis of the multifactor tests for TM infringement”

7. TM Dilution: The diminished capacity of a famous mark to distinguish goods or services regardless of (1) competition or (2) likelihood of confusion, mistake, or deception.

a. Blurring: use of a famous mark highly associated with a particular product on something else (unrelated product). Association between mark and goods is blurred. E.g. Kodak motorcycles.

b. Tarnishment: The association between an owner’s mark an the goods is tarnished by a good that hurts its reputation. E.g. anything and porn.

c. 1995 Anti-Dilution Act: 15 U.S.C. §1125. Entitles an owner of a famous mark to injunctive relief against a commercial use that begins after the mark becomes famous (famous?) and if that use dilutes the mark. Test considers 8 factors:

i. Level of distinctiveness

ii. Duration of use

iii. Amount of Advertising

iv. Geographic scope of use

v. Channels of Trade

vi. Degree of recognition of the marks

vii. Use of same or similar marks by third parties

viii. Whether the mark was registered

d. Cyber squatting 

8. Defenses: 
a. Fair use:
i. Traditional fair use: can use someone else’s TM to describe one’s own goods.
ii. Nominative fair use. Use of someone’s TM to describe their goods.
iii. You can use someone else’s mark in comparative advertising/promotion, noncommercial use of a mark, news/reporting/commentary.
b. Test for fair use (NKOTB case):
i. Is the product in question readily identifiable without using Δ’s TMs?
ii. Did the Δ use more of Π’s marks than necessary?
iii. Did the Δ’s use of the TMs suggest employment or affiliation with Π?
Traditional TM Infringement in the Internet Context

1. Continued use of Traditional Interpretation: 

a. Online company cannot use a competitor’s TMed terms in its website to capitalize on the strength of the competitor’s marks when it is marketing to the same customers as the competitor 

Playboy v. Tel-a-talk (1998) 

Collection of photos & link to the real Playboy - Injunction for likelihood of confusion

Δ uses terms like Playboy and Bunny on it’s website, which might confuse consumers and lead them to think that Δ is affiliated with Π. 

b. Company cannot use a competitor’s TMs in its metatags so that they lead a consumer to believe that he has found the competitor’s website when in fact he has found the first company’s page (Niton v. RMD, one lead detector company copies the other’s metatags). 

c. If the parties do not compete with one another & one party has a notice disclaiming affiliation with the other, no infringement (Albert v. Spencer, Aisle Say). 

2. Internet Related Changes: 

a. In the internet context, must also consider whether the Δ uses the internet for commercial purposes (Brookfield v. West Coast, Δ used Π’s TM MovieBuff in its URL). 

b. No longer has to consider the similarity of the goods.  Only two prongs of Polaroid test are particularly important: similarity of marks and simultaneous use (Planned Parenthood v. Bucci, S.D.N.Y., plannedparenthood.com is actually anti-abortion; Goto.com v. Disney, 9th Cir., Δ used a stoplight sign similar to Π’s)
c. Over the internet, relevant market and choice of consumers is blurred. As regards competition policy, does this mean that we have to give competitors stronger property rights on the internet?

3. Initial Interest Confusion: 

a. Permits a finding of a likelihood of confusion even if there is only a bit of confusion if consumer decides to purchase the goods not from the company he initially looked for but rather from the company he ended up with 
Brookfield v. West Coast, (9th Cir., 1999) [9th Cir. is TM friendly because TM companies live there] USE OF TM IN META-TAGS
Bottom line: consumers intending to get to Π’s site but got to Δ’s first because of Δ’s use of the domain name and metatags might be diverted to use Δ’s product instead of Π’s 

Facts:

Video rental store 1. launches website at “moviebuff.com” and 2. uses “moviebuff” in metatags

High-end entertainment publisher has senior TM rights in “moviebuff”

Held:

Parties have some competitive proximity. Some searchers might accept Δ’s database instead of continuing to seek П’s

1. Using standard multi-factor test, court concludes the domain name infringes

2. West Coast used “moviebuff” in metatags [=hidden portions of web page] Initial interest confusion ( BILLBOARD ANALOGY: metatags created initial interest confusion. Misappropriation of search engine traffic because of goodwill association. But West Coast can say “Why pay for MovieBuff when you can get the same thing here for FREE?”

Playboy v. Netscape (9th Cir., 2004) USE OF TM AS ENGINE KEYWORDS TO SELL “BANNER ADS”
Facts

Keying: linking of internet advertisements to pre-identified terms / Banner ads: advertisements appearing on search results pages / Click rates: ration btw # of time searchers click on banner ads and # of times the banner ads are shown, used by D to convince advertisers to renew keyword Ks. 

Netscape sells keywords (keyed to PEI) to advertisers in association with Netscape's search engine. 

Held:

The decision is an extension of Brookfield’s initial confusion doctrine beyond URLs and meta-tags to search engine keywords. 

9th Cir. analyzes the eight Sleekcraft [Polaroid] factors
, giving considerable weight to (i) actual confusion (expert study demonstrating that internet users believe that banner ads are sponsored by PEI) & (ii) intent to confuse (failure to label the banner ads & to remove terms playboy or playmate from list of keywords)

Notes:

Contributory initial interest confusion. They sue a third party, not a direct competitor.

BERZON Concurring:

Brookfield principle is too broad. “There is a big difference between hijacking a customer to another website by making the customer think he or she is visiting the TM holder’s website [like in this case, where banner ads are not labeled] and just distracting a potential customer with another choice, when it is clear that it a choice”. Billboard analogy is correct. “But there was no similar misdirection in Brookfield”. 

GEICO v. Google (2004) USE(?) OF TM AS ENGINE KEYWORDS TO SELL “SPONSORED LINKS”
Facts:

GEICO is claiming TM infringement, alleging that the search engine operators violate TM rights by allowing other insurance companies to advertise to consumers who display an interest in obtaining information relating in some way to GEICO by using the registered TM “GEICO” as a search term. 

Issue:

Whether a search engine’s use of a TM term as an advertising keyword constitutes a “use” of the term within the scope of the TM owner’s rights under the Lanham Act: YES and this use in advertising could falsely identify a business relationship or licensing agreement btw Google and GEICO. 

Trial J. Brinkema in Dec 2004 held that no showing of likelihood of confusion of Google users for sponsoring links and no determination whether Google itself – as opposed to advertisers – was liable for infringement 

Promatek (7th Cir., 2002) Initial interest confusion even where the company services the products by the competitors and identified by the TM.

b. But, most cases require that the companies be directly competing. If two parties are not competing, there can be no interest confusion

Bihari v. Gross, bad interior designer, Δ’s use of Π’s TM in his metatags OK because he was not competing with her, she has no website.

4. Contextual Prop-Up Advertising
1-800 v. WhenU (2nd Cir., 2005, p. 104)

Facts:

-800 Contacts, Inc. (1-800) alleged that WhenU aprovider of online advertising in the form of “pop-up ads”, infringed its TM rights under Section 43 of the Lanham Act.

Held:

No use because: 

(1) at no time did WhenU display 1-800’s TM in the text of its ads; 

(2) WhenU only included 1-800’s domain name (www.1800contacts.com) in its Directory, which is inaccessible to the public; and

(3) WhenU only included the domain name in its Directory because it functioned as a “public key” to the 1-800 Contacts’ website – not because it was similar to the TM 1-800CONTACTS. 

“A company’s internal utilization of a TM in a way that does not communicate it to the public is analogous to a individual’s private thoughts about a TM. Such conduct simply does not violate the Lanham Act…”
Notes:

In March 2004 Utah legislature enacted a law aimed in part at eliminating pop-up ads. This provision appears to prohibit entirely the advertising model WhenU and Claria employ. 

5. Federal TM Dilution: 

The Federal TM Dilution Act (FTDA), enacted on January 16, 1996, amended the TM Act of 1946 (Section 1125(c)) and created a federal remedy aimed to protect famous marks from dilution on a nationwide basis. In this Act Congress expressly defined the kind of relief available under the Act:

i. i. injunction and 

ii. ii. damages, in cases of willful intent to trade on the TM owner's reputation;

And outlined a non-exhaustive list of factors to be considered in determining whether the mark is famous. 

b. Fame does not require that a TM be a household name / nationally recognizable (Hasbro v. Internet Entertainment Group, Candyland mark is famous since 95% of mothers with small children know it, Δ cannot use mark as its porn site URL). 
Teletech v. Tele-Tech
Π’s mark is famous in a Niche market, Δ cannot use it as its URL

c. Selling (not registering) a domain name qualifies as a commercial use under the dilution act 

Intermatic v. Toeppen, (N.D.Ill. 1996) (disputed domain name - intermatic.com), Panavision v. Toeppen, (C.D.Cal. 1996) (disputed domain name -panavision.com), affirmed on appeal by 9th Cir. on April 17, 1998. 
· In both cases the Δ was accused of being a "cybersquatter", the one who registers many domain names corresponding to famous TMs with the goal to sell them later to the TM owners. In 1995 the Δ registered some well-known TMs as domain name, including deltaairlines.com, eddibauer.com, neiman-markus.com and the like. 
· The courts on both cases found "panavision" and "intermatic" TMs famous within the meaning of the FTDA and enjoined the Δ from using them as domain names. 
· Even though the Δ conducted no commercial activities associated with these domain names, the court in Panavision said that registering a domain name in order to resell it later amounts to use in commerce.

· Toeppen’s conduct varied from two standard theories of blurring and tarnishment: Toeppen’s conducts diminished the capacity of the marks to identify and distinguish goods and services on the Internet.
d. Requires significant use of a TM. Using TMed words for their non-TM value does not count as dilution 

Avery v. Sumpton (9th Cir., 1999, p. 119)

Δ used Π’s TMed words at .net domain names for email addresses, Δ use did not pertain to Π’s market, no dilution
Cybersquatters or entrepreneurs?

e. Conflict as to whether dilution covers famous marks that are not inherently distinctive (2nd Cir. in TCPIP v. Harr no /3rd Cir. yes).

f. Actual harm is required (see Moseley v.V. Secret. Catalogue SC 2003)
g. Commercial use (TMI v. Maxwell)
h. Protest sites
Bosley Medical Institute, Inc. v. Kremer (2005).

Facts: Δ Kremer was unhappy with the hair replacement services he received from П Bosley, and registered the domain name bosleymedical.com in 2000. In 2001, he developed a site at that address which was critical of Bosley's services, and included information about an investigation of Bosley that took place in 1996. The site linked to a "sister site," bosleymedicalviolations.com, which contained links to a newsgroup, which in turn linked to certain of Bosley's competitors. Kremer earned no revenue from the bosleymedical.com site. 

Bosley filed suit alleging TM infringement, dilution, and violations of the ACPA. 

Held: The registration by Δ of the domain name bosleymedical.com did not constitute infringement of П's BOSLEY MEDICAL TM. 

Ty Inc. v. Ruth Perryman (J. Posner, 7th Cir., 2002, p. 186)
П Ty Inc. ("Ty") is the manufacturer of a line of bean bag stuffed animals it markets under the TMs "Beanie Babies" and "Beanies." Δ Ruth Perryman operated a web site at the domain www.barginbeanies.com, which site is titled "Bargin Beanies." Eighty percent of the toys Perryman offers for sale at her site are used "Beanie Babies" manufactured by П. The remaining twenty percent of her products consist of competing children's toys manufactured by others, including "Planet Plush" and "Rothschild Bears." 
Δ's site contains a disclaimer that states that it is not affiliated with П. 

Claiming that Δ's activities constitute a violation of the Federal TM Dilution Act, П commenced suit. 

· The 7th Cir. found that П's "Beanie Baby" and "Beanies" marks were famous, and that Δ Perryman had used them in Interstate commerce, perquisites to a Federal Dilution claim. 
· Dilution: (1) blurring (2) tarnishment (3) free riding on / internalization of investment of the TM owner in the TM. 

· The court held, however, that Δ's actions constituted neither a blurring nor tarnishment of П's marks, nor any other actionable form of dilution. Federal dilution laws cannot be used to bar a reseller from using П's marks in the resale of П's used products.
· In reaching this conclusion, the court relied, in part, on the fact that Ty's marketing strategy included the creation of a secondary market in its products, in which market pent-up demand for products produced in limited supply would raise their prices. 

· Ty is seeking to police mark against becoming generic( the 7th Cir. prohibited Perryman from using the phrase "Other Beanies" to describe the products of competitors sold on her site. Such a description was "false advertising" and hence actionable. 

i. Confusing TM with property??

6. Fair Use: 

a. Traditional Fair Use:

Brookfield v. West Coast (9th Cir. 1999 p. 135)
West Coast not successful in its fair use defense b/c Moviebuff w/o space is not in English dictionaries 

Yes Movie Buff or Movie-buff, NO Moviebuff

Bihari v. Gross (2000, p. 136)
Gross successful: Fair use because Δ could not have described his website without using Π’s name.
West Coast Entertainment: Not fair use because Δ used Π’s TM to attract people for Π’s economic benefit. 

b. Fair Use Under Dilution Claims: 
i. Nominative use by definition does not dilute TMs and constitutes a fair use 
Playboy v. Welles (9th Cir. 2002, p. 139)
Δ used Π’s TM on her website to describe herself. Everything but wallpaper ok.
7. Genericity: 

a. TM holders cannot prevent internet search engines from linking advertisements to searches on particular terms that are words in the English language and not simply a TM, especially when others beside the Π have TMs involving a set of words (Playboy v. Netscape, Π cannot stop Δ from matching advertisers when users search the terms “playmate” or “playboy” because those terms do not refer exclusively to Π’s product).

i. Similar case in Lindows: question over whether Windows can be a TMed term or whether it is a generic term.

b. Ty case: Ty is seeking to police mark against becoming generic( the 7th Cir. prohibited Perryman from using the phrase "Other Beanies" to describe the products of competitors sold on her site. Such a description was "false advertising" and hence actionable. 
8. First Amendment Concerns:

Planned Parenthood v. Bucci (2nd Cir. 1998 p.155)
Δ cannot  use Π’s TM to sell anti-abortion books online
“Use of another entity’s mark is entitled to First Amendment protection when his use of that mark is part of a communicative message, not when it is used to identify the source of a product”

Name.Space v. Network Solutions (2nd Cir. 2000 p. 152)
gTLDs .Forpresident .formayor .microsoft.free.zone

Whether domain names constitute expressive speech: not in the specific case but they could be

Taubman v. Webfeats (6th Cir. 2003 p. 155)

Taubmansucks.com

1st Am. Protects critical commentary when there is no confusion as to source

TM & DOMAIN NAMES
1. Domain names are assigned on a first come first served basis. Now managed by the Internet Corporation for Assigned Names and Numbers (ICANN). Domain name becomes an internet company’s brand name—like Amazon.com.

a. Problems with when one person uses another’s TM as its domain name:

i. Increased search costs for consumers

ii. Consumer confusion

iii. Loss of potential customers to the companies that own the TMs

iv. Loss of efficiency

b. One company may not use another’s TM as its domain name for the purpose of expropriating the first company’s customers. The company that has the TM should not be forced to compete with others for the use of that mark on the internet. First come first served policy of registration process cannot be used to trump federal law. Courts use a likelihood of confusion test (Cardservice Inernational v. McGee, Δ used Π’s TM as its domain name to steal Π’s customers).

2. Anti Cybersquatting Consumer Protection Act (ACPA):

Infringement: Have use show USE IN COMMERCE (=COMPETITING PRODUCTS) (Bihari v. Gross) & LIKELYWOOD OF CONSUMER CONFUSION (traditional or attenuated version in case of initial interest confusion). 

Dilution: NO CONSUMER CONFUSION but USE IN COMMERCE (TMI v. Maxwell) & that the mark is FAMOUS. Created another type of dilution.  

ACPA claim: 
· NO COMMERCIAL USE is required!! In Bosley Medical  opionion, supra, the 9th  Cir. considered whether Kremer might have violated the ACPA even though the court had concluded he had not used Bosley Midcial’s TM commercially ( The ACPA makes it clear that “uses” is only one possible way to violate the Act (“registers, traffics in, or uses”) ( either CU & BF or just BF! 

· NO CONSUMER CONFUSION
· NO FAMOUS is required!! See TMI v. Maxwell
a. Creates liability for:

i. Bad faith registration of another’s TM or another living person’s name with intent to profit (either from the site or by selling it to that person). 

1. (Sproty’s Farm v. Sportsman’s Market, Π registered Δ’s TM in bad faith with intent to profit because Δ planned to enter into Π’s business).

2. Typosquatting: cannot register misspellings of a company’s TM with intent to profit from them

Electronics Boutique v. Zucarrini, Δ registered misspellings of Π’s websites, which gave consumers a mousetrap of popups
3. No bad faith if registrant had a reasonable belief that his use of the domain name was lawful. No bad faith if an author registers another’s name used in something he wrote.

4. Only the registrant or his licensee are liable. Registrars and users who link to the site are not. Liability of registrars and registries limited to certain narrow circumstances based on its “refusing to register, removing from registration, transferring, temporally disabling, or permanently canceling a domain name” only in case involving BAD FAITH. 

ii. Registering a name confusingly similar to a TM.

1. Changes standard from Holiday Inn (not liable for using a commonly misdialed number for Holiday Inn’s Reservation service) and the Lanham Act §32 and §43(a) Under ACPA, marks do not need to create a likelihood of confusion to distinctive marks at the time the domain name is registered. They need only be confusingly similar.

iii. No gripe sites

TMI Inc. v. Maxwell (5th Cir. 2004) 
1. ACPA claim: D’s operation of a non-commercial gripe site at a domain which varied from P’s mark solely by the subtraction of the letter “s” did not run afoul of the ACPA b/c D’s actions were not motivated by the requisite bad faith intent to profit from the use of the mark, but rather, by Δ's desire to inform the public about his dispute with П and the services it offered him.  The absence of such bad faith was fatal to П's ACPA claim.  
2. Dilution claim: П's Federal Dilution Act claim failed because Δ's use was not commercial.

iv. Remedies:

1. Provides for statutory damages and 
2. allows for the cancellation of a domain name.

v. Jurisdiction: Provides for in rem jurisdiction over domain names with absentee owners and those over whom federal courts cannot gain in personam jurisdiction once П has made a good faith effort to contact the owners. 8 days in not enough time to wait (Lucent v. Lucentsucks.com). Still must prove bad faith in in rem (Broadbridge).

3. Uniform Dispute Resolution Policy (UDRP):

a. adr under ICANN without discovery.

b. ICANN decision final if no action pending in court within 10 days of decision.

c. Cannot use UDRP for dilution and does not apply if use is in good faith.

d. To prevail under UDRP one must show 
Madonna v. Parisi, guy used www.madonna.com to sell porn:

i. 1. that the domain name is identical or confusingly similar
ii. 2. that domain name registrant has no legitimate interests in the domain name

iii. 3. that domain name registrant registered and used the domain name in bad faith.

e. UDRP proceedings are not binding on the courts but degree of deference that UDRP would receive is unclear (Weber-Stephen v. Armitage Hardware).

f. Licensee of TM owner does not have rights in the TM under UDRP (NBA Properties v. Adirondack Software).

g. UDRP also punishes those who passively hold a domain name in bad faith. Inaction=bad faith action (Telstra Corp v. Nuclear Marshmellows).

h. Reverse domain name hijacking: UDRP does not provide a remedy for this. ACPA does.

i. Relationship between US and UDRP proceedings

Barcelona (4th Cir., 2003, p. 269) 

Spanish citizen registers US TM of Barcelona and opens Barcelona.com.  City council goes after him through UDRP/WIPO

US Court ( we take precedence over UDRP

i. We have jurisdiction

ii. We are not going to give any deference to the WIPO procedures

iii. De novo review!!

Is this an unstable situation?

© INFRINGEMENT

1. Background: 

a. Refers to the rights of authors in published works. General requirements:

i. Work of authorship, including: Literary, musical, and dramatic works; pictorial, graphic, and sculptural works; movie and video; sound recordings; computer programs

ii. Original. Requires only minimal originality.

1. Does not protect facts, ideas, words and short phrases, functional elements

iii. Fixed in a tangible medium. Fixed does not mean final work. Drafts are also protected.

b. Exclusive rights of © holders:

i. Reproduce the works

ii. Prepare derivative works
iii. Distribute the works to the public

iv. Play and perform the works for the public

c. Forms of infringement:

i. Direct
1. П owns the ©
2. Δ exercises the rights without permission.

3. Strict liability—no knowledge requirement

ii. Contributory
1. Underlying infringement by another party
2. Contributing party knows about the infringement

3. Induces or materially contributes to the infringing activity

iii. Vicarious 
1. Underlying infringement by another party
2. Right and ability to control infringing activity

3. Vicarious infringer must receive direct benefit from the infringing.

2. When is material fixed in computers?

a. Material is fixed when it is copied into a computer’s RAM. “A work is ‘fixed’ in a tangible medium of expression when its embodiment in a  copy … is sufficiently permanent or stable to permit it to be perceived, reproduced, or otherwise communicated for a period of more than transitory duration” 

MAI Systems v. Peak Computers, found a repair company liable for © violation for using an operating system to check a computer it was fixing

· Part of the ruling here was overruled legislatively. While RAM is still considered a tangible medium, there is now an exception for fixing computers under the DMCA, Title III.

b. Any time a user calls up a website, he/she is making a copy in the computer’s RAM 
Intellectual Reserve v. Utah Lighthouse Ministry, Δs encouraged people to go to websites that infringed Π’s ©s once Δs took the infringing material off their website.

3. Direct infringement online
a. REPRODUCTION RIGHT

MAI Systems v. Peak Computers, found a repair company liable for © violation for using an operating system to check a computer it was fixing

b. DERIVATIVE WORK

Lewis Galoob v. Nintendo, the 9th Cir. Court of Appeals decided that the maker of a "Game Genie" program did not infringe Nintendo's derivative work right by selling a tool with which users could alter certain aspects of the play of Nintendo games. The court held that the Game Genie was not a derivative work because it did not incorporate a protected work or any part thereof in “a concrete or permanent form”. This ruling suggests that add-on programs will generally not infringe the derivative work right, but many questions remain about how far derivative work rights should extend in the digital environment.

( 9th Cir. (FN of Micro Star v. Formgen) uses the “Pink Screener analogy”

Micro Star v. Formgen, the 9th Cir. Court ruled that there was infringement because the derivative work at issue was recorded in permanent form. The court also ruled that there was infringement because Micro Star infringed Formgen's story by creating sequels to that story. The court also considered and rejected Micro Star's argument that it was protected by the fair use defense.

The MAP files, which were the only types of files on the Nuke It CD, do not contain any art images sounds itself, but simply refer the game engine to the "stock" images and sounds in the art library. Analogizing the MAP files to sheet music, the court determined that “an exact, down to the last detail, description of an audiovisual display counts as a permanent or concrete form,” which is what is required in order for something to be considered a derivative work. This was sufficient to form a basis for infringement.

( FN 4: the Nuke it MAP files can only be used with Duke. If another game could use the MAP files to tell the story, the MAP files would not incorporate the protected expression of Duke it b/c they would not e telling a Duke it story. 
Pop up Ads (p. 488, note 2)

3 district courts have rejected claims by website owners that pop-up ads are © infringement 

© owner’s argument that it’s a derivative work (i) Creating derivative work by putting something over original design; (ii) Changing how the screen looks

Arguments against: (i) You can get rid of it ( It’s ephemeral (ii) It’s a separate work

What if we accept idea of copies in computer MAI?

Wells Fargo cites Galoob: Alteration of how an individual’s screen display’s content is not a derivative work - Is this a good analogy

Legal realist tendency ( this is about allowing When-U to keep the market

c. PUBLIC PERFORMANCE RIGHTS – DIGITAL MUSIC 

	
	Reproduction Right
	Public Performance Right



	Musical Work (the sequence of notes and often words that a songwriter or composer creates)
	General exclusive right of © owner

Compulsory Mechanical License available for Digital Phonorecord  Deliveries
	General exclusive right of © owner

Blanket License available through ASCAP BMI & SESAC

	Sound Recording (fixation of sounds including a fixation of a performance of someone playing and singing a musical work)
	General exclusive right of © owner

NO Compulsory License available
	NO general exclusive right of © owner

Limited right to public performance by means of digital audio transmission

Noninteractive Transmission

Nonsubscription “Broadcast” Transmissions

Exempt from Exclusive right

- Compliant Subscription

Transmission

- Compliant Eligible

Nonubscription Transmission

Compulsory License Available

All other Noninteractive Transmissions

Exclusive Right of © Owner

Transmission By Interactive Service

Exclusive Right of © Owner




· Streaming Transmissions: they clearly constitute a digital transmission performance of both the sound recording transmitted & of any musical work embodied in tat sound recording.

· major © issue is whether RAM storage that occurs during streaming audio transmissions is a phonorecord: if yes, every streaming transmission would need to be authorized not only as a public performance but also as a reproduction of each of those works.
· Digital Reproduction of music

UMG v. MP3.Com (SDNY 2000, p. 556)
· The record industry accused MP3.com of infringement because it copied the contents of CDs, converted them to MP3 format, and placed them on its computer systems. The service was designed to compete with other websites, such as MyPlay.com, which allowed users to upload their own MP3 files onto the MyPlay website that the users could access at a later date from any location.  However, unlike MyPlay.com, MP3.com actually provided copies of the songs for its users to access from a library database MP3.com amassed without prior permission form the © owners. Users were required only to prove possession of a CD, which is not equivalent to ownership of the CD. Thus, it is estimated that a large number of users were able to borrow, or otherwise obtain, copies of CDs in order to satisfy MP3.com's ownership requirement. 
· MP3.com argued that its service was the functional equivalent of storing the users' CDs on MP3.com's servers, and that such activity was protected by the affirmative defense of "fair use."  The court disagreed and went on to state that by copying the Пs' CDs without permission onto its servers, MP3.com had plainly violated Section 106.  
· The court rejected MP3.com’s defense of "fair use," finding: (1) the company's actions were "commercial" and "non transformative" in character; (2) the material copied was highly creative and thus deserved strong © protection; (3) the entirety of the ©ed works in issue had been reproduced; and (4) MP3.com had invaded Пs' right to license the ©ed works to others. The court issued a preliminary injunction which stopped the continued operation of MP3.com’s site.

A&M Records v. Napster (9th  Cir., 2001, p. 565)
9th Cir. upheld the district court’s conclusion that Napster may be secondarily liable for the direct © infringement under two doctrines: contributory © infringement and vicarious © infringement. 
As to the contributory © infringement claim, the panel concluded that Napster knowingly encourages and assists its users to infringe the record companies’ ©s and Napster materially contributes to the infringing activity. 
As to the vicarious © infringement claim, the panel concluded that Napster has a direct financial interest in its users’ infringing activity and retains the ability to police its system for infringing activity. 
9th Cir. recognized that whether Napster may obtain shelter under the safe harbor provisions of the DMCA is an issue to be more fully developed at trial. 
9th Cir. agreed with the district court that the Audio Home Recording Act did not cover the downloading of these music files to computer hard drives.

AUDIO HOME RECORDING ACT of 1992, 17 U.S.C. § 1001 et seq

The central feature of the AHRA is a simple quid pro quo in response to the release into the consumer marketplace of digital audio tape (“DAT”) recorders: music industry receives (i) tech solution and (ii) stream of royalties payments, whereas manufacturers of recording devices are free to market them w/o threat of being sued as contributory infringers.

RIAA v. Diamond Mulimedia System (RIO) (9th Cir. 1999)
· The record industry attempted to sue the makers of the Rio MP3 player device because it allowed users to download music from their computers onto the player.  Making copies in order to render portable those files that already reside on a user’s hard drive was paradigmatic noncommercial personal use.  
· The time or space-shifting of ©ed materials exposed the material only to the original user. 
· Distinguishable from Napster which service for the purpose of downloading unauthorized copies of ©ed music and avoiding purchase costs. 

· Copying digital recordings from a CD to a computer for personal use falls within the purview of allowable copying and is not considered infringement.  Instead, as mentioned above, it permits users to shift the media held in one space (the CD) onto another (the MP3 file) on a computer.  This court found this process akin to taping a song from a record.

d. DISTRIBUTION & PUBLIC DISPLAY RIGHTS – Some courts have found that if a Δ supplies a product containing unauthorized copies of П’s pictures, he is guilty of © infringement. It doesn’t matter if the Δ didn’t make the copies himself since he provided the means by which the © was infringed 
Playboy v. Frena (M.D.Fla. 1993): one of Δ’s subscribers posted infringing copies of Π’s photos on Δ’s BBS, Δ guilty of infringement even though he did not know about the postings

Facts:

Frena ran website where users could upload pictures and share them.  People uploaded Playboy pictures.  Frena claimed he didn’t know, and he removed the pictures once notified.  He started monitoring the website

Users: (i) people who uploaded pictures infringe ( Made copies and transmitted them and (ii) Users who downloaded made copies

1. Did Frena create a reproduction? NO ( he didn’t. 

2. Did he do any distribution? He supplied a product containing unauthorized copies.  It doesn’t matter that he didn’t make the copies himself. Is this a mistaken way to look at things?

Public display rights? Yes. Transmission is public. His website was transmitting to others. Display precludes unauthorized transmission

Is this case really “public?” Public place Audience consisted in a number of persons outside normal circle of family and acquaintances NOTE that statute says “is gathered”

Much greater case for making Frena indirectly liable

Fair Use didn’t work in this case

PS: Downloading vs. photocopying.

· On the other hand, other courts have held that “storage on a Δ’s system of infringing copies and retransmission to other servers is not a direct infringement by the BBS operator of the exclusive right to reproduce the work where such copies are uploaded by an infringing user” 
Religious Technology Center v. Netcom¸ Δ did not cancel a subscriber’s account because one of its users infringed Π’s ©. Δ did nothing different than any of the other Usenet groups.

· Public policy justification: When the user is responsible for the infringement, it does not make sense to hold multiple parties responsible in such a way that would interfere with the functioning of the internet—if Δ was responsible, all Usenet groups internationally would also be liable.

· Capability for infringement is enough—don’t need actual infringement. Allowing users to view another’s images in the context of one’s website constitutes a display infringement whether or not people see the images when they are displayed for the public 
Kelly v. Arriba Software, Δ SEARCH ENGINE took images from Π’s site and presented them within its own site, infringing use.

Full size images: public display – no fair use (the court has withdrawn this section of its original decision b/c this question was not in controversy. Although the withdrawal cannot be cited as precedent, it does give the D a slim hope that he might make the case for fair use defense)
Thumbnails: they were much smaller, lower resolution images that served an entirely different function that Kelly’s origin images

4. Contributory Infringement:

a. (1) knowledge of the infringing activity & (2) substantial participation = When a Δ (1) knows of an infringing use & (2) “induces, causes, or materially contributes to the infringing conduct” of the primary user. If a service provider knows about infringing activity and does not do anything, it may be liable 
Religious Technology Center v. Netcom (1995) not doing anything about an infringing use enough to overcome summary judgment
b. Encouraging users to visit websites with infringing information by linking one’s own site and posting encouraging emails may constitute contributory infringement 
Intellectual Reserve v. Utah Lighthouse Ministry (D. Utah 1999, p.625).
A website posted infringing copies of a church's ©ed handbook at its site. The website was ordered to remove the handbook but subsequently provided links to other sites that contained infringing copies of the handbook. These links were different from traditional hyperlinks, because the website knew and encouraged the use of the links to obtain unauthorized copies. The linking activity constituted contributory © infringement. 
c. An operator contributes to infringement when he knows that there is infringing material on his server and doesn’t do anything about it. Cannot be liable because of the structure of his product alone—need some evidence of infringement 
A&M Records v. Napster, Δ knew of the © violations occurring using its services and didn’t do anything to stop them
· Different from Sony because infringement in that case is speculative. Technology is still not infringing by definition simply because it has unkosher uses—still can’t get rid of an entire technology.

5. Vicarious Infringement
a. (1) right and ability to control & (2) Direct financial benefit

b. Generally, courts find no vicarious liability when a service charges a fixed rate because profit is not based on what the user does with the service—does not gain anything from its user’s infringing activities 
Religious Technology Center v. Netcom, no vicarious infringement because Δ charged a uniform rate, did not profit from infringing uses
c. When a company gains subscribers because of their infringing conduct, the company profits as a result of that infringement and may be liable for vicarious infringement 
A&M Records v. Napster (9th Cir. 2001), Δ gained clients because of other client’s infringing activity and had the ability to police the service
6. Secondary Liability and Control Over Technology

Sony Corp. of America v. Universal City Studios, Inc. (SC, 1984, J. Stevens) USING BETAMAX TO TAPE TV, I.E. TIME-SHIFTING IS FAIR USE
· Analogy to patent law: to avoid liability, there must be substantial non-infringing use.  

· Only two factor analysis used: (1) Commercial character of activity & (2) Effect on market.  

· Court says viewers were invited to watch free of charge – noncommercial, private home use.  

· Universal’s harms claims (FF commercial, video rental) purely speculative.  

· Time-shifting enlarges TV audience, and extending public access to free TV is societal benefit.  Further, Sony not in a position to control use, nor did it encourage copying 

· Dissent: Where proposed work is unproductive, only need reasonable possibility of future harm.  Very original programming copied, and in its entirety!  Studios entitled to share benefits of new time-shifting market – consumer should not be given subsidy at author’s expense

MGM v. Grokster (SC, 2005, J. Souter) CONTRIBUTORY INFRINGEMENT AND NOT FAIR USE ( chilling effect on innovation 
· MAJORITY, J. Stanner: contributory infringement and NOT fair use.  P2P network was outside of Grokster’s control, and thus the court found no vicarious liability.  Grokster could shut down their doors and people would still being copying away – acting independently.

· This case is different from Sony, which dealt w/ a claim of liability based solely on distributing a product w/ alternative lawful and unlawful uses, w/ knowledge that some users would follow unlawful course

· CONCURRENT J. Ginzburg Need to revisit Sony and produce evidence 

· CONCURRENT J. Breyer (Stevens and O’Connor) (the person who wrote Sony, explains Sony). I dissent from Ginzburg b/c we need not to revisit Sony rule, which is (i) clear (ii) strongly tech protecting and (iii) forward looking

7. © & Common Internet Activities

Using deep links (-> ok), frames (-> not ok for d.c. of Cl), and in links (not ok for the 9th Cir.) on your site can make it appear more robust and provide a better user experience, but it may not please the affected website owners.

· “FRAMING” is the process of allowing a user to view the contents of one website while it is framed by information from another site, similar to the “picture-in-picture” feature offered on some televisions. Framing may trigger a dispute under © and TM law theories, because a framed site arguably alters the appearance of the content and creates the impression that its owner endorses or voluntarily chooses to associate with the framer. Issues involved in framing:

· Could be infringing on the right to display ©ed work by moving the web page and changing the way in which it is displayed.

· No copying claims here—displaying a website from its own code.

· Derivative claim not strong, either. Didn’t actually change the site.
TotalNEWS framed news content from media outlets such as CNN, USA Today, and Time. For example, the content of a CNN Web page appeared within a frame packed with advertising and information about TotalNEWS. 
· The lawsuit settled, and TotalNEWS agreed to stop framing and to only use text-only links. 
Two dental websites, Applied Anagramic, Inc. framed the content of a competing site. The frames included information about Applied Anagramic as well as its TM and links to all of its Web pages. A D.C. ruled that that the addition of the frame modified the appearance of the linked site and such modifications could, without authorization, amount to infringement. Futuredontics (C.D. CL 1997).

· Search Engines ( “INLINING” is the process of displaying a graphic file on one website that originates at another. For example, inlining occurs if a user at site A can, without leaving site A, view a "cartoon of the day" featured on site B. IMG links -- a special type of link -- can be used to display graphic files on one site that are stored on another.
Kelly v. Arriba Software (9th Cir. 2002).

An image search engine violated © law when it used inline links to reproduce full-size photographic images. Smaller inlined "thumbnail" reproductions were permitted, however, based on fair use principles. 
· Data Extraction and Aggregation – “DEEP LINKING” allows visitors to bypass information and advertisements at the home page and go directly to an internal page. As a result, linked-to sites can lose income, because their revenues are often tied to the number of viewers who pass through their home page. Some businesses also dislike the practice because it may mistakenly create the impression in a user's mind that the two linked sites endorse each other. There is no law prohibiting deep linking, and no U.S. court has prohibited the practice. 
Ticketmaster v. Microsoft  (Settlement, 1999, p. 520) Ticketmaster doesn’t want a link that by-passes their homepage because they lose advertising money.

· The case was eventually settled ( had to link to homepage

· There was copying since M. repeatedly viewed and this copied onto its own computer the ©ed contents of T.’s website 

· The © claim stemmed from public display

· Defense of factual information fails: your computer has to make copies to show you that stuff.  

In one case decided in March 2000, a federal court ruled that the use of deep links did not violate © law

Ticketmaster Corp. v. Tickets.Com (2000).

Tickets.com, an online ticket service, provided deep links to Ticketmaster pages to provide users with certain ticket purchases. 
· Copying claim: Copying is alleged by transferring the event pages to Ticket's own computer to facilitate extraction of the facts. However, this falls in the same category of taking historical facts from a work of reference and printing them in different expression. By a similar analogy, the hyperlink to the interior web page does not allege copying.  Therefore, hyperlinking does not itself involve a violation of the © Act since no copying is involved. The customer is automatically transferred to the particular genuine web page of the original author. There is no deception in what is happening. This is analogous to using a library’s card index to get reference to particular items, albeit faster and more efficiently. 

· Unfair competition claim: Tickets.com prefaced the link by stating “These tickets are sold by another ticketing company. Although we can't sell them to you, the link above will take you directly to the other company's web site where you can purchase them.” This disclaimer eliminated the claim of unfair competition as well, because there was no confusion as to the source of the ticket purchase. 

8. Fair Use Defense
a. Allows those who do not hold a particular © to use ©ed material for limited purposes, including: criticism, comment, news reporting, teaching, scholarship, or research.

i. Helps reconcile competing notions of ©: encouraging authorship while allowing the public to use the goods.

b. Factors to consider in fair use:

i. Purpose and character of use: 

1. Considers whether or not a particular work is transformative, that is if it “adds something new, with a further purpose or different character, altering the first [work] with new expression, meaning, or message” (Campbell) 
Kelly v. ArribaSoft, use is transformative because lowering picture resolution changes the purpose/use—can’t use low resolution images for artistic purposes.

2. Transmitting an identical product through a different medium is not transformative 
UMG v. MP3.com, space shifting not transformative because the product is the same, just in MP3 format
· Also, A&M v. Napster.

3. A commercial use weighs against finding fair use, although the factor is not dispositive 
Arriba Soft, even though use is commercial, fair use survives because the use is transformative). 
Napster A use may be commercial when:

· It’s anonymous (home recording act)

· Getting something for free when you’d have to pay.

· Don’t need evidence of direct economic benefit.

ii. Nature of ©ed work

1. When a work is close to the core of intended © protection,” this factor favors the П. Music is considered close to the core—requires creativity, incentive, etc (UMG, Napster). Art falls into this category (Arriba Soft).

iii. Amount /substantiality of what was taken

1. The more of a work a Δ uses, the more this factor favors the П (UMG, Napster copied entire songs).

2. Also must consider whether a secondary user used more of the work than necessary to complete his purpose (ArribaSoft).

iv. Effect on potential market for or value of ©ed work

1. The fact that an infringing use has a positive effect on the П’s market does not mitigate the infringing uses (UMG).

2. May still find a negative effect on a market even if П has yet to enter the market if it is a potential market (UMG, Napster).

3. Consumer demand for a particular infringing use does not make it ok (UMG, just because lots of people used the service didn’t get rid of negative factors).

4. “If the intended use is for commercial gain, that likelihood [of market harm] may be presumed” (Napster), especially if that use competes with the П’s use of his © (Arriba Soft).

5. If Δ’s use is commercial but transformative and does not compete with the © holder, then there is no effect on the market (ArribaSoft).

c. Recent courts (especially Napster) are shifting away from the Sony analysis—substantial non-infringing uses are no longer enough to save a product with substantial infringing uses.

9. © Misuse
a. Tied to anticompetitive issues: © grants a limited monopoly. It is a “misuse” to use the power this monopoly creates to extend inappropriately © owner’s monopoly rights.

b. Elements
i. Leveraging ©
ii. to obtain an exclusive right or limited monopoly

iii. that is contrary to public policy

c. Examples
i. Using © licensing to keep someone from producing other non-infringing works (Lasercomb).

ii. Using © licensing to prevent someone from producing other noninfringing products (Alcatel).

iii. Using © licensing to keep someone from buying competitor’s products (Practice Management).

d. Consequences
i. © unenforceable until misuse “purged.” Unclear if you can enforce © and get damages for the time in which you were misusing once you stop misusing.

e. Applicability
i. If any agreement embodying misuse is in force, with anyone, doctrine applies.

ii. “Misuse” need not rise to level of antitrust violation

iii. Unclear whether © holder must have “market power” to trigger misuse finding

10. DMCA: Safe Harbor for ISPs
The term Internet Service Provider (“ISP”), as defined by the Digital Millennium © Act (“DMCA”), includes virtually any online service. 

In Re Aimster © Litigation court noted that “[a] plain reading of both definitions reveals that ‘service provider’ is defined so broadly that we have trouble imagining the existence of an online service that would not fall under the definitions.” Thus, the safe harbors of § 512 are available to the majority of companies with Internet activities if they act consistently with the requirements of the DMCA.

These services are eligible for safe harbor protections under the DMCA when they fulfill certain enumerated requirements. 

These safe harbors provide a defense against infringement charges when the service provider 

(a) acts as a conduit for infringing material,

(b) caches infringing material,

(c) Safe Harbor for Storing Material at User’s Direction - stores infringing material at the direction of a user, or 

(d) Safe Harbor for Information Location Tools - provides access to infringing materials, often through a link or search reference. See Reserve, Inc. v. Utah Lighthouse Ministry
In order to qualify for the safe harbors and obtain protection from financial liability, the ISP must meet the eligibility requirements laid out in § 512(i). The ISP must 

(1) adopt a policy that provides termination of subscribers who are repeat infringers, 

(2) inform the subscribers regarding the policy, and 

(3) reasonably implement the policy. 

All three conditions must be met in order to qualify for the safe harbor protections; however, it is the third condition where ISPs often fall short.

Ellison v. Robertson (9th Cir. 2004)

America OnLine (“AOL”) was left outside of the safe harbors of the DMCA and rendered vulnerable to charges of © infringement. AOL made one small misstep. It changed an email address without message forwarding. This seemingly trivial mistake left it outside the safe harbor and exposed to huge liability. 

There, the infringer scanned an author’s works and posted them on a newsgroup. This led to the forwarding of these files to servers throughout the world, including some AOL servers. These servers stored the documents for a period of two weeks, during which time there were available to AOL subscribers. When Ellison, the author, learned that his © was being infringed, he notified AOL of the infringing activity according to the DMCA guidelines, thereby putting AOL on notice. AOL alleged it never received the notification and learned of the infringement only upon the receipt of Ellison’s complaint, at which time AOL promptly blocked subscriber access to the newsgroup containing the infringing material. Although the district court granted AOL’s motion for summary judgment, the Ninth Cir. reversed the district court’s application of the safe harbor limitations. The case was remanded because there were triable issues of material fact to determine whether AOL met the § 512(i) requirements. 

So, what was the small misstep? Although AOL had a policy in place against repeat infringers and informed its subscribers of the policy, there remained a question of whether AOL had “reasonably implemented” their policy as required by § 512(i). The evidence showed that the reason AOL did not receive the first email notification from Ellison was simply because it changed the address to which these notifications were to be sent. However, AOL did not forward messages sent to the old address or notify senders that the old address was inactive. Since the messages sent to the old account were not forwarded to the new account, they were simply lost “into a vacuum.”

The following are pointers for avoiding the errors which other ISPs have made:

· Review the company policy regularly and ensure that all measures are up-to-date and all information provided to third parties is current. 

· Avoid ambivalence regarding user identities or other self-placed obstacles in the way of effective policy enforcement. 

· Assure the policy and its enforcement send the message to users that they will likely loose access as a result of engaging in repeat infringement. 

· Document the steps taken to enforce a repeat infringer policy, including users whose accounts have been terminated and information showing the promptness of such termination.

DATABASE PROTECTION
Databases are only protected by © if their arrangement is original. The underlying facts of a database are not protected. “Sweat of the brow” protection no longer exists 
· XIX Century: Sweat of the brow doctrine – J. Story: example of maps

· 1889 TM Cases: originality is an absolute pre-requisite for © protection – Bleinsten: a very low quantum of originality is required

· When the SC embraced the originality doctrine, it did not reject the sweat of the brow doctrine and the lower courts for much of the last century found compilations of facts protectible either because they embodied the requisite degree of originality or b/c substantial labor was expanded 

Feist Publication v. Rural Telephone Service (SC, 1991)

· There is no © protection in facts and ideas.

· Compilations of facts are not ©able per se.

· Compilations of facts are only ©able if they are original works, i.e. they demonstrate a minimum level of creativity.
· © in a compilation does not extend to the facts it contains. Therefore, the © in factual compilations is thin (which standard for infringement then?)
I. Other options ( Sui generis protection.  Different propositions

a. Pre-emption problems ( Supremacy Clause, Federal law must govern

i. Direct conflict ( CA patent statute can’t be different

ii. Field Preemption ( Congress didn’t say anything that is directly on point, but they meant this to be an exclusively federal field

iii. Copyright §310 ( pre-emption statute says states can’t have their own copyright law

iv. Can you close the holes in tort law with other doctrines?
b. Trade Secrets

i. In order to be trade secret, you have to keep it secret 

ii. Stealing customer list would be actionable

iii. Can’t take action for stuff you expose on your website

c. Computer fraud/abuse (hacking)

d. Misappropriation may survive if draw narrowly

i. INS v. AP ( “hot news” exception was federal common law (pre-Erie doctrine); not formally surviving today

e. Tresspass to Chattels ( has an extra element, but the element seems to be somewhat mythological

f. K ( state law in U.S.
II. Database Protection in the EU

a. 15-year term for database ( Renewable if database keeps changing
b. (Broad) Definition ( collection arranged systematically or methodically with individual pieces accessible
III. US approach 
a. HR 354 (Collection of Information Antipiracy Act, CIAA) ( property rights; don’t think we could enact EU ( property rights
b. HR 1858 ( unfair competition, Much narrower model
i. Can’t duplicate something that belongs to competitor
ii. Has some exceptions
iii. FCC would take charge
iv. Not enforced against people who abuse rights 
c. Benkler

i. CIAA is unconstitutional (property right)
1. Everything that touches IP has to be under clause

2. Facts aren’t protectable

3. Looks too close to copyright

4. First amendment limitations

ii. HR 1858 is probably OK under commerce clause (and Benkler says probably would be OK)

1. NOT ownership right looking too much like copyright
TECHNOLOGICAL PROTECTION OF DIGITAL GOODS

DMCA

a. Title I: WIPO Treaties Implementation 

i. Public access
1. 1201(a) ( basic prohibition on access circumvention (“breaking into the castle”), as well as provision prohibiting trafficking that facilitates access circumvention.  
2. 1201(b) ( “additional violations” subsection ( those who facilitate conduct amounting to circumventing technological measures used by owner (Elcom)

a. Only trafficking is illegal; not personal use.  (Elcom)

b. DMCA doesn’t apply to prohibited use of work once in lawful possession (normal infringement)

c. But if you aid/abet infringer by offering services to circumvent, DMCA kicks in

3. 1201 (d): Exemptions for nonprofit libraries and educational institutions

4. 1201 (f): Exemptions for Reverse engineering / interoperability (see Unviersal v. Corley) 
· 1201(f) exempts from the circumvention ban some acts of reverse engineering aimed at interoperability of file formats and protocols, but judges in key cases have ignored this law, since it is acceptable to circumvent restrictions for use, but not for access.
5. 1201 (g): exception for Decryption Research
· Edward Felten (Princeton professor) won contest to break digital watermark code on CDs (SDMI) and wanted to share findings at conference, but RIAA threatened to sue under DMCA.  Professor’s Constitutional claim dismissed for lack of standing.

6. 1201(k): Exception for VCRs. Don’t have to remove the requirement that VCRs include macrovision

ii. 1203 ( civil penalties are expensive $500K

iii. 1204 ( criminal penalties are steep, but less so than Convention on Cybercrime, which makes it a crime just th=o possess devices designed or adapted primarily for illegal access.

· The "NO MANDATE" provision (17 U.S.C. 1201(c)(3)) says that the DMCA cannot be interpreted so as to require consumer electronics, computer, or telecommunications products, or their components, to be designed to conform to "technical measures," so long as the DMCA is otherwise complied with.
b. Title II: Online © Infringement Liability Limitation Act: vicarious liability for ISPs

i. § 512 creates safe harbors, which limits liability for service providers for:

1. Transitory communications – providers act as mere dats conduits (512(a))

a. Ellison v. Robertson (AOL’s liability limited b/c storage of ©ed work was transient; not maintained for longer than necessary)

2. System caching – storing copies of material made available online(512(b))

3. Information residing on systems or networks at direction of users, as long as provider shave no actual knowledge, and act immediately to remove infringing material when notified (512(c))

4. Information Location Tools (hyperlinks to other sites) – same knowledge limitation as above (512(d))

5. Nonprofit educational Institutions (512(e))

ii. To qualify for any of these exemptions, under 512(i), the service provider must

1. Adopt and reasonably implement a policy of terminating the accounts of repeat infringers

2. Accommodate and not obstruct “standard technical measures”

c. Title III: Computer Maintenance or Repair © Exemption 

d. Title IV: Miscellaneous Provisions

e. Title V: Protection of Certain Original Designs – sui generis protection for boat hulls 

CRITICISM OF DMCA TITLE 1

i. Permits encryption of factual works that don’t meet the Feist Test

ii. Prevents copying works in the public domain

iii. Chilling decryption research efforts

iv. Prevents decryption of stuff that could be fairly used.  

1. But note that Librarian of Congress has defined 4 fair use exceptions to DCMA: lists of sites blocked by internet filters, computer programs protected by hardware dongles preventing access due to damage or oboscolescence, programs using obsolete formats/hardware, e books dist. in format preventing handicap access from functioning (read aloud, etc.)

v. Extraction of promises ( DMCA may enable owners to extract promises from users not to resell the work, not to make fair use of work, or not to use information to manufacture competing products

1. Some say facilitates price discrimination

2. Those who engage in fair use may not fully capture benefits of the use, and may be unable to pay for it.

3. May reduce the number of cheaper second-hand copies available to marginal users

4. Do fair use and first sale preempt such agreements in general?

TRUSTED SYSTEMS

A trusted system – digital rights management system – is a tech device that controls access to or use of an accompanying info product; it is a self-enforcement mechanism. Content owner will be able to negotiate with user the package of rights and it use. 

Digital Millennium © Anti-circumvention of 1998 added provision to © Act making it unlawful 

(1) Circumvention access controls of DRMS and 

(2) Trafficking of public products designed to circumvent DRMS.
Controversy regarding whether trusted systems will result in (i) more digital goods at lower prices or (ii) no balance b/w ownership rights & public access or (iii) personal privacy issue.

The law itself: enacted to bring the U.S. in line with WIPO treaties.

	
	ACTS
	TOOLS

	ACCESS
	§1201(a)(1). DVD (CSS) This prevents you from circumventing the © provisions to access protected material.
	§1201(a)(2) Prevents you from distributing/making tools that allow you to bypass technical protection measures (DeCSS)

	USE: copying, distributing, performance
	There is no ban on an act of circumventing a use control (e.g., copying a ©ed CD)
- Circumventing a use provision is supposedly legal to allow fair use, but this makes no sense if you can’t get the technology to do it.


	§1201(b). Cannot distribute tools that allow users to get around use controls.


TOOLS 

How does one decide whether a tool is a circumvention device?

Old rule (Betamax): Toolmakers will not be responsible for end user behavior if the tool is a general purpose one with infringing and non infringing uses. 

New Rule (1201(a)(2)): Not enough that a product may be used for an infringing purpose. Must consider whether the product:

1. Is primarily designed for circumvention
2. Has more than a limited commercially significant purpose beyond the infringing use

3. Is marketed for infringing purposes

How are they different?

New standard (2) is based on market share, not substantial uses. If a company markets a product for one thing but most consumers use it for an infringing purpose, may be considered an anti-circumvention tool.

MIMICKING a company’s digital protection devices to circumvent access protection violates the DMCA 
RealNetworks v. Streambox, Inc., can’t mimic Π’s digital handshake and ignore the copy switch requirements to make a digital VCR.  

Dital protection TECHNOLOGY DOES NOT HAVE TO BE COMPLETELY EFFECTIVE for §1201 to apply. If technology were 100% effective, §1201 would be moot. The statute becomes necessary when the code has been broken. 
There is no fair use defense for trafficking circumvention technology. Possibility of non-infringing use does not save a circumvention technology.
Universal City Studios v. Corley - DeCSS Opinions (DC & 2nd Cir,2000-2001) 1201 IS NOT ©, SO NO FAIR USE
Background 
• DVD movies are protected by CSS (Content Scrambling System)

• Norwegian teenager wrote a program, DeCSS, to bypass CSS & posted it on the Internet

• Corley edits 2600 Magazine, well-known computer hacker journal

• As part of 2600 story on the controversy about DeCSS, Corley posted DeCSS on the web &

linked to sites where DeCSS was posted • Universal et al. claimed this violated 1201(a)(2)

– Whether TPM is “effective” doesn’t depend on whether it uses strong or weak encryption

• Posting DeCSS on a website = “offer[ing] to the public” or “provid[ing]” a circumvention tool

within meaning of 1201(a)(2); so is linking

• Statutory & constitutional defenses unpersuasive; injunction against both source and object code

STATUTORY DEFENSE - INTEROPERABILITY
• Corley raised 1201(f) interoperability defense

– JJ testified at trial that he developed DeCSS to aid Linux programmers to make a Linux DVD player

• DCt rejected the 1201(f) defense

– This was not the “sole” purpose of developing DeCSS
– DeCSS ran on Windows, not Linux

– Linux developers could get license from DVD CCA

– Corley can’t raise defense because he’s not trying to develop an interoperable program
– 1201(f) doesn’t apply to interoperating with data (PI)

FIRST AMENDMENT

• Corley, a journalist, claimed a 1st A right to post or link because DeCSS was a controversial issue of public importance

– Not given much attention in Corley opinions

• Corley also claimed that DeCSS is speech which he has a right to utter under the 1st A

– 2nd Cir: code 1st A protected; functionality limits scope

• Corley claimed the DMCA was unconstitutional because it was not narrowly tailored to achieve substantial gov’t purpose (1st A requires fair use)

FAIR USE & THE DMCA

• Does fair use apply to DMCA rules? NO!
– 1st theory: 1201 is not ©, so no fair use (Corley decisions; Nimmer; but Boucher/Lofgren seek change)

– 2nd theory: 1201(c)(1) preserves it (Jane Ginsburg)

– 3rd theory: DMCA anti-circumvention rules are unconstitutional unless some fair use hacking OK (e.g., Jane Ginsburg, Neil Netanel, Glynn Lunney, EFF)

• Is it also fair use to build a tool to enable fair use circumvention? (Boucher/Lofgren would allow)

Comments:

This is a bad decision and the court shows disdain for concepts of freedom of speech and the underpinnings of what supports an innovative and open society. 

· No reverse engineering exception here because the exception applies only when the use is non-infringing.

· Linking to sites that allow for the immediate download of a circumvention technology or are devoted primarily to the circumvention technology may be considered providing that technology under the DMCA.
PROTECTED SPEECH

· Computer code is protected speech, but it should not receive the same protections as pure speech. Circumvention technologies (DeCSS) may receive limited protection because of their infringing capabilities. This legislation is content neutral because the DMCA controls not what computer programs say but what they do, and content neutral regulations do not need to be the least restrictive alternatives (Universal City Studios v. Corley).

· Standard for judging regulations on speech: “As a content-neutral regulation with an incidental effect on a speech component, the regulation must serve a substantial governmental interest, the interest must be unrelated to the suppression of free expression, and the incidental restriction on speech must not burden substantially more speech than is necessary to further that interest” (Turner Broadcasting).

THEORETICAL PERSPECTIVES:
Tom Bell: In the non digital world, if not protected, fair use will not occur due to market failure. In the digital world, however, automated rights management (ARM) might provide a viable alternative.

David Nimmer: DMCA may be dangerous because it allows © holders to control the flow of published and unpublished works. May allow © holders to lock up information that the public should be able to access freely. May turn © into a perpetual rather than a limited right.

Dan Burk: Combination of ARM type stuff (public keys to access material) and personal review for those who want more access to protected materials.

PROBLEMS WITH 1201
Expansion of ©. Allows people to expand their ©s by blocking access to fair uses or works in the public domain by using protective technology.

Unintended consequences. Bad law because it ends up wiping out legitimate competition in unrelated markets—makes it hard for legitimate computer scientists to practice their craft.

INTEROPERABILITY CASES

PROGRAMS WERE ©ABLE – HAD TO CIRCUMVENT PROTECTIONS TO GET TO ©ED SOFTWARE

Chamberlain v. Skylink: universal garage door opener is circumvention tool because it bypasses П’s access control software 

Lexmark v. Static Controls: maker of printers and toner cartridges installed software access control to protect toner cartridges; Static Control “spoofs” the printer so that SC’s cartridge will operate

Chamberlain v. Skylink (Fed. Cir.2004, p. 752) A THIRD PARTY GARAGE DOOR OPENER MANUFACTURER NOT LIABLE UNDER THE ANTI-CIRCUMVENTION PROVISIONS OF THE DMCA

Chamberlain makes Garage Door Openers (GDO). They made a version of a GDO remote, that, let's simply assume for purposes of the case, acted as a technological protection measure when accessing the software in the GDO itself. The ostensible purpose of this is to prevent criminals from easily opening people's garages. Skylink makes third party GDO remotes for those who lose their originals or need another one for family members or something. Skylink took advantage of a security vulnerability in Chamberlain's GDO remote in order for their third party remotes to be compatibile. Chamberlain than sued for, among other things, violation of the anti-circumvention provisions of the DMCA. 

Chamberlain’s claims at issue stem from its allegation that the District Court incorrectly construed the DMCA as placing a burden upon Chamberlain to prove that the circumvention of its technological measures enabled unauthorized access to its ©ed software. But Skylink’s accused device enables only uses that © law explicitly authorizes, and is therefore presumptively legal. Chamberlain has neither proved nor alleged a connection between Skylink’s accused circumvention device and the protections that the © laws afford Chamberlain capable of overcoming that presumption. Chamberlain’s failure to meet this burden alone compels a legal ruling in Skylink’s favor. 

The key here is that the uses may not be authorized by Chamberlain, but that they are authorized by the © Act. In other words, someone who uses Skylink’s third party remote to access a Chamberlain GDO that they have legitimately acquired isn’t violating any © infringement laws. The Federal Cir. court here is asserting that before one can be guilty of illicit access under § 1201(a)(1), there must be some “connection” between the circumvention device and © infringement. The “connection” is the balancing test.
ON LINE CONTRACTS

I. GENERAL
a. Two basic questions of analysis:

i. Is there a contract formed?

ii. Do we want to enforce this type of contract?

b. Limits of Contract

i. Duress
ii. Incapacity
iii. Fraud
iv. Illegal contract
v. Unconscionability (see adhesion contractions

c. Uniform Computer Information Transactions Act (UCITA) failed –   only passed in VA or MD, 3 states passed laws against it (thought not consumer friendly)
d. Types of Contract in Internet context

i. “Rolling Contracts” ( Money now, terms later (what is binding?)
ii. “Shrinkwrap of the second kind” (issue is ability to negotiate)
1.  “Clickwrap” ( click something to agree to terms
2. “Browsewrap” ( terms of use on a website
iii. Automated or machine to machine contracts (privity problems) ( Human wrote the terms originally, but No immediate presence of a human 
iv. Viral Contracts ( Terms running with the digital object.
1. Contracts that inhere obligations that promulgate themselves
2. warranty in reverse ( creates obligations on the part of the user instead of obligations on the part of manufacturer/seller
3. reverse engineering context: “Whomever comes into contact with this software can’t reverse engineer”
v. Adhesion/standard form/mass market contracts (opportunity to negotiate)
e. Legal Issues: 
i. Role of Judges: Do we want the judges looking into the economics of each case?  Should they be deciding these cases based on efficiency concerns??
ii. IP Pre-emption ( Do we want people to be able to contract around limitations of IP rights?
iii. Liberty to contract: inhibited by companies’ ability to keep dropping additional terms on us?

II. Policy Issues ( Unconscionability in adhesion Ks
a. Discretion to rule that contract “shocks the conscience of the court”
i. Procedurally bad ( one party didn’t realize consequences
ii. Substantively bad ( nobody in their right would have gotten into this if they understood; society can’t condone this
b. Procedural ( the following are NOT necessary
i. Large print
ii. All caps
iii. Call section something other than miscellaneous
iv. Unable to print
c. Substance ( the following do NOT matter:
i. Geographical distance
ii. Failure to provide class action
iii. Cost prohibitive arbitration
d. Radin: Unconscionability doesn’t seem to be a good way of dealing with adhesion contracts.  Remedies are inadequate:

i. Delete offending clause and rely on default rule (Π wants this ( gets to sue)
ii. Rewrite clause to make it reasonable arbitration (still can’t sue)

iii. Invalidate the entire contract

iv. UCC 2-202 ( Remedy is whatever judge think is equitable

III. Adhesion Contract Alternatives

a. Argument: FTC should make a list of suspect clauses
i. Counter- Argument: it’s not the American way ( resistance to regulation
b. Market selection ( arbitration clauses are workable in most cases, and People will vote with their feet!
i. If we assume a competitive market, at least 1% will read it and decide clause is worthwhile
ii. Pragmaticly ( when will this happen?
c. Promulgate a good contract and get it standardized.   Why hasn’t this happened?  collective action problem

d. Make the right inalienable
i. Court wants legislature to do this – make it non-waivable, which implies a property right

ii. Court is reluctant to look at industry-wide practice

e. Radin’s view ( should be able to argue that legislature wants you to have right for class action and can’t waive in adhesion contract, but courts don’t seem to want o take up that argument

IV. Other Policy Issues:
a. Should terms be on websites?  Should there be consumer education?
b. Could we design applications that filter out downloads with arbitration agreements?
c. Does it make a difference if we require things be in capital letters?  What if those clear terms are two clicks away?
d. Possible regulatory approach (not taken in US): certain things are presumptively reasonable, and other are presumptively unreasonable
e. How much precaution do we need?  eBay wants to contract out of fraud liability to users, so they
i. Make people click boxes
ii. have links to further text that explains agreement
iii. have phone number to call for explanation
f. Binding arbitration
i. Companies prefer arbitration as a means of dispute resolution

1. Cheaper and faster

2. No precedent in the system (no common law)

3. Arbitrators may be more friendly to companies thank juries

4. No class actions makes it harder for people to sue

ii. Arguments against arbitration

1. Preventing development of law

2. Creating collective action problemsDue process argument ( people want their day in court

3. Economic argument ( won’t “pass on” savings on litigation; will keep extra profits

g. Holding that everyone in the market knows that extra terms are coming -  Should they have to read a statement over the phone?
i. EASTERBROK might go with “we all know this by now.”

ii. Should standard of unconscionability be lower because people don’t read these things thinking they won’t ever apply?

iii. Is this really about substantive unconscionability for arbitration clauses?

iv. U.S. Courts seem to favor binding arbitration, but there are some ADR scholars arguing against it

v. Exam strategy ( write about the fact that people know about and expect this stuff right now
V. Radin Article on p. 837 ( Breakdown of the distinction between text and technology
a. Contract as part of the product vs. contract as consent
b. Lay conception of contract as negotiated text will be eroded in online environment for 2 reasons:
i. More standardized transactions. 
ii. Nature of transaction is more transparent, because product comes with the fine print; fine print is accessible to everybody.  
1. Avenue through which you buy product is same avenue through which you get the terms of the contract.
2. (you have to read and click to buy, and you have to read and click to look at contract)
c. The package ( “it seems arbitrary to call one set of programming statements a functional product and another set of programming statements a text” [context seems to be software].  Product and contract become one and the same
d. Exploration of machine to machine contracts and viral contracts ( Is this good or bad???
VI. K FORMATION

a. Are software sales considered sales of goods under UCC §2-201?

i. Producers push to call them licenses so that first sale (no control over who it’s sold to after purchase) and default warranties do not apply.

ii. There is a split in the Circuits over this. Some courts have held that first use applies (Softman Prods v. Adobe Systems, Δ was unbundling Π’s software and selling it individually, ok). Generally apply UCC since there is no other law.

b. Uniform Electronic Transactions Act (UETA) and Electronic Signatures in Global and National Commerce Act (E-SIGN), at 15 U.S.C. 7001
i. Technologically neutral attempt to establish equivalence between transactions that occur in electronic form and in paper form. Serve to validate e-Ks—cannot disapprove of them because they’re made electronically.

ii. Widely adopted (46 states as of mid-2004)
c. United States Uniform Computer Information Transactions Act (UCITA)
i. Attempts to apply K law in an electronic setting. Regulatory legislation that deals with warranties, rules on transfer and performance, and rules on breach and remedies. Mostly made up of default rules that parties can change.

1. Exceptions: financial services, insurance services, motion pictures, or sound recordings.

ii. Validates computer/person or computer/computer Ks even if people do not know about them. Validates anonymous click through transactions.
iii. Only adopted in two states (Virginia & Maryland). Initially seen as pro-producer, now no one is happy with it. 
iv. 3 states hate it so much that they have enacted “bomb shelter” legislation against it (but no consumer protection). 
v. Proposed Article 2B

d. European Laws
i. E-Commerce Directive of 2000: validates e-Ks and limits liability for intermediaries. Businesses governed by the laws of the country from which they originate.

ii. Electronic signature directive: legal effect of electronic signatures.

iii. Distance Ks directive: deals with consumer protection.

iv. There are some laws in the EU that are not harmonized—lots of forum shopping.

e. Notice of K terms:

i. It’s my opinion that contracts such as this should be regulated by legislation, rather than the courts for a number of reasons.  One is that this creates a more predictable result than leaving it to the individual judge.  It also allows the issues to be debated in a clear democratic process.  Although there is always a risk of industry capture, as illustrated by the controversy surrounding UCITA, in the case of consumer protection and intellectual property related contracts, there are moderately strong counter-forces to those that would push for weaker controls.   The downside, of course, is that industry capture might succeed nonetheless (as in the DMCA), and then judges couldn’t rule based on the fairness of the individual facts of the case.  Overall, then, it’s a close call, but I’d mostly favor more regulation in these areas by Congress, similar to the Directives passed in Europe.
ii. SHRINK WRAP KS. Money first, terms later. Purchaser gets a software license after buying the software at a store, etc.
1. NOTE: shift of contract law: Contracts used to be about meeting of the minds.  We’re now at a place when people just expect boiler plate terms come with a purchase – meeting of the minds is a legal fiction now!!

Carnival Cruise Lines (USSC, 1991, p.898) ( clause in consumer contract for cruise tickets, saying claimants would litigate in Carnival’s state, not the claimants’ home state.  BLACKMAN said it was OK, because Carnival would pass on costs saved on litigation.  Cost savings from standardization and adhesion contracts are good.

2. Some jurisdictions allow for shrink wrap Ks. 
ProCD v. Zeidenberg (7th Cir.1996, p.794) ENFORCING A "SHRINK WRAP" LICENSE UNDER GENERAL K LAW PRINCIPLES  

Facts:

ProCD engaged in price discrimination, selling its database to the general public for personal use at a low price. To make price discrimination work, the seller must be able to control arbitrage. So, every box its consumer product declares that the software comes with the restrictions stated in an enclosed license. 
Held:

7th Cir. considered a software license agreement that was encoded on the CD-ROM disks, printed in the manual, and which appeared on a user’s screen every time the software ran. The court ruled that the absence of K terms on the outside of the box containing the software was irrelevant b/c every software box also contained a warning, notice or some other indication that the software comes with restrictions stated in an enclosed license. The 7th Cir. accepted that placing all of the K terms on the outside of the box would have been impractical, and that the transaction was valid even though the exchange of money preceded the communication of detailed terms, in part because the software could not be used unless and until the purchaser was shown the license and agreed to those terms. 

Following the logic of ProCD is Hill v. Gateway 2000 (7th Cir. 1997); Mortenson v. Timberline (Wash. Ct. App. 1999); and Brower v. Gateway 2000 (1998 NY App. Div. 1998).
· ProCD v. Zeidenderberg is the “Worst Internet Case Ever” since it warped the nature of an entire area of internet law to the detriment of consumers. 
· Extending what © has not provided
· Moving rights from Public to Private – Blurring of K and Code
· Incomplete Economic Analysis
· Zeidenberg was a consumer: it does not cover unconscionability
· Battle of the forms? No there is only one form.
Hill v. Gateway 2000 (7th Cir.1997) expanded the decision reached in ProCD, by holding that when a customer ordered a computer by telephone the computer arrived with a license enclosed in the box along with the computer. 
The consumer knew before he/she ordered that the  carton would include some important terms & discovery possible in advance in one of 3 principal ways: (i) ask the vendor to send a copy before deciding to buy; (ii) shopper can consult public sources; (iii) inspection of the product after delivery. 
The license included an arbitration clause, to govern disputes b/w parties. “Unless the customer returned the computer within 30 days." 
The 7th Cir. held that the manufacturer was inviting acceptance of the terms in the license, and that by keeping the computer past the 30-day period the purchaser had accepted the manufacturer’s offer, including the terms of the arbitration clause.
· May be an efficient way of doing things—individualized Ks cost too much.
· Invalidating these Ks would cause problems in other areas—warranties that come in boxes.
· P. 812, n. 3 ( New UCC § 2-207 (2003) carefully avoids taking a position on skrinkwrap licenses; specifically says they won’t decide between Hill and Klocek
3. Other jurisdictions analyze shrink wrap under a UCC 2-207 analysis. Early formation of K with additional terms seen as proposals 

Klocek v. Gateway (D. Kan 2000) REJECTING PROCD AND FINDING THAT THE IN-THE-BOX AGREEMENT WAS UNENFORCEABLE FOR LACK OF CONSENT

Not all courts that have confronted the issue of whether shrink-wrap licenses are valid have agreed with the 7th Cir. analysis represented in ProCD and Hill. For example, in 2000, in Klocek v. Gateway, Inc., the US DC Kansas found that a standard shrink-wrap license agreement included in the box containing a computer constituted additional terms (i.e., terms not previously agreed upon by the parties). Under the UCC, when a seller includes additional terms and does not specifically require assent to the additional terms as a condition for acceptance, the additional terms do not constitute a part of the original agreement and that the purchaser can both keep the product and not be bound by the additional terms. Therefore, because the seller did not specifically accept the additional terms and because the purchaser did not willingly accept the additional terms, the purchaser was deemed to have accepted the first offer to sell, which did not constitute the additional terms. In other words, the purchaser did not purchase subject to the shrink-wrap license.
Remedy: Require expression of acceptance or written confirmation with deviant terms.

2-207 causes deviant terms to drop out. Return to statutory default (allowing litigation)

Following the logic of Klocek is Specht v. Netscape Communications  (S.D.N.Y. 2001).

Comments:

It is a battle of the forms case

4. UCITA holds that the K is binding earlier and later unless it is unconscionable or if the consumer cannot see the license before the purchase. In the second case, the consumer has to know that terms are coming and must be able to return the product for a refund. Consumer manifests assent to the K by keeping the product—terms must appear on first use. 
5. European countries generally use the 2-207 analysis
iii. CLICK WRAP KS: terms of the agreement are displayed on the computer screen.
1. Governed by UCC 2-204. Ks are formed when the user clicks on the “I agree” box of the click wrap. 2-204 analysis is more consistent with the spirit of the UCC (I.Lan Systems v. Netscout, internet K between two companies).

Davidson & Ass. v. Internet Gateway (E.D. Mo. 2004) 

Upholding two click-wrap user agreements

Abstract: A group of hackers who created an interoperable version of an online video game, were found by a federal d.c. in Missouri (1) to have breached the terms of use of the online gaming site (the “no reverse engineering” term) and (2) violated the DMCA in doing so. 
Facts: To install the software and access the Battle.net site, users are required to click-thru an end user license agreement (EULA) and a terms of use for the web site (TOU).
The defendants were Battle.net enthusiasts who participated in a non-profit group called the “bnetd project”. The project was focused on developing a server that could emulate the Battle.net service. In order to do so, the server needed to be compatible with Blizzard’s software, and therefore use the same protocol used in the Blizzard software’s “secret handshake”. To develop the bnetd server, the defendants reverse engineered the software and protocols. 

Even though the EULAs and TOU were not on the physical packaging for the PC game, the court found that the terms were disclosed before installation to the games and access to Battle.net were granted, and express assent was obtained through the click-thru process. 

Defendants violated the DMCA’s prohibition on circumvention of technological measures that control access to a copyrighted work. While the DMCA has a limited exception for reverse engineering to achieve interoperability, the court concluded that the defendants’ conducted involved more than just enabling interoperability in creating a competing version of the Battle.net service. 

The court also held that the defendants’ waived their fair use right to reverse engineer by entering into the license agreement, and rejected the notion that this Kual waiver constituted copyright misuse. 

In the same vein, the court concluded that the defendants had trafficked in circumvention devices in violation of the DMCA. 

iv. BROWSE WRAP KS: License is part of the website and the user assents to the K when the user visits the website – Consumer must be able to view the K. Should be relatively obvious. The fact that an agreement may not be immediately obvious is not grounds for summary judgment (Pollstar v. Gigamania, one company put part of the other company’s webpage on its page contrary to the terms of use on the page). 
1. Terms without browse wrap or click wrap - If consumers of a particular product do not have to view the terms of a K, such that they may “download and use the software without taking any actions that plainly manifests assent to the terms of the associated license or indicated an understanding that is a K is being formed,” there is no K. Company must force consumers to look at the agreement. Please preview language is not enough 
Specht v. Netscape (2nd Cir.2002) ARBITRATION PROVISION UNENFORCEABLE BECAUSE CONSUMER DID NOT HAVE TO VIEW LICENSE TO DOWNLOAD “SMART DOWNLOAD”
The Web site permitted users to download software without making explicit reference to terms of use, which would not be noticed unless the user scrolled down past the download interface and followed a hyperlink provided.

The 2nd Cir. found inadequate notice where Netscape claimed that visitors to its website assented to an agreement by pressing a button to download software.  The terms of this agreement were not visible when the button was pressed, but at the bottom of the page was an invitation to read the agreement, along with a link.  The court reasoned that there was no basis for imputing knowledge of these terms to the users of Netscape’s website because they would not have seen the terms without scrolling down their computer screens, and there was no reason to do so.
 The problem of notice in Specht may be surmountable by layout changes that would reasonably predict that users will be aware of K terms before they assent.

VII. FORMALITIES OF K FORMATION: WRITING AND SIGNATURE REQUIREMENTS

a. Problems posed by Digitization

b. UETA and ESIGN: Legislative Enablement of Electronic Records and Signatures

Electronic Authentication 

No denial only b/c electronic

Note the exemption of certain consumer transactions in ESIGN.

What do you think is the reason for them?

c. Is a Signature? Why Is It Important?
d. Legislative Enablement: The Purpose and Requirements of Signatures and Authentication

· Office of electronic notary

· Record retention

· Standards for authentication. Electronically typed signatures are  more easily forged than pen-and-ink signatures. Any standards?
e. Elements of Commercial Trustworthiness
f. Public Key Encryption (A prevalent Digital Signature Technology)

VIII. LIMITS ON CONTRACTUAL ORDERING
a. UNCONSCIONABILITY

General rule for unconscionability 

Procedurally unconscionable + Substantively unconscionable = Unenforceable 

In re RealNetworks (DC Ill. 2000, p. 890) ( Upholds Clickwrap contract with RealPlayer and RealJukebox that agrees to exclusive jurisdiction to state and federal courts sitting in Washington 

· Procedural ( the following are NOT necessary
1. Large print
2. All caps
3. Call section something other than miscellaneous
4. Unable to print
· Substance ( the following do NOT matter:
1. Geographical distance
2. Failure to provide class action
3. Cost prohibitive arbitration
The court rejected the User’s argument that the license agreement was presented in a procedurally unconscionable manner. Among other points, the court found that the pop-up window containing the proposed agreement terms did not make the agreement difficult to read, nor did it “disappear after a certain time period, so the User [could] scroll through it and examine it to his heart’s content.”

Brower v. Gateway (NY App. Div., 1998, p. 893)
Arbitration using International Chamber of Commerce (must be in Chicago; consumer pays $4,000 fee, $2,000 non-refundable; consumer pays Gateway’s legal fees if she loses) 

ICC arbitration is substantively unconscionable! 
“[T]he excessive cost factor that is necessarily entailed in arbitrating before the ICC is unreasonable and surely serves to deter the individual consumer from invoking the process.”  [896]

Let’s ignore the general rule -> “While it is true that, under New York law, unconscionability is generally predicated on the presence of both the procedural and substantive elements, the substantive element alone [excessive costs!] may be sufficient to render the terms of the provision at issue unenforceable . . . .” [896] 

FTC should make a list of unconscionable clauses. But it is not the American way b/c it is regulation. 

b. ENFORCEABILITY OF CHOICEOF LAW AND CHOICE OF FORUM CLAUSES IN ONLINE KS
IX. LICENSING OF  IP: ISSUES FOR E-COMMERCE

a. LICENSING BASICS AND NEW USES

New Technology: Motion Pictures, Video and Television
The history of 20th-century intellectual property law is replete with controversies arising from a recurring fact pattern—whether the scope of granted to use intellectual property enables the licensee to exploit that property by means of a new medium or technology that was not yet invented at the time the K was entered into. Contrast Cohen v. Paramount Pictures (9th Cir. 1998) and Rey v. Lafferty (1st Cir. 1993), both holding that without a broad grand of rights or a "new technology" clause, the grantor will retain the benefit of exploitation in new after-invented media, and the licensee will obtain no inherent right to exploit the licensed property in new media; with Rooney v. Columbia Pictures (2nd Cir, 1982), and Platinum Records v. Lucasfilms (D.N.J.1983), holding that an unambiguous broad grant of rights or a "new technology" clause are sufficient to accord to the licensee the benefit of new after-invented media exploitation rights, even if such new media were not, and could not have been, foreseen at the time of the original grant or licensee.

Cohen v. Paramount Pictures (9th Cir., 1988, p. 906) – pro © transferor

· Musical composition “Merry-Go-Round” was licensed for a TV film “Medium Cool” to exhibit film in theaters and on television (“by means of television”)

· Paramount released videocassettes with the film

· K reserved all the right not specifically mentioned to the grantor

· Paramount argued that terms “by means of television” include videocassettes. Court disagreed.

· “The holder of the license should not now “reap the entire windfall” associated with the new medium”

· Distinguished from (1) Platinum Record v. Lucasfilm: “by any means or methods now or hereafter known”, this language was “extremely broad and completely unambiguous” and (2) Rooney v. Columbia Pictures: “by any present or future methods or means” and by “any other means now known or unknown”

Opposite coasts, opposite results. California’s interpretation of K language tends to favor the © transferor. It is at peace with one the primary goals of © law -- to protect authors from unintentional grants of their exclusive rights in their creative works.

Random House v. Rosetta Books, (Ct of App. 2nd Cir., 2001, p. 910) – pro © transferor

· Author signed an agreement with Random House to publish his novel “in book form”

· Later an author licensed his novel to Rosetta Books to publish it as eBook

· Court held that “book form” does NOT include eBooks

Random House’s grab for electronic rights follows a well-established pattern in the entertainment industry. Cases addressing whether older entertainment industry Ks granted rights for new uses such player piano rolls, radio, motion pictures, television and videocassettes are plentiful. Like Random House, motion picture studios once claimed that they already had the right to exhibit films on television, and to distribute them as home videos. Regrettably, the cases and basic principles governing K interpretation are anything but clear.

b. USING LICENSES TO K OUT OF THE LIMITS OF IP

i. Pre-emption (p. 932)

1. Stated under rubric of pre-emption

i. IP is federal law

ii. Should trump K, which is state law

2. Other suggest that debate should be federal public policy, NOT pre-emption

3. Pre-emption complications:

iii. Constitutional pre-emption (supremacy clause)

1. conflict pre-emption

2. Field Pre-emption

a. Congress doesn’t say it explicitly

b. But Congress meant to occupy the entire field of IP

c. BURGER court allowed for state trade secret law (5-4)

4. © Act 301 ( can’t enforce things under state law that are equivalent under general rights of state law

5. Lots of ways to argue pre-emption

iv. Not directly in © act

v. © act is field pre-emption

6. Some argue that ProCD part 2 doesn’t get to Constitutional pre-emption (as suggested by Amicus briefs)

ProCD (p. 932) K CAN’T BE PRE-EMPTED, BECAUSE IT IS NOT A PROPERTY RIGHT

1st part ( valid K
2nd part ( K can’t be enforced because of © act pre-emption

What’s Zeidenberg’s argument?

EASTERBROOK: © is a right against the world.  Ks only affect parties; strangers can do what they want

· K can’t be pre-empted, because it is not a property right

· Ks are in personam; ©s are in rem
· Ks are essential to efficient markets

· is it like tort law, where we need to eliminate privity??

· NOT all Ks are automatically outside pre-emption clause, but in general shrink-wrap Ks are fine

NOTE: Easterbrook focuses on the two parties, but not on the aggregate effects.  What happens when everyone opts out of and Ks out of the regime?  Does the balance of the regime fail?

- © as solution to coordination problem

- People who write these Ks are defecting from the regime they signed onto

- Radin likes this argument, but she hasn’t seen it written down

Assertion: Basically, mass Ks attempt to plug up holes in ©.  Is this good?

Bowers v. Baystate Technologies (Fed. Cir. 2003) CONTRACT IS BROADER THAN COPYRIGHT (“EXTRA ELEMENT”) & OPPORTUNITY TO NEGOTIATE
Facts: Bowers created program (Cadjet) to improve CADKEY programs.  Ford gave bowers exclusive license to market his stuff (Geodraft).  Bowers sold software together as Designer’s Toolkit shrink-wrap that prohibited reverse engineering

Baystate rejected Bower’s offers to bundle DT w/ Draft Pak.  Instead it made its own templates and worked them inte DT, version 3.

Baystate purchased CADKEY and revoked its agreement with Bowers

Baystate files for declaratory judgment, saying that it did not infringe, and that patents are not valid

Bowers countersues for copyright, patent infringement and breach of contract -> Bower’s wins! ( 

· Copyright does NOT pre-empt the contract! 

· Contract is broader than copyright (“extra element”) 

· Court found there was an opportunity to NEGOTIATE
DYK (Dissent): Assertion of difference between private negotiations and situations in which there is no negotiation (p. 941)
State law cannot place a total ban on reverse engineering would be against copyright act

Sate can permit parties to contract away fair use defense, or agree not to engage in uses of copyrighted material otherwise legal if the contract is freely negotiated
Giving effect to shrink-wrap licenses is not different then a blanket ban of reverse engineering of products labeled with a black dot

No opportunity to negotiate = no contract

There is no logical stopping point for the majority’s reasoning.

Patents: Test for preemption should be if state law substantially impedes public use of otherwise unprotected material (p. 941)
· Understanding the case through SERVITUDES TO CHATTEL: You can’t do it for books, but it seems you can do it for CDs and e-books We seem to disfavor restraints on alienation for physical objects, but maybe it’s OK in this form. Market arguments vs. personal freedom arguments against servitudes

1. Personal freedom ( More that you allow people to do, better you can tailor market to meeting preferences

2. Market arguments ( servitudes create too many transactions to undo

· O’Rourke: ( Negotiated and non-negotiated licenses should be viewed differently. Uphold licensing “unless doing so would allow the licensor to expand its copyright monopoly beyond the market to which that monopoly was intended to apply”. Problem: courts (even judges on same court) think differently about whether there was negotiation

c. LICENSING THAT EXPANDS THE RIGHTS OF USERS

i. Open Source Licensing and Its Significance for E-Commerce

Page 945 VERY IMPORTANT

1. Open source

· Is license enforceable?

· Computer programs are ©able 

· Can foreclose all subsequent people from making derivative works
· Can prohibit copying

· In the public domain ( anybody can create derivative work and © that.  This means what you wanted to leave public is made private property

· License agreement ( 

· Can take an improve

· Can make derivative works

· If you do, you have to give the source code to everybody

· Origins ( Richard Stallman

· MIT scientist

· Couldn’t fix printer because he couldn’t get access to the source code, and he was angry

· He wrote and released source code for a free clone of the UNIX operating system which he called GNU and licensed it at no charge

· This license of GNU became known as the GNU General Public License (“GPL”). It was the first COPYLEFT or open source license.
· LINUX operating system

· Competition with Windows and Mac (more users than Mac)

· Operating system is free

· Can re-vamp it; change the source code

· Yohai Benkler ( Coase’s Penguin (Harvard Law Journal)

· Service companies ( can’t sell open source operating systems, but they can provide support

· 2 branches of thought:

· Economically efficient

· Gets people things faster and quicker

· Car analogy

· Big companies (like IBM) have gotten into this

· Social Theory

· culturally important to have software creativity be free

· freedom to Tinker

· detractors say this is Communistic

· Evan Mogler ( Columbia prof. who helped write GPL

· Main negative ( GPL “contamination”

· programmers and engineers are using open source

· they may accidentally put open source product into something your company is developing.  

· That would require the whole product to be open source

· Companies are now disclosing risks

· SCO v. IBM ( pending litigation

· SCO = Santa Cruz Operations
· SCO mounting frontal attack on LINUX

· claims they own some ©ed code that is in LINUX

· therefore LINUX violates their rights

· want to stop distribution of LINUX

· IBM put money into LINUX to try and compete with Microsoft

· NOTE: Microsoft is funding SCO’s legal campaign

· If SCO wins, it could hurt open source

· SCO is filing thousands of pages, but it could be nothing

· Bottom line ( This whole thing is important to IBM and Microsoft

· Reasons to protect source code

· Competitive advantage ( can control who fixes Windows

2. Questions on p. 947

· “strip away” freedom by ©ing derivative of something in the public domain.  Everybody will have to license that from you if they want it.
· Copyleft ( cut down on restrictions on users’ freedom
· Don’t have to worry about getting ©
· Reproduction without permission risks liability

· License reproductions and derivatives

· BUT if you restrict use of your derivative works, you are in violation of ©
· GPL conditions:

· pass on derivative works

· Pass on source code of what you reproduce

· Loophole ( companies retool Apache for their own needs, but never release it beyond their own servers.

· NOTE: Economists and social idealists fight

3. Question 4: Are licenses Ks or property?

· Ks ( agreement to do things (develop something)

· require consideration
· Property ( open source people want to claim property

· think property rights will endure more robustly through trains of transfer

· Kual promises may go away; need privity for K
· Defesable fee ( you have black acre so long as cows don’t walk on it.  But if cows walk on it, then you lose your rights

· Convenants running with the object ( right was altered in initial deal, and that servitude stays.  You have an obligation and whoever gets the property after you has that limitation.
· Problems with property theory

· Common law restrictions on covenants

· Restraints on alienability 

· Who are the parties if there’s a breach?

· Works better if you say all rights remain with the original grantor
· Haven’t seen any suits over this ( seems to be organizing a community
· NOTE:  Is it strange to organize a community with ©?  © creates the opposite of what they’re trying to do.
· Could the people on top retract their license?  Would that be a breach of the licensing K?
· Problems: ownership would be fragmented.  More secure, but incredibly hard to change anything (would have to consult every person.
ii. Creative Commons

Free culture nonprofit organization, that wants looser ©: pool of courts and you license them w/ conditions. 
Thomas Smedinghoff’s Strategy

I. Transactions on the internet ( What do we need to worry about?

a. Movement towards paper transactions being done electronically

i. Quicker, easier, cheaper

ii. Insurance, bank loan transactions, loan interests 

b. How do we do negotiate paper transactions electronically?

c. NOTE on e-commerce law global development

i. family law, real property law, etc. all developed separately by country based on individual cultures.  

ii. E-commerce law has developed in a different way: more standardization; everybody is talking to everybody

II. Issue #1 ( Is it legal?  Can I do this type of transaction in electronic form?

a. Statute of Frauds ( does it need to be in writing?
b. Certainty ( are people comfortable with this?   Even if it’s legal.

c. Most laws simply say “e signatures are OK,” but that’s it!

i. Typically have some exclusions (e.g., family law)

ii. But generally designed to make it legal across the board

III. Issue #2 ( Make sure PROCESS produces enforceable contract 
a. Methods:

i. exchange of emails (just like paper mail)

ii. EDI system ( back and forth process in which companies fill in blank fields

iii. Click on “I Accept” tab (website) ( user-friendly

iv. Browsewrap ( just put terms on page

b. 3 standard things you need for BINDING CONSENT:
i. FAIR NOTICE ( must know contract is there

ii. OPPORTUNITY TO REVIEW CONTRACT
1. make the contract available up front

2. problem ( dealing with tiny screens (cell phone, PDA)

3. even if you know people won’t review it

iii. ADEQUATE NOTICE OF WHAT CONDUCT CONSTITUTES ACCEPTANCE
1. consumer must know how to accept, and what 

2. Acceptance must be affirmative conduct

c. Importance  ( avoiding class action lawsuit through binding arbitration clauses

IV. Issue #3 ( Information disclosure
a. Not in all statutes ( found in EU directive, CA law

b. Addresses Information asymmetries in electronic environment

c. Requirements to disclose certain information as part of contract

i. Who is the other party

ii. Address, business, etc.

d. UN doesn’t require disclosure per se; it defers to applicable local law

e. Two opposing views

i. U.S. position ( let the parties experiment and work it out (especially in B2B context), so you don’t stifle ecommerce

ii. EU view ( need fundamental rules to keep bad things from happening

1. CA has picked up on this idea for consumer protection

f. Standardization problems

i. Least Common denominator ( differing requirements lead businesses to comply with strictest standards (CA becomes law for all)

ii. Clients will often have to hire local counsel to determine compliance with rules

V. Issue # 4 ( Record-Keeping

a. Records must be accessible to both party
b. Must have ability to download and print

c. Problematic scenario ( scroll box with 57-page contract
i. Companies should make sure users can print and save contract

ii. Ability to cut and paste may not be enough

VI. Issue #5 ( Valid Electronic Signature
a. Virtually nothing written about law relating to paper signatures

b. Need for signature:

i. Indication of intent

ii. Law may require it

iii. Security ( how to protect signature

c. Intent (  ideally, the context of the document will indicate intent (text above the signature, label next to, above, or below signature line)

d. U.S. requirements for a signature:

i. sound, symbol, or process
ii. attachment (or electronic link) of signature to document

iii. Intent
e. EU requires that you use a method for two things
i. Establish identity
ii. Indicate intent
iii. Has to be as reliable as appropriate for transaction
iv. EU signature directive authorizes two types of signature

1. Regular e-signature

2. “advanced” e-signature 

3. Legal presumption that the document was validly signed by person whose identity corresponds with that signature

f. Three factors for authentication:

i. Something you know (pin)

ii. Something you have (card)

iii. Something you are (biometrics)

VII. Issue # 6 ( Trust
a. In any transaction:

i. Do you trust the other party?  

ii. Do you trust the transaction?  

b. E-commerce is about trusting transaction

c. Who sent the document?  Document integrity?

d. Preventing false denial of signature, false denial of contents

VIII. Issue #7 ( Record-keeping
a. UEDA and ESIGN allow electronic storage

b. 2 requirements:

i. Integrity ( make sure document stays intact

ii. Accessibility

c. Regulatory agencies can add more

ONLINE PRIVACY
1. Background on Information Privacy in General


a. Information Privacy p. 391 ( right of groups to determine when and how information about them is transferred to others

b. Sectoral Approach ( Important in certain area, Ignored in some areas

c. Argument ( historical accidents of information privacy

i. Video Rental Privacy act ( during Bork’s nomination hearings, video rental records came out
ii. Financial privacy, Medical privacy, Telecommunications-related privacy, Most protected are Cable TV records

d. Federal statute ( Childrens’ Online Privacy Protection Act

e. State Laws ( CA law requires websites to post privacy policy
f. Security Breach laws in states ( over 20 states have laws that you must notify victims if their data is compromised

g. Congress still  dealing with security breaches

h. State Torts with online privacy breach ( unclear if cause of action

2. Online privacy: 

a. Why is online privacy different than privacy in the offline world?

i. It’s faster, easier, and cheaper to collect data on the internet than in other areas

ii. Pre-transactional data is collected more easily

iii. No anonymous payment mechanisms online

iv. Online purchases have to be revealed, giving your address.

v. Surreptitious collection of information is easier online

vi. Easier to collect information from children online

b. Countervailing values:

i. Accountability:

1. Speech torts: Have to know who these people are in order to prosecute them

ii. Invisibility: Want to be able to say things without fear of harm but it makes it hard to track people down.

iii. Free circulation of ideas:

1. Marketplace of ideas: Protection of privacy that limits disclosure of information may interfere with this goal

2. Researchers, journalists: Privacy limitations may interfere with the ability of these people to do their jobs

iv. Efficiency:

1. Marketing costs: It’s cheaper to do it this way

2. Emergency medical services: Lessening privacy rights may allow the government to better cope with crises

3. Leary ( Should we treat online privacy different (FTC Dissent Paper)

a. FTC is going about this the wrong way

b. Differences between new and old are not such a big deal

i. Same technology is used

ii. Can put together dossier offline

c. If we have too much privacy online, it will hurt ecommerce

i. If you can’t track on line, you’ll want to stay offline

ii. Sellers need to be able to market more

d. Opposite view: ( Online book purchases are subject subpoena by feds. Customers were skiddish about buying online, so Some online bookstores are not keeping purchase records

e. Posting privacy policies on websites( Leary’s level playing field

i. Websites should post privacy policies, BUT privacy policies aren’t posted in offline world

ii. Some websites are posting brief policies

iii. Will having a stronger privacy policy actually provide anybody any benefit

iv. NOTE ( There is no legal duty of notice (except in CA), so there can be no action for lack of notice.  If you don’t say anything, you can’t have violated any promise.

v. Is there a market failure?

1. Consumers don’t have good information about policies and their impact

2. People don’t think about consequences until their identity is taken

4. Libertarian Argument

a. Choice between buying in person (people see you) and buying online – nobody’s there, but there’s a record (digital trail?)

b. Response: Information asymmetry people are not making informed choices.  They don’t know what’s going on

c. Response #2: we may want to promote online commerce.  We want to eliminate barriers and regulate privacy measure so people will buy online

i. More efficient than leaving to private choices

5. Fair Info Practice Principles - FTC Principles of Privacy Protection (1998) (p. 399)
a. Notice:

i. Tell consumers what is going to be collected about them before the information is actually collected.

ii. Tell consumers who is collecting the information, how they plan to use it, who will receive it, the consequences of refusal to provide the information, and the steps taken to insure confidentiality.

iii. Reality of the situation: most privacy policies tend to be written at such a level that the average person could not understand them.

b. Choice:

i. Opt-out: this is what is generally used because most people will not voluntarily opt-in.

ii. Reality: marketers prefer opt-out. This puts the burden of action on the consumer. Making it opt in would provide less data.

1. 10th Cir. has held that an FCC law requiring opt-in consent was an unconstitutional burden on free speech. U.S. West v. Federal Communications Commission.

c. Access:

i. Individual should be able to view the information collected about him/her and correct any mistakes.

d. Security:
i. Prevent unauthorized people from gaining access to data.

e. Enforcement/Redress:

i. Possible enforcement mechanisms:

1. Self-regulation: Should include both mechanisms of enforcement and of redress.

2. Private remedies: Create private rights of action for consumers.

3. Government enforcement: Civil or criminal penalties. Another method of third party enforcement.

6. Online Technologies of Surveillance:
a. Cookies: Gives you a unique identification code—the website can they collect your click stream data when you visit it. If you provide personal information on the website the website may associate your click stream data with you in particular.

b. Web bugs: Instruction that pretends to be fetching an image to display on the web page (or in an email) but actually serves to transmit information from your computer. These are powerful because they can collect information from you when you when you are not browsing on their websites—allow for more aggregate data.

7. FTC report (2000): Online Profiling:

a. Allows people to deliver personalized banner ads to you by collecting information about your web surfing habits (which sites you visit, how long you spend there, search terms you enter). 

iv. Collectors can do this themselves or by providing information to third party advertisers.

b. May benefit consumers in that the advertising is more efficient.

c. Behavior may be prohibited by consumer protection laws: businesses have a responsibility to deal honestly with consumers, which includes a duty to disclose aspects of the transaction that are not obvious.

d. May 2000: FTC report recommends Congress enact legislation to protect online privacy

e. October 2001: FTC reverse position  

8. Piercing the veil of online privacy:

a. Often hard to file a lawsuit stemming from online injuries because the Δs in such suits may be anonymous. As such, courts may allow pre-service discovery to ascertain the Δ’s identity. Generally, three standards. Point of the standards is to keep Пs from abusing pre-trial discovery.
Columbia Insurance  v. Seescandy.com (ND CL 1999, p. 424) Someone is using П’s TM, П wants to sue but Δ has concealed his identity) standard for pre-service discovery:

П must identify the Δ with sufficient specificity so that court can determine that Δ is a real person or entity who could be sued in federal court.

П must show that it made a good faith effort to find the Δ and serve him.

П must prove that his action could withstand the Δ’s motion to dismiss.

П must submit a request for discovery explaining why pre-service discovery is necessary.

Dendrite v. Doe - (NJ Sup Ct 2001, p. 429, n.1-b) PRIMA FACIE CASE - WELL ESTABLISHED FIRST AMENDMENT RIGHT TO SPEAK ANONYMOUSLY."
П must attempt to notify Δs of the pending suit
Пs must demonstrate actionable speech 

П must provide prima facie evidence to support each claim

The court must then balance Δ’s right to anonymous free speech against the strength of the П’s case.

Doe v. Cahill  (Del SC, 2005)

The Cahill court retained the notification provision of the Dendrite test, as well as the provision that requires the plaintiff to set forth a prima facie cause of action against the anonymous poster. 

But the court made the test significantly more difficult for plaintiffs by holding that the identities of anonymous defendants may not be disclosed unless the plaintiff can "support his defamation claim with facts sufficient to defeat a summary judgment motion." 

Anonymous Пs: sometimes courts will permit anonymous Пs if П needs to remain anonymous to prevent irreparable harm. The court must balance the П’s need for privacy against the general presumption that parties’ identities should be public (America Online v. Anonymous Publicly Traded Company).

9. Models for protecting privacy online:

a. INDUSTRY SELF-REGULATION:
i. Every time there has been a threat of government regulation, the industry has stepped-up and begun to regulate itself.

1. Industry developed a privacy policy to attempt to police itself—but, most websites did not address all of the governments areas of concern.
b. PRIVACY SEALS: TRUSTe

i. Most popular method.

ii. TRUSTe is a non-profit internet privacy organization dedicated to preserving customer privacy and assisting commercial e-commerce with customer privacy concerns. It approves websites based on the privacy policy of the site. It resolves customer complaints about the privacy of approved sites
iii. Requires disclosure of certain information:

1. What info a website collects

2. How the info is used

3. Who the info is shared with

4. Choices available to users

5. Security procedures

6. How users can correct their information 

7. Provide consumers with a simple way to complain about the privacy policy

iv. Monitors to insure that sites are actually abiding by their privacy policies. Also has a watchdog report form.

v. Violation procedure:

1. Notify website of consumer’s complaint

2. Notify the consumer of the resolution or relevant findings

3. If nothing happens, may revoke the TRUSTe TM
vi. Problems with this program:

1. Microsoft example. Did not find a violation against Microsoft since the one violating the privacy policy was not Microsoft.com, but rather the Microsoft corporation.

c. TECHNOLOGICAL SOLUTIONS: can configure browser settings, but this doesn’t always work and also may make it impossible for users to access particular websites. Also third party privacy programs, software, but these products may be costly and not completely effective.

d. TOTAL REGULATION - EC DIRECTIVE:
i. Limits the processing of personal data.

ii. General Provision:

1. Limits the purposes for which data may be collected and the amount of data collected.

2. General consent requirement to collect data.

3. Prohibits collecting certain types of information: that pertaining to race or ethnicity; political, religious, or philosophical beliefs; trade union membership; data relating to health or sex life.
4. Must disclose information about the collector:

1. Who’s collecting it

2. Why it’s being collected

3. Anything else to guarantee that the processing is fair.

5. Subjects have a right to know how their data is being processed.

6. Must assure confidentiality
7. Must notify the government before automatically processing data

8. Limits a collector’s ability to transfer the data to a third party

· Can only transfer to a “third country” if “the third country in question ensures an adequate level of protection” to the data
· Safe harbor to prevent liability for parties in countries that are not in the EU

iii. Limitations on transfers to outside the EU (Article 25) -> Transfers of personal data to a “third country” are allowed only if “the third country in question ensures an adequate level of protection” to the data (  We live in a “third country”
iv. Safe harbor -> A non-EU party can get safe harbor status if they comply with the guidelines - U.S.-EU Safe Harbor Principles
1. Notice: Purpose of info, contact info for the collector, who the info is going to, how to limit collection

2. Choice: must offer the ability to opt-out; for sensitive information, people must give explicit consent

3. Onward Transfer: Must use notice and choice to disclose information to a third party but may disclose information to its agent without these procedures if the agent is in privity

4. Security 

5. Data integrity: may not process info in a manner that is incompatible with the purposes for which is had been collected.

6. Access

7. Enforcement: must include mechanisms for insuring compliance that are:

a. Readily affordable

b. Follow up procedures

c. Complaint-handling procedure

d. Verification of compliance with privacy statement

e. Remedy for violation of Principles

· Companies that use TRUSTe are entitled to display the Safe Harbor seal.

8. Limits on transfer-> Various exceptions to the “adequate protection” requirement (i) Consent; (ii) Necessity, etc. -> Lack of “adequate protection” can be overcome by contract
10. How should we view privacy?
a. Laudon: Individuals receive no compensation for privacy invasion. Price of collecting information is so low for companies that they don’t have to be efficient in what they gather. Impose a cost to make collection of information more efficient

b. Litman: Exchange identities for discounts on online services. People don’t realize what they’ve given up until it’s almost too late.

c. Radin: Can look at this either from a human rights basis or a property rights basis. The US looks at it from property basis—privacy is alienable and people can choose to sell it.

11. Children’s Online Privacy Protection Act:

a. More stringent disclosure requirements when dealing with children.

i. Gives parents the opportunity to delete their children’s information

ii. Make reasonable efforts to get parental consent
iii. Give the parent the opportunity to review information collected about the child

iv. May not condition a child’s participation in online activity on the child’s disclosure of information

v. Maintain reasonable procedures to protect confidentiality
PERSONAL JURISDICTION ONLINE
I. Personal jurisdiction or jurisdiction in personam, refers to the power of a court to exercise authority over a particular D that a P seeks to bring before it.

a. Where the DUE PROCESS REQUIREMENT (XIV AMENDEMENT) is applicable, the court may assert jurisdiction only if the D has certain “minimum contacts” with the state in which the court sits.
i. General jurisdiction if D’s contacts w/ the forum state are “continuous and systematic” OR Specific jurisdiction if (i) D did some act in which he purposely availed himself of some state laws; (ii) claim arises out of D’s forum-related activities; and (iii) the exercise of jurisdiction is reasonable.

ii. “Minimum contacts” 

1. Effects test (Calder SC 1984( Provided the newspapers; editors and reporters expressly aimed at the CL residents and knew their actions might cause harm in CL, the state court of CL properly exercised jurisdiction over the nonresident Δs consistent with due process.)

2. Purposely availment (Burger King SC 1985 ( the Δs purposefully availed themselves to the protections of the forum state (FL) and are, therefore, subject to jurisdiction there. The Court reasoned that the Δs had a "substantial and continuing" relationship with Burger King in FLand that due process would not be violated because the Δs should have reasonably anticipated being summoned into court in FL for breach of K.). Something more is required (this supersedes McGee (1957) a single K). 

· ( Cybersell ; Panavision, Revell v. Lidov
b. Where the STATE LONG-ARM STATUTE is not coextensive w/ the due process requirement, resolution of the jurisdictional issue requires a two-stage inquiry: first, whether assertion of jurisdiction is consistente w/ the state long-arm statute, and second, whether assertion of jurisdiction is consistent w/ the Due Process Clause. Most statutes authorize jurisdiction over Ds who 

i. Transact business in the state;

ii. Cause tortuous injury w/in the sate by some act or omission wither w/in or outside the state; or

iii. Solicit business w/in the state. 

c. ONLINE JURISDICITON 
i. Interactive cases: Δ may be subject to jurisdiction based on the fact that Δ website responded to inquiries from consumers in the forum state even if the parties did not conduct any business. Very little restriction on jurisdiction. 
Maritz v. Cybergold, Δ was soliciting customers for future business, enough for jurisdiction.
ii. Advertising cases: if a website makes no attempt to contact consumers from a particular state, then no jurisdiction based on New York’s long arm statute. 

Bensusan Restaurant Corp v. King, no jurisdiction based on D’s website for a jazz club in Columbia, MS jazz club that used the same name as a the jazz club in NYC.
1. BUT Δ may be subject to jurisdiction in a particular state b/c citizens of that state can access Δ’s website from their state. 

Inset Systems Inc. v. Instruction Set, Inc, 10,000 Connecticut residents could access Δ’s website from their state= jurisdiction ( outer limit of jurisdiction, b/c “unlike TV or radio advertising, internet advertising is available continuously to any internet user”.

iii. Doing Business Over the Internet cases: Party who enters into a K in a forum state and then uses that forum state as an electronic arena from which to conduct his business may be subject to jurisdiction in the forum state, even if he never steps foot in that jurisdiction 

Compuserve, where the court affirmed jurisdiction b/c “from Texas, Patterson electronically uploaded thirty-two master software files to CompuServe’s server in Ohio via the Internet.
1. No jurisdiction over a consumer of on-line services as opposed to a seller. See Pres-Kap v. System One, Direct Access.
2. Is a single sale sufficient? Yes for Ty v. Baby Me and no for Carefirst 
II. ZIPPO CATEGORIZATION (1997)
a. Currently, courts consider the type of website involved in a given suit in order to determine jurisdictional issues. Divides websites into three categories (Zippo Manufacturing [Pennsylvania] v. Zippo Dot Com [California]):
b. 1. Totally passive websites. See Cybersell
c. 2. Website that are partially interactive. See Revell v. Lidov
i. Consider the level of interactivity
ii. May not be a good proxy for purposeful availment because the nature of the internet does not guarantee that website operators know where their customers are located.
iii. Actual or potential interaction? Millenium Ent. v. Millenium Music NO (D’s website allowed visitors to  purchase CD but no resident of Oregon have  made any purchases via the website or engaged in any online communication: still potential interactivity is no sufficient to satisfy due process clause). On the contrary, in Rainy Day Books and Audi v. D’Amato YES.
d. 3. Websites where people are clearly doing business. Zippo b/c sales to customers. 
e. Criticisms: the Zippo test ignores the effects test, which is part of the minimum contacts test under Calder. 
i. Criticism: what about other means of communication? Every time 

f. Reformulation: In  ALS Scan v. Digital Service Consultants, (4th Cir. 2002, p. 341) court said that it was “adopting and reformulating the Zippo model” and requires for out-of-state jurisdiction that the D (i) directs electronic activity into the State, (ii) w/ intent of engaging in business and (iii) activity creates a potential cause of action cognizable in the State courts.
i. Is it a merger of Zippo and Calder? The difference remains the harm which is required in the effects test!
III. EFFECTS OF ONLINE ACTIVITIES - “SOMETHING MORE” TEST.
a. In Calder (1984), the SC held that the “minimum contacts” due process requirement may be satisfied on the basis of the “effects” that out-of-sate conduct has in the forum state. Effects test considers: 

i. Intentional actions [Also, intention to sue? See B&M and Yahoo v. La Ligue)
ii. Expressly aimed at the forum state
iii. Causing harm, the brunt of which the Δ knows is likely to be suffered in the forum state.
Other courts have not ignored the effects test. Requirements of this test vary by state.
Cybersell, Some courts have decided that a court must find more than the existence of a website and collecting addresses in order to find jurisdiction. Used a three part test – Cybersell AZ v. Cybersell FL (9th Cir.1997, p. 335):

1. Zippo categorization is ok, but 
2. specific jurisdiction requires 
· Purposeful availment. “Something more” is needed to indicate that the D purposely (albeit electronically) directed his activity in a substantial way to the forum state
· D’s forum related activities claim; and 
· reasonableness of the exercise of jurisdiction. 
· Purpose availment Some courts frame this as whether the Δ directs his activities towards the forum state. 
Fernandez v. McDaniels Generally need some deliberate action.
Ford Motor v. Great Domains “Registering a domain name that incorporates a TM for which only the mark owner could have a legitimate use could be sufficient under Calder to support the assertion of personal jurisdiction in the mark owner’s place of residence”
IV. PASSIVE WEBSITES 
a. CYBERSELL CASE: “SOMETHING MORE” TEST.
b. Some courts have not been as liberal as the Cybersell court.

i. The fact that customers could send email to the owners and Δs did not try to block K from the forum state was enough. Conflict among the Cir.s (Hasbro v. Clue Computing)

ii. 131 hits (Maritz)

iii. Posting contact information (toll free number) is enough to confer jurisdiction (Inset Systems)
c. NB The 5th Cir. In Revell v. Lidov affirms that the Zippo scale is not in tension with the “effects” test under Calder for intentional torts, but that [footnote] “we need not to decide today whether or not a “Zippo passive” site could still give rise to personal jurisdiction under Calder, and reserve this difficult question for another time”
V. “SOMETHING MORE” TEST: Intending to sell a domain name in bad faith provides something more as necessary under the Cybersell test – 
Panavision v. Toeppen (9th Cir.1998, p.344)
Panavision knew that the effects of his actions would have been felt in California. 
[Panavision is a CL company and everybody knows it, unlike Lidov)
FACTS: Toeppen was a huge cybersquatter.  Took Panavision.com and offered to sell it

NOTE: judge seemed to assume that TM owners have right to domain names ( Court was pre-disposed to find jurisdiction

Problems ( ∆ has passive website in IL

i. Picture of Pana IL with cows raising on it

ii. Contacts with CA are not much ( sent letter offering to sell domain name for $10,000

Court ( folds Calder “effects test” into purposeful availment.  Brunt of harm is felt by Panavision (in CA – entertainment industry)

Elements of effects test:

1. Intentional actions

2. Expressly aimed at forum state

3. Causing harm, the brunt of which is suffered in forum state 

4. ∆ knows it will be felt  in forum state

Arguments for ∆

i. You can sue him in IL if you want

ii. TM dilution isn’t not an intentional tort (USSC cases are about intentional tort of defamation). Court ( case is “akin to a tort; view letter as extortion. Could just say “a tort is a tort”

iii. Π is a corporation, NOT an individual (precedent deals with individuals). Court ( corporation has feelings, too, is in its principle place of business

iv. Mere residence of Π in forum state is not enough (5th Cir.). Corporation that has feelings has those feelings in its home state

v. ∆ has to know and intend that the harm will fall on Π in forum state. Court ( Toeppen knew Panavision would likely suffer harm in CA. Heart of entertainment industry is located in CA

View of the case depends on whether you think the people taking the domains are doing a bad thing

i. We have clear law now

ii. At time of the case, the idea of ownership of domain names by TM holder wasn’t firmly established

iii. Prof things this is a judicial land grab

VI. “SOMETHING MORE” TEST: Defamation through publication of an article 
Revell v. Lidov (5th Cir., 2002, p. 348)

Lidov is politician in Washington

Defamation shares characteristics w/ various business torts and, thus, the Zippo scale applies. 
The 5th Cir. affirms that the Zippo scale is not in tension with the “effects” test under Calder for intentional torts, but that [footnote] “we need not to decide today whether or not a “Zippo passive” site could still give rise to personal jurisdiction under Calder, and reserve this difficult question for another time”

However, this an INTERACTIVE CASE: “Columbia’s bulletin board is interactive and we must evaluate the extent of this interactivity as well as Revell’s arguments with respect to Calder” (p. 349)

When the D did not know that the harm of the article would hit home wherever the P resided, then there is no jurisdiction

Bottom line: effects test requires more than a victim in a State!

VII. Scope of the effects test: the requirement of wrongful conduct. Under the effects test, conduct does not necessarily have to be tortious—may be sufficient if the conduct is “wrongful” -> DECLARATORY JUDGEMENT MAKE THE D BECOME P AND USES INTENTION TO SUE FOR EFFECTS TEST. 

a. Yahoo v. La Ligue Contre Le Racisme et L’Antisemitisme, the conduct of the D seeking a French court order (for hate speech laws in France) did not “wrongfully” affected people in the CA (Yahoo) so they should have expected to be brought into CA court.
b. Bancroft & Masters (p. 352-3) P sought a declaratory judgment that domain name did not infringe D’s TM. The effects case is satisfied “when the D is alleged to have engaged in wrongful conduct targeted at a P whom the D knows to a resident in the forum state (B&M): In the case, Augusta National, sponsor of Masters tournament, through its letter to domain name registrar of B&M, engaged in wrongul conduct that they intended to effect a conversion of the masters.com domain. 

VIII. Jurisdiction over Ks and commercial transactions

Party who enters into a K in a forum state and then uses that forum state as an electronic arena from which to conduct his business may be subject to jurisdiction in the forum state, even he never steps foot in that jurisdiction 

a. CompuServe v. Patterson, Δ Ked with Π expressly in Ohio and used Π a distribution center for his products. The questions is “whether these connections with Ohio are ‘substantial’ enough that Patterson should reasonably have anticipated neing haled into an Ohio Court.” “In fact, it is Patterson’s relationship with CompuServe as a software provider and marketer that is crucial to this case”. 
1. Seen as a combination of Burger King and Asahi—neither the K nor the use of the server on its own would have been enough. Court explicitly says that it uses a combination of these two cases plus “the other factors that we discuss herein;” so, it may be seen as Burger King/Asahi plus. 

2. Courts have cited this case for varying propositions ranging from: continuous contact with a state is needed and manufactured Ks are not enough (Millenium v. Millenium) to internet plus K is enough (Fix My PC v. NFN).
b. Courts are split about whether or not to consider whether the Δ knew where the buyer lived. Some consider K plus interaction enough, even if the Δ does not actually know where the П lives (see p. 364). Some do not (see for defamation, Revell v. Lidov).
c. Manufactured Ks (see p. 364).

d. Is a single sale sufficient? (see p.365). Realist Margie ( one transaction would be enough if you thought the person was bad enough and deserved to be sued

IX. Distribution of Publications Online

a. Some courts have shifted the Keeton (SC, 1984) analysis from the substantiality of distribution in the forum state to the Zippo test of interactivity in the online context 

1. Scherr v. Abrahams, no jurisdiction even though Δ distributed a large volume of online publications into the forum state because level of interactivity was low (no passive site, though) and the only commercial content was advertising of the hard-copy version
b. Some courts have held that the effects test extends to situations in which people publish material to a website knowing that that material will be visible in the forum state 

1. Naxos Resources v. Southam, D knowingly defamed P on Lexis, knowing that Lexis was viewed in CA, jurisdiction ultimately declined because controversy did not arise out of activities in CA. 

X. Location
a. Location of Web Server NO
“Δ’s conduct of King, via computer, with Internet service providers, which may be California corporations or which may maintain offices or databases in California, is insufficient to support ‘purposeful availment’” 

· Jewish Defense Organization v. Superior Court,  P operated a website in NY, only connection to CA was that his ISP’s servers were in CA, not enough for jurisdiction.

b. Location of Computer Holding a Database NO
If a person uses an online service (like a database, journal, etc) and Ks with the service in one state, the fact that he sends his bills to another state or the fact that the company may have servers in another state is insufficient to confer jurisdiction 

· Pres-Kap v. System One
XI. Location of Computer Equipment under Long-arm Statute YES IN VIRGINIA (where American Online has its seat)
a. Posting a message to a BBS may be sufficient enough to confer jurisdiction to the state in which the BBS service keeps its servers 

1. Krantz v. Air Line Pilots, D published a defamatory message about P on its service, servers were stored in Virginia.

b. Some courts have extended this further in the case of USENET groups. A state may have jurisdiction over a particular claim if a particular message was first sent to USENET servers within its borders, even if those servers were not the message’s ultimate destination 
1. Bochan v. LaFontaine, D published a defamatory message about P using AOL as its ISP. AOL routed the message through its USENET servers in Virginia before sending it on -> problem if computer in Virginia.
c. Application of State Long-Arm Statutes to Websites

1. Transaction of Business w/in the State

· Making sales in a particular state may be enough to confer jurisdiction (Gary Scott v. Baroudi). 
· May also help get cybersquatters if one may consider the use of the website to sell a domain name as a commercial use (Purco v. Towers). 
· But, on the other hand, other courts have looked to intentions. If the Δ is not an actual cybersquatter—i.e. has legitimate rights to the website—then there may not be jurisdiction based on selling the domain name attached to a particular website (K.C.P.L. v. Nash).
2. Causing Tortious Injury w/ the State, by Conduct wither Within or Outside the State

· When is an act considered tortious within the forum state?

· Any TM infringement over the internet may confer jurisdiction because “using the internet under the circumstances of this case is as much knowingly ‘sending’ into Massachusetts the allegedly infringing and therefore tortious uses of Digital’s TM as is a telex, mail, or telephone transmission” (Digital Equipment v. AltaVista).
· Tortious injury occurs in a particular state each time a user accesses Δ’s website in that state (Playboy v. AsiaFocus) ( Seems to subject websites to random jurisdiction
3. Regularly Soliciting Business

d. Location Of Computers
XII. Choice of law 
a. Rothschild ( p. 382
i. Limits of Utopianism

ii. Talking about choice of law ( Lots of questions 

iii. Locations of parties?

1. Place where Π acted

2. Place where Π received representations

3. Place where ∆ made representations

4. Residence and nationality of parties

5. Place where subject of contract is located

6. Place where Π was to render performance under fraudulently induced contract

iv. Performance with sale of digital goods?

1. Place of contract

2. Negotiation

3. Performance

4. Location of subject matter of contract

5. Location of parties

v. Why don’t courts revert to USSC jurisprudence?

1. Understandable early on, but not clear why they don’t do it now

b. Goldsmith ( 383 

i. There’s not really a problem

ii. We’ve always had problems with choice and we’ve always found ways to solve them.  We figured it out before’ we’ll figure it out now

iii. Problems of complexity and situs are genuine, but not unique to cyberspace.  Look at the factors and make a choice

iv. P. 385 ( unilateral method vs. multilateral method

1. Multilateral methodology ( figure what law is best to apply

2. Unilateral methodology( decide whether local law is OK

a. if it is, try the case

b. if not ( dismiss the case

v. “reification” ( looking at something as a physical thing and giving it those attributes

1. exceptionalism ( Location is now arbitrary because of reification

vi. Goldsmith ( we always had problems with this, and we Can we fix problems with declaratory judgments by rolling back the harm in US test ( don’t need a tort to get declaratory judgment; can be pre-emptive

XIII. Back to Contractual Choice of Law and Choice of forum
a. P. 898 ( chapter 10 ( II-B

b. Attempt to avoid PJ issues by contracting for choice of law

c. Company wants to do this, because they don’t want to get sued all over the place

d. Consumers don’t think there’s a real probability of lawsuit, so they don’t care about the choice of forum clause (perfectly liquid market).

e. Companies want to avoid transacgtions

f. Carnival Cruise Lines ( Court said they like contract, and they like the efficiency of doing this: company will pass savings on, and Consumers will benefit in the aggregate!
g. EU Approach (p. 904) ( Consumers get to sue in their home jurisdictions

h. U.S. Courts are divided about this

i. CA would not enforce

ii. FL will not enforce

i. Exam question:  Which portions of a contract are illegal, and which are legal (look at AOL)??  

i. Depends on jurisdiction!!

ii. See cases on p. 899!!

iii. Groff ( citing Bremen applied 9 factor test, and upheld AOL choice of law clause.  RI court enforces

iv. AOL v. Superior Court ( CA court upholding clause would make CLRA irrelevant (statute protects consumers from deceptive facts

1. AOL charged $8.95/month, and they took way too long to cancel subscriptions.  

2. Justice in CA vs. justice in VA

v. Should it make a difference if you’re an individual or class action?

XIV. EU consumer protection ( p.903

a. Consumers can sue in their own forum in EU

b. There is class action in certain member states

c. However, more limited definition of “consumer contracts”

i. “in the State of the consumer’s domicile the conclusion of contract was preceded by a specific invitation addressed to him or by advertising”

d. Class actions

i. Judge has to sign something to certify each Π.

ii. Judge can give a certain amount to each individual who shows up for payment

Open Source contracts – are these contract enforceable?

I. licenses expanding user rights

a. Creative Commons

b. Open Source

c. Source code ( what the programmer writes in whatever language they are using

i. Programmer puts notes in source code

ii. Said to be creative ( can write things in different ways

d. Object code ( translation of source code into binary (1s and 0s)

i. Compiler ( turns source code into binary

e. Copyright ( USSC wouldn’t patent computer programs, so in 1970’s ( commission made programs copyrightable

f. Apache ( open source program that helps run webpages.  About half of all websites use this

II. Open source

a. Is license enforceable?

b. Computer programs are copyrightable 

i. Can foreclose all subsequent people from making derivative works

ii. Can prohibit copying

c. In the public domain ( anybody can create derivative work and copyright that.  This means what you wanted to leave public is made private property

d. License agreement ( 

i. Can take an improve

ii. Can make derivative works

iii. If you do, you have to give the source code to everybody

e. Origins ( Richard Stallman

i. MIT scientist

ii. Couldn’t fix printer because he couldn’t get access to the source code, and he was angry

f. LINUX operating system

i. Competition with Windows and Mac (more users than Mac)

ii. Operating system is free

iii. Can re-vamp it; change the source code

iv. Yohai Benkler ( Coase’s Penguin (Harvard Law Journal)

g. Service companies ( can’t sell open source operating systems, but they can provide support

h. 2 branches of thought:

i. Economically efficient

1. Gets people things faster and quicker

2. Car analogy

3. Big companies (like IBM) have gotten into this

ii. Social Theory

1. culturally important to have software creativity be free

2. freedom to Tinker

3. detractors say this is Communistic

4. Evan Mogler ( Columbia prof. who helped write GPL

i. Main negative ( GPL “contamination”

i. programmers and engineers are using open source

ii. they may accidentally put open source product into something your company is developing.  

iii. That would require the whole product to be open source

iv. Companies are now disclosing risks

j. SCO v. IBM ( pending litigation

i. SCO = Santa Cruz Operations
ii. SCO mounting frontal attack on LINUX

1. claims they own some copyrighted code that is in LINUX

2. therefore LINUX violates their rights

3. want to stop distribution of LINUX

iii. IBM put money into LINUX to try and compete with Microsoft

iv. NOTE: Microsoft is funding SCO’s legal campaign

v. If SCO wins, it could hurt open source

vi. SCO is filing thousands of pages, but it could be nothing

vii. Bottome line ( This whole thing is important to IBM and Microsoft (wants to control who fixes windows)

III. Questions on p. 947

a. “strip away” freedom by copyrighting derivative of something in the public domain.  Everybody will have to license that from you if they want it.
b. Copyleft ( cut down on restrictions on users’ freedom
i. Don’t have to worry about getting copyright

ii. Reproduction without permission risks liability

iii. License reproductions and derivatives

iv. BUT if you restrict use of your derivative works, you are in violation of copyright

v. GPL conditions:

1. pass on derivative works

2. Pass on source code of what you reproduce

vi. Loophole ( companies retool Apache for their own needs, but never release it beyond their own servers.

vii. NOTE: Economists and social idealists fight

IV. Question 4: Are licenses contracts or property?

a. Contracts ( agreement to do things (develop something)

i. require consideration
b. Property ( open source people want to claim property

i. think property rights will endure more robustly through trains of transfer

ii. Contractual promises may go away; need privity for contract

iii. Defesable fee ( you have black acre so long as cows don’t walk on it.  But if cows walk on it, then you lose your rights

iv. Convenants running with the object ( right was altered in initial deal, and that servitude stays.  You have an obligation and whoever gets the property after you has that limitation.
c. Problems with property theory

i. Common law restrictions on covenants

ii. Restraints on alienability 

d. Who are the parties if there’s a breach?

i. Works better if you say all rights remain with the original grantor
ii. Haven’t seen any suits over this ( seems to be organizing a community
e. NOTE:  Is it strange to organize a community with copyright?  Copyright creates the opposite of what they’re trying to do.
i. Could the people on top retract their license?  Would that be a breach of the licensing contract?
ii. Problems: ownership would be fragmented.  More secure, but incredibly hard to change anything (would have to consult every person.
V. Creative Commons

a. About works (law review articles, etc), not software

b. Make copyright “looser,” but not giving it up entirely

c. Write license in consumer language, have logos that show you what to do

d. Goal: make it easier to find the type of work you need and ascertain the types of rights running with the works

e. Major law reviews have signed on to make law reviews available through certain licenses ( some profs have signed a pledge to submit only to these law reviews

f. Concerns

i. Authors want to have people read works

ii. Right of attribution (no moral rights in US – copyright information required any more)

iii. Want to preserve derivative right

g. Still legally questionable ( affects the future too much

VI. Compare Patent 
a. Threat to GPL

b. You can’t patent the code statements

c. Can patent your method for business model

i. NetFlix is suing Blockbuster for this

d. Can an outsider with a patent destroy open source?

e. New version of GPL ( if you bring patent infringement act, you will be out of the open source license

f. Algorithms are patentable (including business models)

VII. Primary legal issue ( are contracts binding on successors of people who receive the works?

HARMFUL ACTIVITIES ONLINE
1. Costs of spam: 

(i) Individual users: opportunity costs based on time, 

(ii) ISP: direct cost based in accessing the internet and money spent on filtering systems, 

(iii) Third party domain names owners whose names are falsely incorporated in the return addresses of spam messages
2. Benefits of spam

(i) Ease of entry for new entrants 

(ii) Advertising

Federal regulation of spam: the CAN-SPAM ACT

Into effect in 2004. 

Underlying philosophy is that unsolicited electronic e-mail is a legitimate channel of marketing that merits federal protection against both unscrupulous marketers and overzealous state regulators

· Preemption of state law 

(iii) Free speech

3. Ways of categorizing unsolicited email. Two types of cases:

a. Cases where alleged harm is unwanted information coming into the system. Ask:

i. Whether or not it is speech as opposed to just hacker messages

ii. Whether or not it’s commercial
iii. Whether or not malicious intent

b. Cases where alleged harm is information leaving a system

i. Is the information proprietary
ii. Is it covered by unfair competition
4. Policy concerns: how to get rid of spam

a. Regulation (legislature)

b. Judicial intervention (courts)

c. Technological self-help (market)

i. Let the market deal with it. It dealt with unsolicited junk mail of other forms. But, spam is different. It’s free, so not subject to market constraints like real junk mail. Also susceptible to viruses. But, it must be commercially viable, or else people would not use it.

ii. Do not want to risk a chilling effect on free speech.

5. Applying common law to spam cases:

a. TRESPASS TO CHATTELS: SPAM. 
CompuServe Inc v. Cyberpromotions (S.D. Oh. 1997) - GRANTING PRELIMINARY INJUCTION ON GROUNDS THAT UNSOLICITED EMAIL CONSTITUTED A TRESPASS TO CHATTELS

When a Δ sends UCE to a П’s computer equipment, continues to do so after he/she is asked to stop, and evades attempts by the П to control the spam, then the Δ may be liable for trespass to chattels.

i. Use of trespass to chattels doctrine allows the court to sidestep first Amendment issues that would arise out of making a law to deal with spam in particular.

ii. Trespass to chattels may occur when one intentionally intermeddles with the chattel of another—intentional physical contact. Electronic impulses from one computer to another are enough to satisfy the requirement (Rest. Torts 217(b))

iii. Trespass alone is not enough for recovery. The person who commits the trespass is subject to liability only if the “chattel is impaired as to its condition, quality, or value” (Rest. Torts 221).

iv. Do not need substantial interference. Just need to show that Δ’s activity lowered the value of П’s chattel (Thrifty-Tel v. Bezenek).

v. The idea of trespass to chattels has been extended to unsolicited email sent to a corporations private network against its will 
Intel Corp v. Hamidi, (CAL 2003, p.1072)
LIMITING TRESPASS TO CHATTELS UNDER CL LAW TO ACTS PHYSICALLY DAMAGING OR FUNCTIONALLY INTERFERING WITH PROPERTY

New dimension was added to e-mail trespass in the context of a legal dispute between Intel corporation and a former employee, Kenneth Hamidi. Intel successfully enjoined transmission of noncommercial e-mail messages to its computers by Hamidi, who had previously left the firm due to a dispute over a work-related injury. . . .

Intel claimed that once it notified Hamidi his messages were unwelcome, further transmissions constituted an interference with their system. Unlike CompuServe, Intel could not claim that they lost customers from the transmission, since they are not in the business of providing Internet access. But they could claim that the company was injured due to the time and effort spent attempting to block the messages.
The cases relied upon in Thrifty-Tel involve trespass to land, rather than trespass to chattles. The Thrifty-Tel opinion blithely glosses over this distinction, noting simply that both legal theories share a common ancestry. The CompuServe opinion, too, glibly intermingles trespass to chattels with doctrines related to real property. 

Three justices dissented in two extensive dissents.  Each of the dissenters would have continued the injunction issued by the lower courts on the grounds, inter alia, that a trespass to chattels claim does not require injury to the chattel in question -- rather, such a claim can be established solely by showing an unpermitted and objected to use of the chattel.
· The First Amendment only protects individuals from governments, not from private infringements upon speech.  Intel is not a state actor.  Without the requisite state action, the plaintiff has no First Amendment defense.  
· Requisite loss of value to the chattel can be established by the loss of capacity of the computer equipment caused by a defendant’s unsolicited emails.  By draining the processing power of the computer equipment, that equipment is not available to serve the plaintiff’s subscribers.
· Nexus between the trespass and the injury.  The injury must occur to the chattel itself.  [(( slopery slope argument] 
b. Trespass to chattels: Using bots to collect data from another site. 
eBay v. Bidder’s Edge (N.D. Cal. 2000) - GRANTING PRELIMINARY INJUNCTION ON Δ'S USE OF AUTOMATED QUERYING PROGRAMS TO OBTAIN INFORMATION OFF OF П'S WEBSITE AND OVER П'S OBJECTIONS

When a Δ accesses a П’s servers using bots without П’s permission, Δ may be liable for trespass to chattels if his action deprives П of the use of its property, preventing П from realizing the value of its computer systems.

· Argument based on a loss of the property’s use, not damage to the property. Property value may be affected by Δ’s taking П’s server capacity.

· Slippery slope argument: Even if Δ’s conduct here does not cause sufficient harm to the П, allowing the conduct in the aggregate would cause significant harm.

· Did not use misappropriation of information because that law would have been preempted by a federal © law.

Register.com v. Verio, same argument in this case where Δ used robots on П’s site to gain contact information for people who had recently registered with П.

· Why did not invent a new tort? Because they like precedents. 

· Why not nuisance? 

· 3 possible conclusions: 

(1) Server owner has right to control incoming messages/data acquisitions programs 

(2) Server owner has right to control incoming messages/data acquisitions programs only if harms (current doctrine) ( narrow: only if crash and slowdown vs. broadest: any damages to profit-potential of business [reputation, goodwill, employee time] 

(3) Server owner has NO right to control incoming messages/data acquisitions programs under certain circumstance because of other important policies (public utility, harm to competition, IP rights do not cover)

· Other factors for excluding trespass to chattels: (i) content based information exclusion (ii) anti-competitive stuff (iii) evading the holes in © (iv) employers’ distraction

c. LANHAM ACT: A spammer’s use of a П’s domain name in such a way that recipients of the spam would be confused about its origin in a Lanham Act violation—false designation or dilution 
American Online v. LCGM, (p.1024) Δ used Π’s domain name and resources to harvest screen names for spamming and then to send that spam
Elements of a designation claim:

1. Δ uses a designation

2. In interstate commerce

3. In connection with goods and services

4. Which designation is likely to cause confusion as to origin of the goods or services

5. П has been damaged by the false designation
Also a claim under Computer Fraud and Abuse Act is a law passed by the Congress in 1986 intended to reduce "hacking" of computer systems.

· It is a criminal statute, with a scienter requirement that may not map onto tort.   It does allow civil action for compensatory damages for some of its provisions.

· “Impairing Computer Facilites”:  the elements required to prove liability under the statute (if the statute is interpreted literally) do pose different hurdles, especially scienter, plus description of "protected computer";
6. LEGISLATIVE REGULATION:

a. Goals of legislation:

i. Clarity

ii. Enforceable (implementable)

iii. Accommodate free speech concerns

iv. Raise the cost of undesirable spam

b. Ways to accomplish the goals:

i. Tax spam, either through direct costs or litigation ( But free speech claim
ii. Limit the number of messages that people can send

iii. But, if the U.S. limits this, people will likely be driven overseas.

c. Current legislation:

i. California:

1. In order to legally send spam, a spammer must give the user:

a. An option to opt out
b. An option to filter adult messages or all messages

c. Contact information so that the user can remove himself from the list

i. Employers can remove whole office

2. Limits ISP liability for spam and gives them a cause of action against infringing users, as long as the users have notice of the ISP’s policy and know that the ISP is in CA.

3. Application limited to commercial speech
4. Definition of spam:

a. Emails sent to people with whom the sender does not have a prior business relationship
b. Emails that are not sent at the recipients request
ii. Delaware:

1. Statute is criminal unlike CA’s.

2. Outlaws all machine-generated spam but does not apply to that sent by humans.

a. More restrictive than CA’s law

3. Cannot falsify a domain name to send spam.

4. Cannot sell software that is:

a. Designed to send spam

b. Designed to falsify domain names to send spam

c. Marketed as a way of sending spam
d. FEDERAL LEGISLATION – CAN-SPAM ACT
Problem: Enforcement – Early results not encouraging (p. 1039)

Principal components:

1. Prohibition of deceptive and offensive conduct
· Using false or misleading header information in any e-mail, including transactional or relationship messages. 

· Using deceptive subject headings in commercial e-mails 

· Sending commercial e-mail messages to e-mail addresses that are obtained by “harvesting” e-mail addresses, using “dictionary” attacks, or randomly generated e-mail addresses. 

· Sending commercial e-mail messages through a computer accessed by the sender without permission.

2. Requiring marketers to present a modest degree of accountability and responsiveness to their target audience (opt-out; sender’s physical postal address)

3. Preemption of state laws that interfere with legitimate marketers’ use of unsolicited e-mail communications; and 

What they did was preempting the state laws, California said everything has to be labeled ADV. Can-spam preempted that and only sexually explicit has to have ADV. Criminal penalties. 

4. Enforcement scheme (By the FTC)

· Other things they could have done (p. 1037):

· Do-not-E-Mail list

· A Reward Provision

· EU approach (Opt-in, unless pre existing relationship, prohibition to disguise identity) – p. 1040

· Not so lenient with pre existing relationship

· Subject line Labeling (see explanation on why not)

· More technological implementation

· Reward provision

· Opt-in provision for wireless spam 

· Notes: 

· Constitutional challenge, OK. Not a content-based restriction on speech. 

· Multiple sellers messages

· Falsity in body of message would not violate the act (header cannot be materially false or misleading.)

7. SELF-HELP:

a. ISPs may terminate subscriptions of those users who violate the ISPs spam policy.

b. “netiquette”/social norms

c. Universal opt out list

i. But, there is a risk that this would fall into the wrong hands.

d. “Mail bombs” to spam senders have been relatively ineffective because the people sending the spam falsify the email addresses, so innocent third parties get these mail bombs.

e. Mail abuse prevention systems (MAPS): Maintains a list of sites it thinks are friendly to spam and block messages from the companies on this list to its clients. Problem here is that spammers can relay messages to get around this. Also, it may serve to block emails from legitimate users.

Media3 v. MAPS (p. 1042): “SPAM FRIENDLY” SITES

Media3 denied preliminary injunction based on defamation because “truth is complete defense.” Media3 is “spam friendly” because it hosts companies that are spammers. Does not matter that it only hosted a few spammers. 

Hall v. Earthlink (2nd Cir.2005, p.1046) - ISP DID NOT VIOLATE ELECTRONIC COMMUNICATIONS PRIVACY ACT (ECPA) WHEN IT ACQUIRED E-MAIL OF CUSTOMER WITH TERMINATED ACCOUNT

An Earthlink customer named Peter Hall sued his ISP, Earthlink, for failure to deliver e-mails into his inbox. Earthlink had wrongly concluded that Hall was a spammer, and so it blocked off access to the account for a period of months. When the error was cleared up, Earthlink sent Hall all of the e-mails it had received for his account. Hall then sued Earthlink under the Wiretap Act, claiming that Earthlink's failure to deliver his e-mails for a long period of time had "intercepted" his e-mails in violation of the Act. 

Held: no interception had occurred thanks to the "ordinary course of business" exception to the definition of "device" in 18 U.S.C. 2510(5)(a). The idea behind this telephone-era exception is that the network provider does not illegally "intercept" anything simply because the network needs to acquire communications in the course of delivering them. If the network service provider acquires communications in the ordinary course of business, no "interception" has occurred. 

The same exception applied equally to ISPs in the context of e- mail, and that Earthlink had acted in the ordinary course of business in receiving, delaying, and then later sending on the contents of Hall's inbox. Therefore the exception applied and there was no "intercept." 

Blue Mountain v. Microsoft (NDCAL 1999, p.1051) Wrongful filtering 

Settlement 
EU Directive 2002/58/EC on data protection and privacy (from 31/10/2003)

Article 13(1) of the Privacy and Electronic Communications Directive requires Member States to prohibit the sending of unsolicited commercial communications by fax or e-mail or other electronic messaging systems such as SMS and MMS unless the prior consent of the addressee has been obtained: opt-in system.

The only exception to this rule is in cases where contact details for sending e-mail or SMS messages (but not faxes) have been obtained in the context of a sale: within such an existing customer relationship the company who obtained the data may use them for the marketing of similar products or services as those it has already sold to the customer. Nevertheless, even then the company has to make clear from the first time of collecting the data, that they may be used for direct marketing and should offer the right to object. Moreover, each subsequent marketing message should include an easy way for the customer to stop further messages: opt-out.

The opt-in system is mandatory for any e-mail, SMS or fax addressed to natural persons for direct marketing. It is optional with regard to legal persons. For the latter category Member States may choose between an opt-in or an opt-out system.
For all categories of addressees, legal and natural persons, Article 13(4) of the Directive prohibits direct marketing messages by e-mail or SMS which conceal or disguise the identity of the sender and which do not include a valid address to which recipients can send a request to cease such messages.

For voice telephony marketing calls, other than by automated machines, Member States may also choose between an opt-in or an opt-out approach.

DEFAMATION

1. General:

a. To prove defamation, a person who is not a public figure must prove a negligence standard. The party making the statement either knew or should have known that the statement was false.

i. “One who repeats or otherwise republishes defamatory matter is subject to liability as if he had originally published it.”

b. To prove defamation, a public figure must prove that the statement was made knowing that it was false or with reckless disregard for the truth. The statement has to be provably false—figurative, hyperbolic, opinionated statements, etc, don’t count.

c. Distributor liability: Negligence standard, not strict liability. A distributor is liable for defamation if he knew or should known that something he distributed contained defamatory material.

2. Is an ISP a publisher or a distributor?
a. An traditional ISP functions like a distributor because it does not have  editorial control over third party postings when it acts as a conduit, analogous to a bookstore in the offline world 

Cubby v. CompuServe (SDNY 1991, p. 1092), not liable for unfair business allegations arising out of a service run off of one of it’s servers.

b. If a computer BBS claims to the public that it exercises content control, etc, does exert some amount of control, it can be liable for defamation under the publisher standard 

Stratton Oakmont v. Prodigy (NYSC 1995, p.1097), Δ’s servers contained allegedly defamatory statements made about П.
· Court does not do a good job of distinguishing this case from Auvil v. 60 Minutes, where a tv affiliate had time to check something for defamatory material but did not.
· Maybe different because affiliate never edited whereas Prodigy edited sometimes.
i. LEGISLATIVELY OVERRULED by Communications Decency Act 230, which 
· Gets rid of publisher liability for ISPs; and
· Does not specifically say anything about distributor liability in the Cubby case -> if the ISP also had immunity from distributor liability, then it would decide never to monitor anything because it could never be held liable for the defamatory statements of third parties, thus defeating the purposes of the statute to give ISPs incentives to monitor.  Consequently, the effect of the holding of Cubby remains unchanged after the adoption of Section 230(c)(1).  
· Chills free speech on the internet?  But offline distributors are held liable under the distributor liability standard, and no one argues that free speech has been chilled in the offline world.  No reason to treat the offline and online worlds any differently with respect to distributor liability.  It would be nonsensical for offline distributors of books and newspapers to be held liable whereas their online equivalents are immune.  
3. Communications Decency Act 230:

a. Actual Language: “No provider or user of an interactive computer service shall be treated as the publisher or speaker of any information provided by another information content provider.”

i. Specifically intended to overrule Stratton Oakmont, although Cubby is not mentioned anywhere in the legislative history.
b. Purposes of the CDA:

i. To allow the ISPs to edit some content without sacrificing immunity in light of the Stratton Oakmont decision.
ii. Congress’s intention was to encourage ISPs to monitor the information posted on their services by their subscribers.  If Stratton was the law, then ISPs would choose not to monitor at all because the fact of monitoring itself would give raise to the stricter liability standard of publisher liability.  ISPs would choose not to monitor and thus only be confronted with the lower distributor liability standard
iii. Purpose is not to exonerate ISPs for reprehensible behavior, like what happened in the Zeran case.

c. Interpretations of 230: 
i. 230 immunizes ISPs from all liability resulting from third party postings on their servers, whether they knew about it or not

Zeran v. AOL [4th Cir. 1997, p. 1104]: AOL knew about false posting linking П to Oklahoma City bombing t-shirts but refused to take it down, no liability).

· Unclear from the language of the statute whether it intended for Cubby to remain in tact.
· Court felt that making ISPs regulate would have a chilling effect on free speech because they’d over regulate to protect themselves—incentive to just remove everything.
· Court mistakenly said that distributor liability is a subset of publisher liability.

· Barret v. Rosenthal case Court of Appeals endorsed the view of the Doe v. AOL dissent that Zeran is incorrect in extending the Section 230 immunity to distributor (p.1129)
ii. 230 prohibits ISP liability for content prepared by others if the ISP did not participate in its creation, even if the ISP was active in promoting the content 
Blumenthal v. Drudge (DDC 1998, p.1110) AOL licensed Drudge to put his report on its servers and promoted the service to its users, still not liable for defamatory content because Drudge was independent of AOL.

1. ISP still liable for joint development of defamatory material under 230. But, licensing an independent party and then promoting his work does not constitute a joint venture.

iii. Blank immunity for bloggers? 

Batzel v. Smith (9th Cir. 2003, p.1114) Δ’s website and listserver qualified as an "interactive computer service" and that the offending third-party content was "information provided by another" even though contained in an email whose author never intended it to be distributed on the Δ's service and which the Δ consciously selected for republication. 

d. Scope:


i. Applies to interactive computer services, which include information service providers, access providers. 

ii. To be a service provider, a company does not have to provide an actual connection to the internet (Schneider v. Amazon.com). Websites that allow user comments may be considers service providers.

iii. Listservs, on the other hand, are not service providers but rather are information content providers.

iv. Individuals have claimed immunity under 230. (Barrett v. Clark, Δ immune under 230 because she merely passed on third party commentary).

e. Problems with 230:

i. Provision is broad enough when an ISP is a conduit of information. The immunity is justified because the liability to ISPs without immunity is huge. However, when an ISP affirmatively chooses to make a publication available, it should have the same liability as an offline distributor because the risks are no different.
ii. May do too much. Removing all liability may leave ISPs without incentive to police their servers.
f. Comparable law in the EU:

i. European Commission’s Directive on Electronic Commerce 2000/31/EC

ii. Unity approach to all forms of ISP liability—for defamation and for ©.

US ISIP liability protection is sectorial.

a. Liability for © infringement is limited by DMCA 512.

b. CDA 230

c. ECPA

iii. When the ISP is a conduit, it is not liable as long as the ISP does not:

1. Initiate the transmission

2. Does not select the recipient of the transmission

3. Does not modify the information in the transmission

iv. Not liable based on caching.

v. Not liable based on hosting a website if it does not have actual knowledge of illegal activity.

vi. Once it has actual knowledge, it has to take the offending material down.

BUSINESS METHODS PATENTS

1. Patent Basics:

a. Patents must meet threshold requirements:

i. Patentable subject matter (101) – Patent eligible subject matter (“statutory”) cannot patent laws of nature, physical phenomenon, and abstract ideas.

· “Congress intended statutory subject matter to ‘include anything under the sun that is made by man’” (Diamond v. Charkabarty).

ii. New: not anticipated in past literature – Not anticipated 
iii. Useful: functional purpose ( “Industrial applicability”
iv. Non-obvious (“inventive step”)
v. Legally sufficient disclosure: “Must describe the invention in sufficient detail so that one who is skilled in the subject matter can construct it.” (112)
· Unlike ©, improvements are patentable by improver ( blocking patents

· PTO & Federal Cir. which reviews de novo since a claim is a matter of law. 

2. Business method exclusion – rooted in case law
a. Initially, courts did not allow patents dealing with business methods. A method of conducting business, “however novel, useful, or commercially successful is not patentable” (Loew’s Drive in Theater's v. Park-In Theaters).

b. “[T]hough seemingly within the category of process or method, a method of doing business can be rejected as not being within the statutory class.”  MPEP  § 706.03

c. Came from the idea that advice is not patentable (Security Checking Co v. Lorraine).

3. Software Patents:

a. Allowance of software patents started loosening the standard.

b. Began to allow people to patent computer code because the abstract code was used to accomplish a “PHYSICAL TRANSFORMATION” (in this case uncured rubber) (Diamond v. Diehr).

c. Computer code may be patented as long as it has a practical application, as long as it produces a “useful concrete and tangible result” (In re Alappat)

4. End of the business method exception:

a. Focus not on how a particular process works, but rather on what it does. More consequentialist approach. “Patentability does not turn on whether the claimed method does ‘business’ instead of something else, but on whether the method, viewed as a whole, meets the requirements of patentability (Newman, J. dissenting In re Schrader).

b. Business method patent exception officially abandoned in 
State Street Bank & Trust Co. v. Signature Financial Group, Inc. (Fed. Cir. 1998)
Can patent a machine using an algorithm to do its work even if you cannot patent the algorithm itself as long as the operation produces a useful result? Treat business method patents as any other claim.

Abandoned the “tangibility” or “physicality” requirements for algorithms—instead focus on general utility/practicality.

Physical ( Technical. You have to take technical organization.

Today, we hold that the transformation of data, representing discrete dollar amounts, by a machine through a series of mathematical calculations into a final share price, constitutes a practical application of a mathematical algorithm, formula, or calculation, because it produces, “A USEFUL, CONCRETE AND TANGIBLE RESULT”- a final share price momentarily fixed for recording and reporting purposes and even accepted and relied upon by regulatory authorities and in subsequent trades. 

Comments:

Significant as the Federal Cir. eroded the limitation on patents for software.

It allows these claims to be drafted as machine claims;

Embraces the Chakrabarty principle of construction of sec.101 as encompassing “anything under the sun”;

Abandons the Freeman-Walter-Abele Test and focuses on “the essential characteristics of the subject-matter, in particular, its practical utility;”
AT&T v. Excel Communications (Fed Cir 1999 p. 969) confirmed breadth of State Street
Prior Art: Computers routing long distance calls generating message records including billing information of caller.

AT&T’s innovation: add information about the receiver to these records.

Though on remand rejected by District Court for novelty, non-obviousness etc,Fed. Cir said that sec.101 was fulfilled as it did produce a “useful, concrete and tangible result.”

New test for patentability: whether “the claimed subject matter as a whole is a disembodied mathematical concept …or if the mathematical concept has been reduced to some practical application”.
5. © protects the code, whereas P protects what the program does. Patents are more strategic. 

6. Uses of business method patents:

a. To provide income for the company in the form of royalties from others using a patented technique.

b. Prevent a competitor from selling a product that competes with ones own.

c. Deterrence. Stockpile patents to use as a defense against an infringement claim.

i. Explains why Microsoft and other big companies are seemingly wasting money on obtaining silly patents.

7. Problems with business method patents:

a. Prior art system: The prior art is not catalogued in journals, etc, so it is hard to find. Hard to tell what is already in existence because most of it is undocumented.

b. Patent officers: May not be familiar with the technology in the case of computer patents, may be overwhelmed by the number of patents filed, or may just not care ( Second-look policy
c. Many bogus patents leads to market inefficiency: 

i. High litigation costs. Patents are presumed valid—have to prove invalidity by clear and convincing evidence (only need preponderance of the evidence for infringement), which is hard when there is no clearinghouse of prior art. Save money in litigation by making the patents harder to get.

ii. Self-regulating: No one wants to invest in a business that will have to clear lawsuit hurdles to become financially viable.

iii. Unnecessary: The market has done fine without business method patents to date. There are other ways of protecting the same things that business method patents protect—unfair competition, etc.

8. Litigation Issues:

a. Courts are required to sit down and interpret these cases. It is easier to interpret them narrowly than to invalidate them all-together.

b. Prior user defense §273 (First Inventor Defense Act 1999). The alleged infringer must: 

i. Be acting in good faith.

ii. Reduce the subject matter to practice more than year before the filing date of the patent.

iii. Used the subject matter commercially before the filing date.

· Only for business method patents. 

· Does not invalidate a patent ((( 102(b)) Simply allows the would-be infringer to use the technology. However, his technology is frozen in time—cannot modernize it to take advantage of any advantages that are patented by the patent holder. ( Different from a 102(G) claim, which invalidates a patent. Under 102(G), if one person can prove that he invented the object in question before the patent holder, the patent is invalid. U.S. has a first to invent rule, not a first to file rule (but see Patent Reform).

· Has the Congress undermined the balance b/w patent law (federal law) and trade secret law (state law)?
· Remedies:

i. Injunctive relief

ii. Damages

· Validity Issues: Patents offer a fixed and limited time of protection.

i. On-sale doctrine. Have to file within the first year of your product being on sale. Issues of what is actually considered a public use.

· Prevalence of strategic behavior and cross-licensing

· Infringement of an Internet Business Method when (i) P demonstrates that D’s conduct matches up exactly to all of the elements of one or more of the P’s claims- that is that the claim “reads on” the conduct; (ii) doctrine of equivalents even if no literal infringement has occurred because of just trivial changes

9. Amazon.com v. Barnesandnoble.com: case involving Amazon’s one click patent.

a. Claim 1: broad patent. It is not a software, it is a computer implemented invention, it is broader than a ©!!
b. DC granted preliminary injunction requiring Barnesandnoble.com to remove the “Express Lane” feature in time for holiday ordering, rejecting its argument that the BM patent was invalid as obvious and anticipated by prior art and finding that Barnesandnoble.com copied from Amazon.com
c. Fed. Cir. 2001 Amazon’s preliminary injunction was reversed because there was a question of the patent’s validity.
i. Found a piece of prior art that had a single action to purchase something—not a web based application (in the mid-1990s CompuServe offered a service called “Trend”; Web-Basket; book; print-out from a web page) ( whether prior art either anticipates and/or renders obvious the claimed invention in view of the knowledge of one of ordinary skill in the relevant art is a matter for decision at trial.
ii. Had a large implication because there were a lot of patents whose only unique thing was that they were done on the web.
10. British Telecommunication v. Prodigy (p. 1010, 2002) Could anyone claim a patent on such a fundamental element of online communication as the hyperlink? BT did, but the DC denied BT’s claim granting summary judgment to Prodigy, analyzing the patent claims and finding them weak. 
11. Patent examiners should oversee BM more carefully ( see PTO in march 2002, after the granting of controversial BM patent for revenue-sharing scheme and protests on the internet of free software developers (see p. 998).
12. Netflix awarded business model patent, immediately sues Blockbuster 4/5/2006 
� Of course, the decision itself has some amusing lines. For example, in analyzing the eight � HYPERLINK "http://cyber.law.harvard.edu/metaschool/fisher/domain/tmcases/amf.htm" �Sleekcraft� factors, the court determines that pornography is easily substitutable, particularly graphic pornography: “We presume that the average searcher seeking adult-oriented materials on the Internet is easily diverted from a specific product he or she is seeking if other options, particularly graphic ones, appear more quickly. Thus, the adult-oriented and graphic nature of the materials weighs in PEI favor as well.”





� Id.    


� See also Register.com v. Verio, Inc. (2nd Cir. 2004). Analyzing Specht, the court suggested that if users had actual notice of the terms because of frequent visits, the court would have been more likely to find the agreement valid.
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