Structure of Counter-Terrorism
· Relationship b/t intelligence and intervention

· Intervention is what you do w/ intelligence

· Some cultures have much more domestic intelligence but are much less interventionist than US

· US is one of the few countries w/o a robust domestic intel collection system

· Complex relationship: greater the intel, the more likely you are to have a successful intervention, but if you intervene, you may lose intel (e.g., w/ targeted killing)

· Some CT action involves both (e.g., detention—bring them off the battlefield but can interrogate)

· Three zones of presidential powers (Jackson’s Youngstown concurrence)

· Zone 1: acting w/ express/implied cong authorization, power is greatest bc it’s a combo of pres’s inherent powers + those delegated to him by C

· An act here can only be unconst if fed gov’t as a whole cannot do it at all

· Zone 2 (Twilight Zone): cong silence; while Pres can rely on his independent powers, there are some areas in which he and C have concurrent authority or in which the distribution of power is uncertain

· Any actual test of power depends on the particular circumstances rather than on the law itself

· Zone 3 (Lowest Ebb): Pres acts in direct conflict w/ the express/implied will of C—can only rely on his own const powers minus any const powers of C over the matter

· Pres action can only be sustained if it is w/in the domain of Pres and beyond control by C

· Must be carefully scrutinized bc it puts the very foundation of sep of powers at stake

· Steel seizure fell into this category—since C could pass a law like this and had done so in the past, that this action could be sustained w/o a relevant § makes little sense

· Legality of targeted killing

· Koh: rules that govern targeting don’t depend on type of weapon used; no prohibition under laws of war on use of tech advanced weapons as long as they’re employed in conformity w/ laws of war

· Int’l legal issues

· State of armed conflict

· Koh says US is in armed conflict w/ AQ, Taliban, etc. in response to 9/11 and may use force consistent w/ its inherent right to SD under int’l law

· US recognizes 3 forms of SD

· Against an actual use of force, or hostile act

· Preemptive SD against an imminent use of force

· SD against a continuing threat

· Status of the individual as a combatant

· Koh: individuals who are part of an armed group are belligerents (i.e., lawful targets)

· Targeting narrows focus of force employed and avoids broader civilian harm

· Sovereignty issue (this is the toughest issue)

· Law of war principles

· Proportionality: prohibits attacks expected to cause incidental civilian harm that’d be excessive in relation to the military advantage achieved

· Distinction: attacks must be limited to military objectives—cannot target civilians

· Necessity

· Domestic legal issues

· Art II

· Take Care Clause (Pres shall take care that the laws be faithfully executed)

· But 5th Amend forbids deprivation of life, liberty, or property w/o DP

· Vesting Clause (exec power vested in Pres)

· Does not grant Pres all exec powers the gov’t is capable of, but rather, it only allocates to the Pres the generic powers stated

· CIC powers

· Pres has no monopoly on war powers—while only he can command the army and navy, only C can provide him an army or navy to command

· Authorization for the Use of Military Force

· Authorized Pres to “use all necessary and appropriate force against those nations, orgs, or persons he determines planned, authorized, committed, or aided [in 9/11] or harbored [them] in order to prevent any future acts of int’l terrorism against the US”

· Clearly covers core AQ, Taliban, individuals such as OBL—zone 1 of Pres power

· al-Awlaki: maybe zone 1 (cong acquiescence = implied authorization), maybe zone 2

· Same for AQAP and al-Shabaab (even though didn’t exist at time of AUMF)

· Arguments for zone 3

· Expressio unius: AUMF only authorized attack against particular entities (C was specific in who was targeted)

· Full range of crim terrorism §s imply cong decision that that is how you handle terrorists—targeted assassinations are not the way to go

· DP issues—Ams (like al-Awlaki) are entitled to DP (which targeted killing doesn’t provide)

· Koh: a state engaged in an armed conflict or in legit SD isn’t required to provide targets w/ legal process before the state may use lethal force

· And for Ams, no DP issue bc intel gathering and analysis process and the targeting decision itself is DP—but is that sufficient process?

· EO 12333—hugely symbolic but limited in practice

· Bush based authority on CIC powers in Art II; Obama justifies policies w/ leg grant of power from AUMF

· Art II argument doesn’t depend on who the enemy is; it does w/ AUMF since it’s more difficult to claim that groups/people w/o a strong connection to core AQ still fall under its grant of authority

· Are we “at war” w/ AQ?

· Pres and his advisors say we are

· Congress says so, according to the AUMF

· SCOTUS has agreed we are at war for purposes of conlaw (Hamdi, Boumediene)

· Counter-terrorism is “war” for domestic and int’l law purposes

· EO 12333

· Intel Community can collect, retain, or disseminate info concerning USP only in accordance w/ procedures est by head of IC element concerned and approved by AG after consultation w/ DNI

· Must use least intrusive collection techniques feasible w/in US or against USP abroad

· No auth for unconsented phys searches, phys/mail/electronic surveillance, or monitoring devices unless est by IC element/dept head and approved by AG after consultation w/ DNI

· No USG EE/agent “shall engage in, or conspire to engage in, assassination”

· “No [IC agency] shall participate in or request any person to undertake [such] activities”

· Plan military actions against terrorists so as to avoid any appearance of targeting specific persons

· Exempt: clandestine, low visibility, or overt military force against legit targets in war, or, if peace, where such targets pose immediate threat to USC or natsec, as determined by competent authority

· No such thing as an assassination when we’re at war

· If the person attacked is a combatant, the use of a particular lawful means of attack (as opposed to another) cannot make an otherwise lawful attack either unlawful or an assassination

· Gen agreement that civilians who participate in hostilities may be regarded as combatants; no agreement as to the degree of participation necessary to make an individual civilian a combatant

· Designation of who is a combatant (and thus subject to attack gen) is a policy matter

· “Lawfare”—formerly idea that US enemies would use the law as a method of warfare

· Now used more to describe the relationship b/t law and strategy

· Intelligence is a process for 1) gathering and 2) analyzing info

· Human Intel/Espionage (HUMINT)—spies from CIA trying to recruit foreigners to work for US

· Signals Intel (SIGINT)—interception of communications/electronic surveillance, primarily NSA

· Open-Source Intel (OSINT)—very valuable and substantially fewer legal issues

· Domestic Intel—FBI does this in some cases, some municipal/state actors

· DNI was created to org whole IC, but a lot of intel capabilities are housed w/in the Pentagon, and he doesn’t have clear legal or budgetary authority (i.e., power) over individual agencies he’s supposed to control

· CEO of IC (must run something big) but also chief briefer of Pres (must be in command of details)

· Sec of Defense has much more econ clout than DNI

Law of Intelligence
· EO 12333 organizes the IC + lays out law of intelligence as perceived by the IC (essentially Const of the IC)

· Preoccupied w/ USP and what you can do inside US

· No protection for foreign persons—any foreigner can be spied on, esp in another country

Fourth Amendment
· Essentially carve-outs of const protections for intel gathering (foreign intel exception, third-party doctrine)
· Keith: Pres may use electronic surveillance in carrying out his Art II duties but must do so in a manner compatible w/ 4th Amend (i.e., get a warrant) if it involves domestic security

· CIA does operate domestically but may not engage in collection of intel of Ams in US

· Two important caveats to the Keith holding

· Warrant req applies in domestic natsec cases but not necessarily in the same way that it would in crim investigations (can’t just import the Title III standards/procedures, case law)

· Diff policy and practical considerations from surveillance of “ordinary crime”

· Punts on issue of what rules and protections would be applicable wrt foreign threats

· Open Q of whether 4th Amend has a “foreign intel exception”—C filled gap w/ FISA

· Ehrlichman: gov’t must comply w/ all const and § lims on phys searches even if foreign agents are involved

· Cts have only found exceptions for wiretapping, which is a relatively nonintrusive search

· Case stands for 2 things

· 4th Amend applicability to phys searches in natsec context (maybe there are diff concerns and need diff standards in phys searches than in electronic surveillance)

· Ct’s skepticism where AG is functioning as a stand-in for the judge as the neutral magistrate

· Amplifies Keith—maybe there’s a foreign intel exception, but even so, it’s not applicable here

· Truong Dinh Hung: foreign intel exception to 4th Amend so long as primary purpose is to get foreign intel

· Warrant requirement would unduly frustrate pres’s ability to carry out foreign affairs responsibilities

· Timing—intel demands quick action by Exec; warrant requirement will delay these efforts by adding a procedural hurdle that would reduce flexibility of foreign intel collection

· Sensitivity/secrecy of info—risks leaks of sensitive material

· Institutional competency/expertise—cts know little about diplomacy and military affairs

· Sep of powers: Pres has principal responsibility for foreign affairs and thus foreign intel surveillance

· Bc of the severe privacy intrusion, this foreign intel exception to the 4th Amend warrant requirement must be carefully limited to those situation in which the interests of the Exec are paramount

· A warrant need not be obtained when:

· 1) Obj of the search/surveillance is a foreign power, its agent, or collaborators and
· 2) Surveillance is conducted “primarily” for foreign intel reasons

· Once surveillance becomes primarily a crim investigation, individual privacy interests come to the fore and gov’t foreign policy concerns recede

· Need not solely be for foreign policy reasons, but w/o foreign connection, that more closely resembles surveillance of suspected criminals (where a warrant is required)

· PP test speaks to how 4th Amend applies to intel but becomes more important later for FISA

· Ct thinks the law of intel gathering should be shaped by what gov’t intends to do w/ the info it gets
· In re Directives: there’s a foreign intel exception to Warrant Clause—resembles special needs exception

· Purpose of governmental action is beyond routine law enforcement, and a warrant would materially interfere w/ accomplishment of that purpose

· Something about conducting programmatic surveillance at aggregate level that creates special need

· Still must comport w/ reas req—looks to totality of the circumstances and balances interests at stake

· Foreign intel collection to protect natsec is an order of the highest magnitude

· Protections in § against invasion of individuals’ privacy interests

· Targeting procedures—justify why this specific target

· Minimization procedures—minimize stuff they don’t need

· Internal checks to ensure necessity + that a sig purpose is to get foreign intel

· AG/DNI must sign off on surveillance

· Takes place of neutral magistrate—Exec is judging its own program

· Where gov’t has instituted sufficient safeguards to protect individuals against unwarranted harms and to min incidental intrusions, its efforts to protect natsec shouldn’t be frustrated by the cts

· Primary purpose test was one way one ct tried to make sense of Keith’s silence wrt foreign intel exception; In re Directives reflects another such attempt

Intelligence and the Extraterritorial Constitution
· Reid: when US acts against USC abroad, it must do so in accordance w/ Const

· Bc power for tribunal derives from Const, its power is so limited and there’s a right to trial by jury

· Harlan’s concurrence: Q is what process is due based on the totality of the circumstances—shouldn’t be a blanket rule that the whole Const applies or doesn’t apply overseas

· Common refrain when it comes to answering Q of Const’s extraterritorial application

· Verdugo-Urquidez: 4th Amend does not apply extraterritorially (i.e., to property of non-USPs outside US)

· 4th Amend (in contrast w/ 5th/6th) applies to “the people,” referring to those who are part of the nat’l community or who have sufficient connections w/ US to be considered part of that community

· Aliens only receive const protections when in the US or have substantial connections w/ US

· Insular Cases demonstrate that not every const provision applies wherever USG exercises its power

· Reid only applies to USC

· Kennedy concurrence follows Harlan’s practicality approach

· Rather than thinking categorically about certain Amends, should instead be considering the practical considerations if a particular Const protection were to apply overseas

· For 4th Amend, adherence to warrant req would be impractical and anomalous

· Blackmun dissent: enforcement of domestic crim laws is the paradigmatic exercise of sovereignty over those who are compelled to obey, so Const fully applies; whereas Const wouldn’t for other reasons (e.g., foreign intel collection)

· Pairs well w/ Truong
· In re Terrorist Bombings: overseas searches of USC aren’t governed by warrant req but must be reas
· Reasons for not imposing a warrant req on overseas searches

· Can’t suppose that all states have search/investigation rules akin to ours, and we shouldn’t condition our surveillance on the practice of other countries

· Dubious legal sig, if any, of a search warrant issued against a foreign nation since we can’t impose lims on other nations

· Unclear if US judges have the authority to issue warrants for overseas searches

Congressional Oversight
· 4 gen responses to the call for greater intelligence accountability

· Ostriches: defer to Exec for intel decisions (most of C before domestic spy scandal in ‘70s)

· Cheerleaders: strongly support intel missions w/ strong funding and encouragement

· Skeptics: find fault w/ everything; nothing the intel agencies undertake is likely to be worthy

· Guardians: partner of intel agencies through persistent oversight 

· Little opportunity for credit-claiming plus the time and study required to become an effective supervisor combines to be an unattractive formula for lawmakers concerned about reelection

· Importance of defense approps power as a means of ensuring cong participation in natsec decision making

· But once funds are appropriated for covert actions, CIA’s open-ended authority under the National Security Act, along w/ secret nature of intel ops, may make oversight of expenditure of these funds esp difficult
The Foreign Intelligence Surveillance Act
· FISA regulates electronic surveillance and other investigative techniques (e.g., searches, pen registers) of agents of foreign powers and foreign powers, mostly inside the US, w/ special protections for USP

· Can spy on communications to/from FPs/AFPs w/in US

· FISA isn’t the source of surveillance authority, but rather is a way of regulating surveillance techniques

· Settles Q of how 4th Amend warrant req applies to electronic surveillance for foreign intel purposes

· A lot of the work in the § comes in the “definitions” section, § 1801:

· a) A “foreign power” is:

· 1) a foreign gov’t or any component thereof, whether or not recognized by US

· Principally talking about embassies, consulates, etc. (has to be involved in the US)

· 2) a faction of a foreign nation(s), not substantially composed of USP (e.g., UN, int’l orgs)

· 3) an entity openly acknowledged by a foreign gov’t(s) to be directed/controlled by them

· Includes any business or other entity owned/operated by a foreign gov’t

· 4) a group engaged in/preparing for int’l terrorism (does not include domestic terror orgs)

· 5) a foreign-based political org, not substantially composed of USP
· 6) an entity directed and controlled by a foreign gov’t(s) (sep from openly acknowledged)

· Principally talking about foreign intel orgs operating in the US

· b) An “agent of a foreign power” is:

· 1) any person other than a USP, who

· A) acts in the US as an officer or EE of a FP or as a member of an int’l terrorist org

· B) works for a foreign intel org

· C) engages in int’l terrorism (or activities in preparation therefor)

· Lone-wolf provision—targeting non-USPs who may independently engage in terrorist acts (had Moussaoui in mind)—this provision hasn’t been used yet

· 2) any person who

· C) knowingly engages in/preps for sabotage or int’l terrorism for or on behalf of a FP

· For an Am to be an AFP, he must be a traitor/terrorist (i.e., a criminal)

· Allegation can’t be based exclusively on 1st Amend-protected activity

· D) knowingly enters US under a false ID or assumes a false ID for/on behalf of a FP 

· e) Foreign intel info is defined (very broadly) as:

· Info that relates to, and if concerning a USP is necessary to, ability of US to protect against:

· Actual/potential attack or other grave hostile acts of a FP/AFP

· Sabotage or int’l terrorism by FP/AFP

· Clandestine intel activities by an intel service or network of a FP/AFP

· Info wrt a FP or foreign territory that relates to, and if concerning a USP is necessary to:

· Nat’l defense or security of the US

· Conduct of foreign affairs of the US

· Process for getting this surveillance authority

· Exec Branch submits an application to the FISC that includes:

· Affidavit est PC that the target is a FP/AFP (no authority under the § if target isn’t a FP/AFP)

· PC standard is in relation to who the target is rather than the info sought

· Certification that the info being sought is foreign intel info and the info cannot reas be obtained by normal investigative techniques

· Signature of AG or a high-level designate—stamp of approval for the whole application 

· Ct reviews application to ensure that, on basis of the facts submitted, there’s PC to believe:

· Target is a FP/AFP

· Rosen: no USP may be considered as such solely on basis of activities protected by 1st Amend (although such activities can contribute to the determination)

· But if someone is violating a crim § (which is necessary for a USP to get caught up in FISA), then that is by nature not 1st Amend-protected activity

· For elect surveillance, each of the places to be surveilled is/is about to be used by FP/AFP

· For phys search, property is owned/used/possessed by or in transit to/from FP/AFP

· If Ct makes these findings, it must enter an ex parte Order granting the application that describes the target, info sought, and means of acquiring such info—cts almost always approve the application

· Surveillance is 90 days for USP, 120 days for AFPs, and 1 yr for FPs

· Application process may be circumvented in “emergency situations”:

· Exec must go back and get retrospective authorization w/in 72 hrs

· Permitted for up to a year when directed solely at communications b/t FPs or focused on their property if “no substantial likelihood” that a communication involving a USP will be acquired

· Warrantless surveillance is permitted w/in the first 15 days of war

· Application must contain specific minimization procedures reas designed to protect USPs at each phase of surveillance from having their communications improperly disseminated (meant to parallel Title III):

· At acquisition: for non-target USPs who talk to target about non-foreign intel info or use his phone

· At retention: info not necessary for obtaining/producing/disseminating foreign intel info should be destroyed where feasible

· At dissemination: should be restricted to officials w/ a need for such info

· Test of compliance is whether a good faith effort to minimize was attempted

· FISA explicitly allows use of evid derived from FISA surveillance/searches in crim prosecutions, but if gov’t intends to use or disclose the evid at trial, gov’t must first notify ∆ and dist ct:

· If ∆ moves to suppress, AG may swear that disclosure would harm natsec

· Dist ct then conducts de novo review, although the certifications in the app are “presumed valid”

· Need only determine certification was complete or, for a USP, not “clearly erroneous”

· Materials may be disclosed only where necessary to accurately determine legality of the surveillance

· FISA Wall

· Before In re Sealed, gov’t interpreted FISA’s req that “the purpose” be to obtain foreign intel info as including Truong’s primary purpose req, and, similarly, cts only allowed evid gathered under FISA to be used in crim cases if it was found that intel collection was the primary purpose of surveillance

· C thus amended FISA through Patriot Act to require that “a sig purpose” be foreign intel collection

· In re Sealed: no FISA lang ever supported the primary purpose test

· Def of “foreign intel info” in FISA includes evid of crimes (espionage, sabotage, terrorism), and def of AFP is also grounded in crim conduct

· So doesn’t make sense to preclude using FISA for foreign intel crime prosecutions 

· Since Patriot Act amends only require that “a sig purpose” of surveillance be to get foreign intel info, another purpose could obv be primary (e.g., to prosecute a foreign intel crime)

· As long as gov’t entertains a realistic option of dealing w/ the target other than through crim prosecution, it satisfies the sig purpose test

· FISA cannot be used if primary obj is prosecution for a non-foreign intel crime, even if a sig purpose is to get foreign intel info—can’t be used to investigate ordinary crime

· Gov’t cannot pursue evid for use in gen crim investigation unless the crime is meant to further terrorism (e.g., terrorists robbing banks to finance terrorism)

· Uncomfortable w/ allowing FISA to be used for anything far afield from natsec

· Even w/o taking into account pres’s inherent const authority to conduct warrantless foreign intel surveillance, FISA procedures, come close to min 4th Amend warrant req

· FISA cannot encroach on pres’s inherent authority to conduct warrantless searches to get foreign intel info but also cannot amplify his power beyond confines of the 4th Amend

· Two things happened post-9/11 that prompted concern wrt FISA as orig written and led to TSP (changing views on intel fomented desire for more wholesale surveillance)

· Tech changed so that wholly foreign calls were being routed through US that FISA couldn’t capture

· “Retail” approach to intel gathering (waiting until you know that a target is a FP/AFP before certifying a FISA application) was too slow, not proactive enough

· TSP

· Part of larger President’s Surveillance Program

· Wholesale elect surveillance of phone and email communications of thousands inside US where 1 end of communication was outside of US; info was then mined for relevant threats

· Involved “elect surveillance” w/in def of FISA but was sidestepping the legal regime FISA created

· Bush Admin arguments

· Targeted surveillance was consistent w/ FISA

· FISA makes it unlawful to conduct electronic surveillance except as authorized by §

· AUMF satisfies this req bc its auth of force covers activities both in US and abroad, and communications intel targeted at enemy is a fund incident of use of military force

· Any ambiguity as to whether AUMF does satisfy this req must be resolved in favor of an interpretation that is consistent w/ pres’s CIC authority

· Clear and unmistakable cong authorization, putting pres’s authority at its max

· FISA’s emergency provision provided for use in wartime 

· Foreign intel collection is w/in special needs exception

· Compelling interest in natsec, and that the NSA activities were reviewed/reauthorized every 45 days to ensure they continued to be necessary/appropriate, demonstrates reas

· 4th Amend doesn’t apply to foreign intel info (Q left open in Keith)

· FISA couldn’t provide the necessary speed and agility, and a new § couldn’t be enacted w/o it being made pub and tipping off the enemy

· Arguments that classic FISA didn’t apply

· Art II CIC powers cannot be limited by cong action

· AUMF implicitly repealed FISA § that it’s exclusive method for elect surveillance

· But Patriot Act—passed after AUMF—tweaked some of FISA—doesn’t make sense that C would’ve done this if AUMF had overridden this part of FISA

· Bush lawyers never conducted a Youngstown analysis

· Art I theory of pres power was pretty tenuous given FISA, and existence of FISA undercuts argument that Art II inherent powers authorized this program

· ACLU v. NSA, Al-Haramain v. Bush: dist cts found TSP to be unconst but 6th Cir. reversed on standing grounds bc couldn’t prove they’d been subject to the TSP and 9th Cir. reversed (even after standing had been found) based on state secrets, respectively

· Administration goes to FISC to try to bring TSP under classic FISA authority (seeking Art III authority)

· Allowed for a year, but then FISC refused to grant classic FISA orders for TSP programs

· After Art II and Art III authority failed, C passed Protect America Act, which permitted DNI and AG to authorize collection of foreign intel concerning persons reas believed to be outside the US w/o obtaining an order from the FISC, even if 1 party to the communication was a USC inside the US

· Expired on its own terms in Feb 2008 and led to the enactment of the FISA Amendments Act

· FISA Amendments Act of 2008

· Supplements gov’t authority under orig FISA

· Big payoff is that it gives gov’t an entirely diff way to get this type of intel

· Unlikely gov’t will seek to obtain intel through classic FISA bc has this option now

· Content of TSP and FAA are the same, but now that the program comports w/ FISA, there is cong approval—not dispositive of the const issue but creates a stronger case for legality of authority

· Permits programmatic targeting of “persons reas believe to be located outside the US to get foreign intel info” for a period of up to 1 yr

· May not intentionally target anyone known to be in US or outside US if purpose is to target a particular, known person reas believed to be in US or a USP believed to be located outside US

· May not intentionally acquire any communications as to which the sender and all intended recipients are known to be in the US (at time of acquisition)

· All acquisitions must be conducted in a manner consistent w/ 4th Amend

· AG/DNI must certify to FISC that targeting objectives and lims of FAA are met, traditional FISA minimization procedures are satisfied, and that AG has adopted guidelines to ensure that statutory procedures are complied w/, that targeting/minimization procedures and guidelines are consistent w/ 4th Amend, and that a sig purpose of the programmatic collection is to get foreign intel info

· T procedures ensure only targeting persons reas believed to be outside US and to prevent getting communications where sender/all intended recipients are known to be located in US

· Judicial review of the certifications, as well as targeting and minimization procedures, must be conducted ex ante unless the AG and DNI determine that “time does not permit”

· In that case, authorization must be sought as soon as practicable (but must be w/in 7 days)

· FISC has limited ability for review and  shall approve the program if finds that:

· Certification contains all the required elements

· Targeting and minimization procedures are consistent w/ reqs of § and 4th Amend

· FISC doesn’t make any PC determination at all—only verifies that gov’t made proper certification

· AG and DNI then may authorize the program—w/o the need to obtain judicial orders for individual targets—and issue directives compelling communications carriers to assist

· AG/DNI conduct the ongoing monitoring of the FAA (as opposed to FISC like under classic FISA)

· No particularity requirement under FAA (don’t have to ID a specific target or a particular facility)

· FAA requires gov’t to seek authority from FISC if it wants to target a USP overseas

· Major diff from TSP—and classic FISA, which didn’t require a warrant when all parties were outside the US, even if they were USP

· Peculiar since FISC authority would be needed to engage in electronic surveillance of al-Awlaki’s phone but no judicial approval needed to be able to kill him

· FISC must approve collection in this case on an individualized basis, applying gen the same standards that it does for domestic targets—need PC to believe that the Am is an AFP

· What gov’t doesn’t have to prove is that the particular device to be surveilled is being used in connection w/ the desire to get intel (as under classic FISA)

· Standing

· To have standing, a party must demonstrate 1) injury in fact (i.e., an invasion of a legally protected interest that is a) concrete and particularized and b) actual or imminent, not conjectural, or hypothetical), 2) a causal relationship b/t the injury and the challenged conduct (i.e., the injury “fairly can be traced to the challenged action of ∆”), and 3) likelihood that injury will be redressed by a favorable decision (i.e., prospect of obtaining relief if a favorable ruling isn’t too speculative)

· May not be predicated upon an interest common to all members of the pub

· Hard to challenge being spied on bc hard to know when it’s happening—πs must overcome fact that you don’t know for certain that you’re under surveillance (like you do when you’re detained)

· Laird: apprehension that gov’t is engaging in surveillance, although rooted in fact, isn’t enough

· 2 claims (neither of which was sufficient)

· Being chilled now: knowledge of monitoring constrains exercise of 1st Amend rights

· Fearing future retaliation: what they say today may be used against them later

· An indirect effect of gov’t action is fine, but must show immediate danger of direct injury

· For future injuries, that’s too speculative—have to wait until an injury has actually occurred

· Amnesty: challenging FAA procedures for authorizing gov’t electronic surveillance targeting non-USP outside US for purposes of collecting foreign intel

· Standing based on reas fear of future injury and costs incurred presently to avoid it (costly/burdensome measures to protect their int’l communications)

· Enough that πs have a realistic danger of direct injury based on monitoring

· Πs are in lose-lose situation—they can communicate sensitive info electronically and bear a substantial risk of monitoring or can incur financial/professional costs to avoid monitoring

· Bc, regardless of what they do, the FAA affects them, πs have standing

· Πs in Laird didn’t clearly allege any actual harm but rather only claimed that they might be injured if the collected info were misused in the future

· Πs rely on the $ expended to avoid surveillance, but that’d be the same under classic FISA 

· Diff in degree but not in kind b/t FISA/Title III and FAA—and there isn’t proper oversight in FAA as in classic FISA

National Security Letters and Data Mining
· Third-party doctrine

· Smith: pen register isn’t a search bc no reas expectation of privacy in transactional info voluntarily conveyed to third parties—you assume the risk that info will be given to law enforcement

· No acquisition of the contents of communications

· C enacted Pen Register Act, which imposed a warrant req, but under FISA, gov’t need only certify that the info likely to be obtained is foreign intel info not concerning a USP or is relevant to an ongoing investigation to protect against int’l terrorism or clandestine intel activities

· Patriot Act extended doctrine’s scope to addressing info on email and to ISP and URL addresses

· Little case law about email and the 4th Amend

· Inglis: subject line is deemed content but IP address, domain, to/from/CC/BCC are all fine

· Sophistication of the technology involved matters (Maynard/Jones)

· Envelope info is massively sig to NSA’s mission

· Employment of National Security Letters to take advantage of this 4th Amend “gap”

· NSLs are a secret form of admin subpoena typically issued to ISPs or other telecom cos. requesting subscriber info and billing records (want info wrt transactional details—name, address—not content)

· NSL requests are limited to info relevant to a CT investigation

· Under Electronic Communications Privacy Act, FBI could compel consumer records “relevant to an authorized investigation to protect against int’l terrorism or clandestine intel activities”

· Barred recipients from ever disclosing issuance of the NSL

· Doe: no procedural protections—given the §, NSLs were virtually unreviewable bc no reas person would feel free to consult counsel

· 4th Amend issue (for NSL recipient—Smith foreclosed subscribers’ right to privacy)

· Effectively authorized coercive searches immune from any judicial process

· 1st Amend issues

· Subscribers are “chilled” in their express activities if know gov’t might have warrantless access to what they’re doing online (and no judicial review)

· ISPs: non-disclosure provision is essentially a gag order

· Gov’t is accorded deference when it asserts that secrecy is necessary for natsec purposes in a particular situation involving particular persons at a particular time
· Cannot impose perpetual secrecy on an entire category of future cases whose details are unknown and impose a disproportionate burden on free speech

· Patriot Act amends permitted disclosure of receipt to legal counsel and to allow judicial review

· 2d Cir. read amends to impose a burden-shifting scheme on gov’t that wasn’t actually in §

· If recipient challenges the letter, burden is on gov’t to prove that the NSL was properly issued and that disclosure may result in an enumerated harm 

· 2 versions of the NSL narrative

· Gov’t officials(fairly banal, typical request rooted in Smith; in same vein as admin subpoenas, GJ subpoenas, etc.

· Contrary view(there’s something particularly special about gov’t’s reliance on this device—likely bc FBI’s track record is 1 that is prone to abuse

· Data mining

· NSA’s still-unconfirmed call data program is the “wholesale” equivalent of Smith
· Aim is to create a megadatabase of domestic calls through various means (e.g., programs like the FAA, OSINT) that can then be mined for info

· Data mining involves the use of sophisticated data analysis tools to discover previously unknown, valid patterns and relationships and suspicious behaviors in large data sets

· Info is obtained according to the law bc 4th Amend doesn’t apply and then gov’t can analyze the info

· Could impose a legal regime not on acquiring the info but on using it

· Privacy issues come up w/ exploitation of the data rather than collection—issue of DP if gov’t is doing w/e it wants w/ the data

· Solutions other than const protections could create more privacy protections in this area

· Digital tech to audit searching of data being mined—creates perm record for internal review

· Make data selectively avail to certain individuals so nobody has access to totality of the info

· Limit info sharing b/t agencies (although issue of recreating another “wall”)

· FISA § 215 allows tangible records to be obtained through PSP

· Caused concern that library records were going to be monitored w/o warrant

· May be used to get access to geo-locational/positioning info (highly speculative)

· PSP permits potentially widespread vacuuming of anything that is plausibly “envelope info” on the Internet

· Covered things that fall w/in Smith, whereas TSP dealt w/ elect surveillance so was under 4th Amend

· PSP has moved from being rooted in Art II to Art III (monitored by FISC)

· Some may be on its way to I (e.g., geospatial surveillance if true), like w/ TSP’s migration

· Concern that the PSP is being legitimized by Art III authority through FISC authorizing § 215 orders

Re-Emergence of Domestic Intelligence
· “Intelligence” really is domestic intel bc const/statutory/int’l law don’t cover pure foreign-to-foreign intel

· 1910: origin of FBI; FBI was orig a domestic intel agency and law enforcement agency

· 1924: FBI got out of the business of domestic intel for a few years

· Post-WWII to ‘70s: heyday of domestic intel—massive spying under JEH esp on leftist individuals/groups

· 1970s: got out of domestic intel bus for a generation bc of:

· Church Committee exposed the sordid history of the FBI and other intel agencies

· Culminated in Levi Guidelines—rules (not law) internal to FBI that elim domestic intel

· Demanded “predication”—you could not investigate (in any way) w/o a predicate of crim wrongdoing under fed crim law (that’s really just gen law enforcement)

· Keith—answers domestic intel Q (but leaves open foreign intel Q)

· Culminates in FISA

· 2008: USG is back in domestic intel game

· FAA enacted and allows for suspicionless mass surveillance

· New AG guidelines promulgated by Mukasey (Domestic Intelligence and Operations Guidelines)

· No longer need that predicate of crim activity—reverts back to pre-Levi Guidelines

· Leads to cases like Fazaga
· Shifted FBI’s thinking towards “domain management”—FBI is going into the field to analyze and determine where there is a threat and what the threat may be

· Seeks out intel about a threat and analyzes it—very diff from crim investigation

· Pursuit of knowledge of everything going on in area (beyond just crim wrongdoing)

· Bare-bones “assessment” threshold doesn’t require a showing of any wrongdoing

· FBI is not only empowered, but mandated to conduct these types of operations

· Burden is falling disproportionately on Muslim community

· Spying on people in mosques/schools who aren’t doing anything wrong—strongly implicates 1st Amend concerns (impairs free exercise of religion)

· Breeds mistrust, which is counterproductive in gathering intel, counter-radicalization

· W/e oversight there is of the NYPD/FBI is internal

· 2 levels of obfuscation (blocks an honest debate from occurring)

· Gov’t seeks to hide sloppiness of their domestic intel gathering—seen in invocation of state secrets privilege (embarrassing for gov’t to have to admit cases like Fazaga actually happened)

· Candor about fact that this type of activity is actually occurring (gov’t won’t clearly acknowledge it)

· Fact that response of FBI to CIA/NYPD relationship was 1 of shock is jarring

Physical Surveillance
· MacWade: preventing a terrorist attack on the subway is a special need, and the program is reas given its narrow tailoring and sufficient efficacy

· Discretionless searches

· Purpose of program is to deter a potential attack—less of a surveillance program than a deterrent

· Narrowly tailored search: limited only to the extent necessary to determine whether there’s an explosive device, right to walk away from the search, notice of the searches

Profiling
· Farag: agents relied only on ethnic factors and even allowing consideration of ethnic factors still wouldn’t warrant a finding of PC

· 4th Amend, unlike Equal Protection Clause, imposes no prior restriction on race-based action

· But 4th Amend does have gen req that any factor considered in a decision to detain must contribute to a particularized and obj basis for suspecting the particular person stopped of crim activity

· So race can only be used if it’s statistically related to suspected crim activity

· No stats that racial or ethnic appearance is correlated w/, and thus probative of, any type of crim conduct other than immigration violations

· Even if lrg proportion of anti-Am terrorists are Arabs, likelihood that any given Arab is a terrorist is so negligible that Arab ethnicity has no probative value in a reas suspicion or PC determination

· May be ok to use race at the level of programmatic resource allocation (e.g., if concern is Chinese espionage, it makes sense to narrow it down to individuals of a certain ethnicity/nat’l origin)

· But then at the level of individual surveillance, it’s impermissible to racially profile

· Brignoni-Ponce permitted use of race—hasn’t been explicitly overruled but SCOTUS has cast doubt on it

· FBI guidelines prohibit basing investigative decisions “solely” on race

· ACLU sued FBI for devoting resources to surveil Islamic pop where there are large Muslim pops, African-American pops where there are Afr-Am separatist movements, etc.—is this okay?

· Maybe depends on how readily identifiable the location of the threat is

· What’s the level of confidence in the likelihood that a particular individual will be an actual threat?

· Maybe race can be permissible if highly likely you’ll find what you’re looking for

· By focusing only on a particular ethnicity/race/religion, your data becomes a self-fulfilling prophecy

· Concern that this type of profiling, even if statistically or reas justified, may lead to sloppy police work (like in Fazaga) or to have a myopic investigative focus which may cause you to miss other legit threats

Detention, Interrogation, and Rendition
Detention and Due Process
· CIA has inherent statutory authority to interrogate, but not necessarily to detain (needs authorization)

· Judicial view on scope of detention authority can be applied to other interventions (e.g., drones)
· Milligan: bc Const still controls in war, military tribunals can never be used against USC where cts are open

· Pres’s power to indefinitely detain is limited by his ability to suspend the writ—absent suspension, military tribunals cannot be used where the cts remain open

· Concurrence: C has power to authorize military commission in time of war—only problem is that it failed to exercise such power in this case

· Suspension gives Exec the power to detain but legal authority to do so must derive from something else

· Quirin: distinction b/t lawful combatants (enemies) who are subject to detention as POWs for duration of conflict (not bc did anything wrong but to prevent them from returning to the battlefield) and unlawful combatants (criminals) who have violated the laws of war and are subject to punishment and detention

· Ps violated of laws of war by crossing military lines to wage war w/o uniform

· Offenses against laws of war are not const required to be tried by a jury

· Articles of War were positive grant of authority to est military commission for unlawful combatants

· Passed during WWI so not specific cong authorization (like AUMF)

· A USC who is an enemy and violates the law of war can be treated as an unlawful combatant

· Tension w/ Milligan (Scalia in Hamdi says this is a revision of the precedent in excepting USC who are unlawful combatants)

· Distinguishes it bc P there wasn’t a belligerent and so wasn’t subject to law of war

· Bush authorized detention for any non-USC for whom there’s reason to believe he is/was a member of AQ, has engaged in int’l terrorism that’s affected US, or has knowingly harbored such an individual

· Hamdi: gov’t has detention authority to detain “enemy combatants” as narrowly defined in this case (i.e., those who are part of forces hostile to US in Afg and engage in armed conflict against US there)

· Ps captured on battlefield fighting for Taliban (essentially Afg army)—looks like traditional enemy

· O’Connor plurality: essentially Quirin (there’s a war going on and this is an enemy combatant)

· AUMF satisfies Non-Detention Act (§ 4001) req that no citizen may be detained except pursuant to an Act of C, so together they authorize detention for USC

· Detention of enemy is such a fund and accepted incident to war (to prevent return to battlefield) that it’s part of the “necessary and appropriate force” AUMF authorizes

· Reading AUMF against the backdrop of the laws of war

· As long as active combat operations continue against Taliban in Afg, US may detain those legit determined to be Taliban combatants who are engaged in armed conflict w/ US

· Doesn’t decide whether Art II gives Exec plenary authority to detain (Thomas says it does)

· Distinguishes Milligan in same way as Quirin (P wasn’t an enemy combatant)

· A USC who disputes his enemy-combatant status must be able to challenge whether he falls w/in the class of persons for whom the AUMF authorizes detention:

· Must receive notice of the factual basis for his classification

· Must have fair opportunity to rebut gov’t’s assertions before a neutral decisionmaker

· Exigencies of war may permit some alleviation on burden of Exec

· Rebuttable presumption in favor of gov’t’s evid

· Hearsay may be acceptable

· These standards could be met by a military tribunal

· Suggests being Am entitles you to more process—unknown what’s sufficient for non-Ams

· Such process is necessary at point where determination is made to continue to hold those who’ve been seized (i.e., doesn’t apply to initial captures on the battlefield)

· Souter “dissent”: essentially Milligan concurrence

· AUMF doesn’t provide clear statement necessary to override NDA (only applies to Ams)

· AUMF is general but focuses on authorizing military power (e.g., armies, weapons) 

· C does have power to authorize such military detentions but is lacking a clear statement here

· Scalia dissent: essentially Milligan (even if clear statement, detention still wouldn’t be permitted)

· Milligan governs—law of war cannot be applied to USC when cts are open

· Exec cannot indefinitely detain USC, even in wartime

· There are only 2 ways to deal w/ traitors: suspension of the writ or crim process—so P is entitled to a habeas decree requiring his release unless 1 of those happens

· AUMF is not a suspension of the writ

· Diff from Quirin is that there, there was an admission of guilt—status isn’t conceded here

· Read the opinion as a narrow application to USC accused of being enemy combatants

· Who won?

· Gov’t since Ct approved of the detention and only fine-tuned the necessary DP

· Detainees bc Ct’s intervention is a blow to Exec’s claim of power wrt war efforts

· C bc ct invited C to be more active in area of detention

· Ct bc grabbed more power for itself in managing natsec

· Effect of timing

· Milligan came after end of Civil War—Ct is announcing end of war and a need to return to normalcy

· Quirin comes at beginning of US involvement in WWII
· As war on terror continues, Ct is moving from a Quirin POV to a more Milligan approach
· Reflected in move from Hamdi to Boumediene
· Padilla and al-Marri were basically same opinions as Hamdi, in spite of their sig factual diffs (picked up in US as opposed to battlefield, fought for AQ—not a state—as opposed to Taliban)

· Gov’t argued that AUMF authorized detention w/in US (“battlefield” is more expansive)  

· Probably need more process than in Hamdi (which only governs where ∆ is picked up on battlefield)

· Easier and cheaper to provide (i.e., don’t have to fly in soldiers from Afg)

· Seized from US as opposed to battlefield so risk of erroneous deprivation is greater

· More circumstantial evid in Hamdi to show he was a combatant bc of where seized

· Administration stood down before SCOTUS could rule—prevented SCOTUS from deciding whether detainees detained in the US could be taken into military custody

· Pentagon est Combat Status Review Tribunals to give effect to lang of Hamdi plurality 

· Made avail to all Gitmo detainees (not just Ams)

· Detainee gets a “personal representative” (not necessarily a lawyer)

· Tribunal is composed of 3 neutral commissioned officers

· Rebuttable presumption that gov’t’s evid is valid

· C passes Detainee Treatment Act in 2005, which permits review of CSRT decisions by D.C. Cir.

· Limited but real review of only record est in CSRT and to procedural validity rather than merits

· Could order release if determined gov’t didn’t meet its burden (CSRT could order release too)

· C denied fed JX of habeas petitions from Gitmo detainees first in DTA and then again in MCA

· Effect on targeted killing

· Seems to be less process than for detention

· Administration reads Hamdi opinion such that process isn’t required bc use of force has historically been unregulated, whereas detention has been something that the cts have been actively involved in

Access to the Courts: Theory and Practice
· Clear from Quirin that even aliens had a right to petition for habeas when detained inside US

· Rasul: Ps could file habeas bc, unlike Eisentrager, they weren’t nat’ls of countries at war w/ US, denied engaging in plots against US, were never afforded access to any tribunal, and were imprisoned at Gitmo

· And Eisentrager dealt w/ the prisoners’ constitutional right to habeas, whereas this dealt w/ the statutory right to habeas under the Habeas Corpus Act (§ 2241)

· C passed DTA and then Military Commissions Act, which proscribed access to cts by aliens detained by US determined to be an enemy combatant (or awaiting such determination)

· Eisentrager: Ps violated the laws of war bc continued to fight after Germany surrendered, were tried by military commission and imprisoned at the US-run prison in Germany

· Const protection only extends to aliens present in US or w/ ties to US

· 6 factors that differentiated Ps from other prisoners:

· 1) Enemy aliens who’ve 2) never been to/resided in US, 3) were captured outside US and held as POWs, 4) were tried/convicted by a military commission outside US 5) for offenses against laws of war committed outside US and 6) have been imprisoned outside US

· Determinative that Ps have no presence in US and are enemies actively serving an enemy power

· Imprisoned in part of Germany controlled by Allies

· OLC concluded that Eisentrager foreclosed habeas review for aliens detained at Gitmo and CSRT process, which was supposed to be a sufficient sub for habeas review based on Hamdi, was avail to aliens at Gitmo

· Boumediene: Gitmo detainees have const right to habeas unless the writ is suspended

· CSRT doesn’t provide for sufficiently adequate or effective procedures to review detainees’ status to substitute for habeas, so MCA is an unconst suspension of the writ

· Only permits D.C. Cir. to review CSRT procedures—cannot inquire into legality of detention

· Sovereignty and extraterritorial application of habeas (how to overcome Eisentrager)

· Sovereignty is the wrong Q, too formalistic—obv US isn’t sovereign in Cuba

· Surrendering formal sovereignty doesn’t mean US can govern w/o legal restraint

· Sovereignty is just 1 consideration in a functional inquiry into the ability to exercise control—must look at obj degree of control a nation asserts over a foreign territory

· A strict sovereignty-based test would encourage Exec to create legal black holes

· At least 3 factors are relevant in determining reach of habeas

· Citizenship/status of detainee and process for how status determination was made

· Limited procedural protections in CSRT (and that there was no military commission trial) aren’t sufficient to elim need for habeas review

· Nature of sites where apprehension and then detention took place

· Practical obstacles inherent in resolving prisoner’s entitlement to the writ

· Prison in Eisentrager was jointly controlled by Allied Forces, whereas US control of Gitmo is absolute and definite

· Bigger issue: reason US is detaining people at Gitmo is to try to “turn the Const on and off”

· Anti-circumvention rationale—Gitmo was chosen specifically to deny habeas

· Through CSRTs, Exec is encroaching on cts’ ability to manage review and determine lawlessness in detention—judicial obsession w/ management of detention

· DP wrt the CSRT determination procedures

· Roberts dissent notes that Kennedy was part of the Hamdi plurality and yet Hamdi is discussed very little even though that was the foundation for DP

· Time has pushed Kennedy away from being satisfied w/ Hamdi notion of DP

· Length of the disputed imprisonments is more of an issue now that more time has passed

· Exec is entitled to reas period of time to determine a detainee’s status before a ct entertains a habeas petition (role of the CSRT)

· What matters is the sum total of procedural protections afforded to detainee at all stages of process

· But CSRT doesn’t explicitly empower Ct of Appeals to order release if necessary

· No opportunity for detainee to present any new, relevant exculpatory evid on appeal

· Broad delegation of authority to lower cts to make common law of detention on a case-by-case basis

· Who is a detainee?  What sort of process do they get?

· Cumulative effect of common law by DC cts: liberal interpretation of who can be detained under AUMF (e.g., al-Bihani “participated in food operations”)

· Net result of Boumediene and post-Boumediene D.C. Cir. detention cases: judicial imprimatur on indefinite detention (or at least for “duration of the conflict”) and w/o trial or military commissions

· D.C. Cir.: detention is justified as long as political branches confirm hostilities haven’t ended

· al-Bihani: int’l law had nothing to say about what authority was granted under the AUMF

· Later, D.C. Cir. said that int’l law does in fact help read the AUMF’s detention authority

· But in practice, int’l law hasn’t had a direct or forceful role in developing the law on detention

· Three possible options for process wrt detention

· CSRT/Habeas

· Boumediene said that the CSRT process in conjunction w/ direct appellate review to D.C. Cir. is const insufficient to substitute for habeas

· Although this package of rights may be sufficient for DP (Hamdi)

· In the end, there isn’t much diff but the 2 bc of how watered down the habeas review is, but C could tweak the CSRT—they can’t change habeas

· Habeas v. DP

· W/ habeas, you get into a fed dist ct in DC and in the first instance you’re getting a neutral, Art III judge to determine if the evid is sufficient to detain you

· What’s fund lacking in CSRT, which is in front of a military judge at Gitmo

· Detainee can go through CSRT process or through habeas—parallel processes

· Military Commission—this is a trial, as opposed to a CSRT, which is just a determination

· Art III Crim Trial

· After Boumediene, the CSRT becomes obsolete—if detainee has a choice, obv he’s going to choose habeas

· Bush employed military commissions to try suspected terrorists to avoid Art III cts, and now political inertia has coalesced around the CSRT/habeas view of detention bc of Boumediene
· After a detainee gets his habeas review of his status determination, he can then be detained, not bc an Art III ct or military commission has determined he’s committed a crime but only bc he’s been judicially determined to be a member of an org that qualifies for detention under the AUMF

· Ult irony of Boumediene is that once a prisoner has gotten habeas denied (on a preponderance standard), he can be detained for duration of the conflict w/o the gov’t ever having to prove his culpability BARD before a military commission or Art III ct

· And has stamp of approval of a neutral judge in D.C. Cir.

· Obama Admin tries to use Art III cts or if not those then military commission, but there is little motivating gov’t to use either of those bc the habeas process is so easy

· Ghailani: even if detainee is tried and gov’t doesn’t meet its burden, it could still, on much lesser showing, justify law of war detention and detain for the duration of the conflict

· Either you get convicted or you get a long-term detention

· W/o Boumediene, it’d be difficult for a judge to justify law-of-war detention even after losing in an Art III ct

· But Boumediene’s approval of the habeas process for detentions legitimizes it as an option

· That we regard the habeas law of war detention process as a valid choice is what Boumediene begot
The Future of Detention
· Concern that a lack of a comprehensive detention system risks encouraging troops to kill rather than detain

· Obama didn’t close Gitmo but won’t add to the population

· Issue of what to do w/ detainees like Warsame: couldn’t bring them to Gitmo for political reasons—and also might not want to afford them the rights to Gitmo detainees per Boumediene
· al-Maqalah: habeas doesn’t extend to Bagram air force base in Afg—moving overseas puts us back in the Eisentrager framework, and there’s no intent to occupy Bagram perm like Gitmo (no de facto sovereignty)

· So US can detain in Afg w/ imprimatur of D.C. Cir. or on a ship

· Flouting Boumediene’s anti-circumvention and desire to get cts back into managing detention

· Although if Bahgram were precisely chosen to circumvent the reach of the fed cts, then no go bc that would violate the anti-circumvention teaching of Boumediene
· Once you start putting people there who were picked up outside of the battlefield, it’s harder to argue that you didn’t put them there to avoid the writ

Torture and Rendition
· Geneva Conventions

· War Crimes Act incorporates Geneva into US law and gives authority for prosecution of violations of Common Article 3 and “grave breaches” of Geneva 

· A “grave breach” is willful killing, torture, or inhuman treatment, willfully causing great suffering or serious injury, forcing a POW to serve in the military, or depriving him of the rights of a fair and reg trial

· Common Art 3 speaks to the min obligations of a fighting state wrt individuals detained as part of a non-int’l armed conflict (provides the floor)

· Requires that all prisoners be treated humanely and not be subject to violence to life and person, outrages upon personal dignity, and the passing of sentences and carrying out of executions w/o previous judgment pronounced by a reg constituted ct

· War on terror, as an int’l armed conflict, triggered Common Art 3 protections

· Narrowed by MCA, which listed specific “grave breaches” to include “cruel and inhuman treatment,” defined as conduct intended to inflict severe or serious phys or mental P&S

· Limited phys pain to “extreme” pain or injury and mental pain to aggravated acts, such as death threats and didn’t criminalize degrading treatment

· Bush Admin argued that GCs (and thus WCA) didn’t apply to the conflict (even Common Art 3)

· AQ was categorically denied protections bc, as a terrorist org, it wasn’t a GC party

· Taliban could claim the protections in principle since Afg was a party, but bc they violated the laws of war (by not wearing uniforms), they forfeited their right to such protections

· Bush order that US would voluntarily extend GC protections to captured Taliban fighters only applied to the armed forces (i.e., CIA could continue using other interrogation techniques)
· Hamdan: conflict w/ AQ was sufficiently war-like to be a non-int’l armed conflict

· Int’l law thus applied, most notably Common Art 3

· This ended the torture regime

· Convention Against Torture

· Explicit/unconditional ban on torture under any circumstances whatsoever (e.g., war, emergency)

· Art 16 prohibits cruel, inhuman, and degrading treatment that doesn’t amt to torture

· “Torture” is any act by which severe P&S (phys or mental) is intentionally inflicted on a person to obtain from him/3rd person info or a confession, punish him for an act he/3rd person has committed, or intimidate/coerce him/3rd person, or for any reason based on discrim of any kind, when such P&S is inflicted by or at the instigation of or w/ consent/acquiescence of a pub official acting in an official capacity—doesn’t include P&S arising only from, inherent in, or incidental to, lawful sanctions

· US implemented CAT via the Anti-Torture Statute, § 2340, making several changes in the process

· “Torture” is an act committed by a person acting under color of law specifically intended to inflict severe phys or mental P&S (other than P&S incidental to lawful sanctions) on another person w/in his custody or phys control (modified the MR standard to require specific intent)

· “Severe mental P&S” means the prolonged mental harm caused by or resulting from (required that mental P&S be of an enduring quality):

· Intentional/threatened infliction of severe phys P&S

· Admin or application, or threatened admin or application, of mind-altering substances or other procedures calculated to disrupt profoundly the senses or the personality

· Adopted Art 16 but considered US bound by its obligations only insofar as it meant cruel, unusual, and inhuman treatment or punishment prohibited by the 5th, 8th, and 14th Amends

· 8th Amend applies to punishment by official action following a conviction, and Bush Admin argued that harsh interrogation techniques were for intel gathering and not punishment

· DP rights of the 5th and 14th Amends didn’t apply extraterritorially to non-Ams, so excluded anything going on overseas (and 14th Amend only applies to state gov’ts anyway)

· So CAT didn’t apply to the enhanced interrogation techniques based on USG’s interpretation

· 2005 McCain Amendment as part of DTA sought to close the gap b/t Art 16 and US adoption, prohibiting cruel, inhuman, or degrading treatment used against any individual in the custody or phys control of USG, regardless of nationality or phys location

· Would’ve denied habeas for anyone who already was tortured (not looking backwards)

· Enacted as part of DTA, effectively extending the relevant parts of the Const to foreigners and abroad on this point

· Bush said in his signing statement that he wasn’t going to enforce this Amend bc it placed an unconst restraint on inherent pres power—didn’t close CIA black sites

· Bybee Memo

· Phys pain amounting to torture must be = in intensity to the pain accompanying serious phys injury, such as organ failure, impairment of bodily function, or even death (used def of “severe pain” from § defining an emergency med condition for the purpose of providing health benefits)

· For purely mental P&S to amount to torture, it must result in sig psych harm of sig duration (e.g., lasting for months or even years) and must result from one of the predicate acts listed in § 2340

· Torture might be justified in some circumstances

· Statutory prohibition on torture wouldn’t apply to actions taken by Pres as CIC

· Had to act w/ specific intent, so must have expressly intended to achieve the forbidden act

· Didn’t use any foreign sources (e.g., GCs, CAT)

· Q of what the role of OLC should be—should Pres be viewed as a client (and place a thumb on the scale to favor what the Pres does) or should it be more neutral

· Reflects that rather than operate outside the law, Bush Admin interpreted the law so that their actions were legal (made the law a central focus)

· EO 13340 barred the CIA from certain practices, including those forbidden by the Torture Act, the DTA, and the MCA—but it didn’t proscribe techniques expressly prohibited from being used by the military under the Army Field Manual like waterboarding, hooding, sleep deprivation, and forced standing for long periods

· After Hamdan, Bush continued to refuse to apply the AFM to the CIA

· Many of the techniques used were used by the SERE program to train members of the military who are subject to capture to be able to withstand torture

· Obama revoked EO 13340 w/ EO 13491

· Closed CIA black sites

· Prohibited waterboarding

· Said that all of the USG is bound by the AFM, although there is “Secret Annex M,” which loosens interrogation technique restrictions for unlawful combatants

· Ghailani: torture is not a valid reason for dismissal of an indictment as long as gov’t didn’t use anything ∆ said while in CIA custody or the fruits of any such statement

· Deprivation of ∆’s liberty as a result of conviction would be entirely unconnected to the DP violation

· But witness who was found as a result of ∆’s coerced statement couldn’t testify

· Evid derived from any statement coerced from ∆ is inadmissible under 5th Amend unless it is come at by means sufficiently distinguishable to be purged of the primary taint

· Rendition

· Although CIA overseas may be prohibited from using any conduct prohibited by the AFM, it’s not necessarily so that if CIA is operating closely w/ a foreign gov’t that that gov’t will also be bound

FOIA and State Secrets
· FOIA

· Est presumption that agency/Exec Branch records are accessible to the people

· Secrecy is always a threat to dem gov’t, and FOIA is an attempt to close that gap (along w/ cong and judicial oversight)—gov’t has to justify the need for secrecy

· Requester need not make any showing of purpose or relevancy

· Classified data may be withheld—some §s require such withholding

· Glomar response

· Agency may refuse to confirm or deny the existence of responsive records when to answer the FOIA inquiry would cause harm cognizable under a FOIA exception

· Fact of whether or not the agency possesses relevant records is itself classified

· Related to the “mosaic” theory, that bits and pieces of unclassified info, if released, could be aggregated by an enemy to reveal important secrets

· Exemptions—diff from Glomar bc admit that X exists but you can’t get any info about it

· Exemption 3 authorizes withholding of records on matters specifically exempted from disclosure by a non-FOIA §, provided that such § provides for no discretion wrt disclosure or est particular criteria for withholding or refers to particular types of matters to be withheld

· Exemption 1 protects matters specifically authorized under criteria est by an EO to be kept secret in the interest of nat’l defense or foreign policy and are properly classified by EO

· Broad delegation of authority to Pres

· Disclosure may be compelled, over an exemption claim, when info’s been “officially acknowledged”

· To be “officially acknowledged,” the info must’ve already been made pub through official and documented disclosure, and requested info must match, and be as specific as, that info

· State Secrets

· Jeppesen: even the most compelling necessity is not enough if state secrets are at stake

· Totten bar—if the very subject matter of the action is a matter of state secret (and suit would thus inevitably lead to disclosure of confidential matters), judicial inquiry is precluded altogether

· Has only been applied on 3 occasions (2 clandestine spy locations, location of nukes)

· Reynolds privilege—excludes privileged evid from the case and may result in dismissal of the claims

· Procedural reqs for invoking state secrets must be satisfied

· Assertion of the privilege

· Head of relevant dept must invoke a formal claim of privilege after actual personal consideration by him—it isn’t to be “lightly invoked”

· Must present the claim in sufficient detail for ct to make independent determination of validity and scope of the evid subject to the privilege

· Timing

· May be asserted at any time, even prospectively (e.g., at the pleading stage)—need not wait for an evidentiary dispute to arise

· Ct must make an independent determination whether the info is privileged

· Must certify there’s reas danger that compelling the evid will expose “matters which, in interest of natsec shouldn’t be divulged” (i.e., a state secret)

· Must defer to Exec on matters of foreign policy and natsec but must still critically examine invocations of state secrets

· Exec decision to classify info is an indication of need for secrecy but isn’t conclusive

· Ult Q is how the matter should proceed in light of the successful privilege claim

· Consider if it’s feasible to proceed w/o the protected evid and if so how

· When secret and nonsecret info can’t be separated, ct may restrict parties’ access to any evid which presses so closely upon highly sensitive material that there is a high risk of inadvertent or indirect disclosures

· Dismissal may be required in 3 circumstances:

· If π cannot prove the prima facie elements of his claim w/ nonprivileged evid, ct may dismiss the claim

· If the privilege deprives ∆ of info that’d otherwise give him a valid defense to the claim, ct may grant SJ to ∆

· Even if claims/defenses might theoretically be est w/o privileged evid, it may be impossible to proceed bc litigating case to judgment on the merits would present an unacceptable risk of disclosing state secrets (i.e., privileged evid is inseparable from nonprivileged info that’s necessary to the claims or defenses)

· AG Holder declaration

· DOJ will only defend an assertion of the state secrets privilege when a dep’t/agency makes a sufficient showing that it’s necessary to protect info the unauthorized disclosure of which reas could be expected to cause sig harm to natsec

· It won’t be invoked in order to conceal violations of the law, inefficiency, or admin error; prevent embarrassment; restrain competition; or prevent or delay release of harmless info

· Something like Fazaga calls that into Q

Counter-Terrorism & Criminal Justice

Law Enforcement as an Instrument of Counter-Terrorism
· Political: political right’s idea that according terrorists rights of crim justice system validates their behavior (they should be treated as if this were a war rather than ordinary criminals)

· Pragmatic

· David Kris: law enforcement can be 1 of many tools—it may not always be the right 1 but it’s not that it never is, and it shouldn’t be taken off the table bc of ideology

· Have to be able to use all avail tools that are consistent w/ the law and our values

· Art III can do everything we need it to do

· Produce intel

· Miranda doesn’t stand in the way of getting intelligence—targets often waive, and there are exceptions like the Quarles pub safety exception

· Disruption and preemption of threats

· Power of the pretextual prosecution (al-Marri was being prosecuted on fraud charges)

· Treason isn’t charged often, but it’s the 1 crim charge singled out in Const and would seem to be perfect fit if ∆ was Am

· Material support §s—that’s where the action is

· Incapacitates threats

· When you indict and put a target on trial, they’re off the battlefield

· Convicting 90% of the terrorists we prosecute

· Problems w/ this argument

· Using crim justice as a results oriented approach is contrary to our traditional notion that it’s process oriented

· When law gets made in a counterterrorism case that is favorable to the gov’t bc of a perceived risk of acquitting a terrorist, it’ll be imported into non-natsec crim cases

· Obama Admin argues that restrictions on where detainees can be detained and tried interferes w/ Exec authority to make important foreign policy and natsec determinations

· Issue of not only what to charge but when to charge

· Do we monitor and gather intel or arrest and charge w/ a crime?

· US tends to favor arrest sooner rather than later (risk aversion)

· Material Support §s allow for preemptive intervention (before an attack takes place)

· Price of intervening earlier may be a loss of intel

· And can’t intervene too early or else there won’t be enough evid to be able to prosecute

· More subtle use of law enforcement

· Informal intervention—cops knocking on your door and telling you they’re aware of your potentially problematic activities(chilling effect

· Natsec apparatus doesn’t always operate in secret—it’s about control of info rather than absolute secrecy (wants to reveal and conceal on its own terms)

Substantive Criminal Law
· Sec of State designates orgs that engage in “terrorism” or “terrorist activity” (pp. 988-89) as FTOs

· An org w/ a US presence is entitled to notice and an opportunity to be heard on such a designation, but cts have been deferential to the Sec in her determination (appeals are rare; winning is rarer)

· Designation cannot be challenged by individuals (i.e., it can’t be a defense to material support §s)

· § 2339A Providing material support to terrorists

· Whoever provides material support/resources, knowing or intending they’ll be used for terrorist acts

· “Material support or resources” means any property or service, incl $/securities, fin services, lodging, training, expert advice or assistance, safehouses, false doc or ID, communications equipment, facilities, weapons, lethal substances, explosives, personnel (1 or more individuals, including oneself) and transportation, except medicine or religious materials

· “Training” means any instruction or teaching designed to impart a specific skill, as opposed to gen knowledge

· “Expert advice or assistance” means advice or assistance derived from sci, tech, or other specialized knowledge

· Outlines providing material support to actual terrorists to supply the basic infrastructure

· Stronger than conspiracy law bc don’t need an agreement, overt act, etc. and, while you can’t conspire w/ a gov’t agent, you can “materially support” 1 who you think is a terrorist

· Picks up terrorists who aren’t part of a FTO (anyone supporting a FTO can be prosecuted under B)

· § 2339B Providing material support or resources to designated FTOs

· Whoever knowingly provides material support or resources to a FTO, or attempts or conspires to do so—must have knowledge that the org is a FTO or that it engages in terrorism or terrorist activity

· Can only be prosecuted based on “personnel” if you knowingly provide, or attempt/conspire to provide a FTO w/ 1 or more individuals (including yourself) to work under that org’s direction or control or to org, manage, supervise, or otherwise direct the operation of that org.  Individuals who act entirely independently of the FTO to advance its goals or obj shall not be considered to be working under the FTO’s direction and control

· Nothing in this section shall be construed or applied so as to abridge 1st Amend rights

· Humanitarian Law Project: C made the policy determination that any support to FTOs facilitates their terrorist activities (and knowledge of these activities is sufficient)

· Even support intended to promote lawful conduct frees up other resources w/in the org that may be put to violent ends (esp if it’s $ bc of its fungibility) and lends FTOs legitimacy

· Independent advocacy isn’t covered—πs can say anything they want and may even become members of these groups (mere association w/ a FTO isn’t sufficient)

· It is coordinated support that is criminalized

· § does reg speech based on content—whether πs may speak to FTOs depends on what they say (e.g., cannot impart a “specific skill,” offer advice based on “specialized knowledge”)

· Bc of the §’s breadth, you have to be very careful if you’re dealing w/ a FTO

· Mere membership isn’t enough for prosecution under § 2339B (requires something else—maybe if there were dues to be paid) but is sufficient for detention or being the target of drone strikes

· C can extend US crim code extraterritorially (for crim §s to be a proper tool in natsec, they must) but only can where 1) C has explicitly said so and 2) where the relevant § has a built-in overseas component to it

· Int’l law is in play—int’l law gives broad categories under which countries may exert JX

· That 2339B covers foreign terrorist orgs may allow it to be encompassed

Criminal Process and Secrecy
· In crim cases, a ∆ may invoke his const, statutory, and rule-based rights of discovery to gain access to classified info that he needs to defend himself or he may already possess classified info as a current or former governmental EE and may threaten to use that info at trial to rebut or explain the charged conduct

· ∆ may manipulate gov’t’s desire to protect sensitive intel through “graymail” (i.e., forcing gov’t to either withdraw all/part of its case to protect classified info or proceed and surrender sensitive intel)

· CIPA creates a framework for managing that issue, although it doesn’t entirely solve the graymail problem—gov’t still may have to choose if ct decides no adequate substitute exists

· Classified Info Procedures Act applies to classified info in crim trials (state secrets is the // civil structure)

· Accomplishes 2 things

· Gives judges a role in managing/striking the right balance b/t what can/can’t be disclosed, what is/isn’t necessary

· Accelerated timeline—all decisions are made pretrial

· § 4: when ∆ requests discovery of classified docs, gov’t may ask ct if it can make redactions

· § 5: if ∆ reas expects to disclose/cause disclosure of classified info, he must give US a brief description of the classified info

· Upheld by cts in spite of ∆ losing some element of surprise (only requires gen disclosure)

· § 6: US may request a hearing to make all determinations concerning the use, relevance, or admissibility of any classified info that’d otherwise be made throughout litigation

· Held in camera if AG certifies that pub proceeding may result in disclosure of classified info

· US must provide ∆ w/ notice of the classified info at issue

· If ct finds the evid admissible, US may move that, in lieu of the disclosure, the ct order:

· Substitution for such classified info of a statement admitting relevant facts that the specific classified info would tend to prove

· Substitution for such classified info of a summary of the specific classified info

· If it finds the evid inadmissible, CIPA is no longer implicated

· Ct shall grant such a motion if the statement or summary will provide ∆ w/ substantially the same ability to make his defense as would disclosure of the specific classified info

· If the Ct denies such a motion and the AG files an affidavit objecting to disclosure of the classified info at issue, ct shall order that ∆ not disclose or cause disclosure of any such info

· In that case, ct shall dismiss the indictment/information, except, when the ct determines that the interests of justice wouldn’t be served by a dismissal, the ct shall order other action, incl:

· Dismissing specific counts of the indictment/information

· Finding against the US on any issue as to which the excluded classified info relates

· Striking or precluding all or part of the testimony of a witness

· In deciding among the alternatives, ct is to take w/e action necessary to make ∆ whole again

· Gov’t must also provide ∆ w/ any evid it will use to rebut ∆’s revealed classified info evid
· Abu Ali: Using the “silent witness rule” allows info to be withheld only from the pub, not from ∆

· Rather than disclose the info in open ct, the witness would instead refer to specific places in the doc in response to the questioning (and jury could refer to those parts)

· If gov’t doesn’t want ∆ to be privy to info that’s classified, it may either declassify the info, seek approval of an effective sub, or forgo its use altogether

· If wants jury to see it, has to give it to ∆; if doesn’t want ∆ to see it, can’t give it to jury

· If the substitute is adequate, jury should be seeing that too

Counterterrorism by Indirection

Financial Tools of Counterterrorism
· Int’l Emergency Econ Powers Act gives Office of Foreign Assets Control authority to designate Specially Designated Global Terrorists and block their assets if Pres declares time of emergency (did so w/ EO 13224)

· Need only assert that it’s investigating whether an entity should be so designated to block its assets

· Pres need only declare it’s a time of emergency

· Exec authority is at its apex under Youngstown analysis bc acting based on cong authority (IEEPA+ the EO)

· But no authority under 4th Amend (Q of authority isn’t sufficient to answer the Q of legality)

· Pres only has authority to freeze assets in the US or in control of persons in the US

· Kindhearts: no showing that implementing the policy effectively and expeditiously required doing so w/o judicial authorization (flagrant 4th Amend violation w/o any judicial involvement)—need a warrant based on PC to freeze an org’s assets

· OFAC’s blocking power isn’t a valid special needs search bc:

· No built-in lims curtailing discretion—certain orgs were specifically targeted rather than wholesale asset-blocking

· Looks more like ordinary law enforcement (blocks only orgs it suspects of violating the law)

· No reason why the PC and warrant reqs are categorically impracticable

· No imminence to justify exigent circumstances

· 1st ct to deal w/ this bc many seizures are of foreign assets (not subject to 4th Amend under Verdugo)

· Keith does not reserve Q of whether there’s a natsec exception to the 4th Amend—only leaves Q open for foreign intel (only deals w/ intel)

· Kadi: no mechanism to determine whether the sanctions were disproportionate or even misdirected

· While prevention of int’l terrorism may justify restrictions on right to property, that doesn’t relieve authorities of the req to demonstrate that these restrictions are justified wrt this individual person

· There must be accountability for what Sec Council does, so that falls to domestic judicial review

· Parallels Boumediene in 2 ways

· Discussion of what Exec can do outside of the cts (i.e., whether the issue of natsec requires that there  be “seams” in the law that permit Exec to operate extralegally)

· Also discussion of how stricter review above is needed to comp for lesser review below

· Lack of a robust review below through the CSRT necessitated a robust judicial intervention on appeal (as opposed to Eisentrager where robust military procedure below somewhat mitigated the need for a robust judicial intervention on appeal)

· Treasury blocks/sanctions funds but also processes intelligence on massive amounts of financial transactions

· Blocking funds is about intervention—prevention, deterrence—although efficacy seems somewhat doubtful

· Other sources of support can always be found (and they’ll just reroute their transactions through informal financial networks)

· And terrorism isn’t that expensive

The Law of Counter-Radicalization
· From soft power in intervention to hard power: counter-rad and de-rad(MacWade searches/airports (OFAC(crim justice (incl material support §s)(military commissions(”law of war detention”(drones

· Counter-radicalization is distinct from de-radicalization

· The latter is much more comprehensive, and USG hasn’t been involved in it, at least not w/in the US

· Counter-rad is more about reaching out, addressing the ideological underpinnings of terrorism—we’ve been doing it overseas for a long time and now we’re starting to do domestic work

· Issue of whether, given the Establishment Clause, USG can create overseas counter-rad programs

· USG counter-rad programs (borrowing a lot from Br response to homegrown threats in the UK)

· Doing 3 things, broadly speaking (using “soft power” to neutralize the threat)

· Engaging in Muslim communities and trying to engage leadership and community orgs

· Picking out local community leaders to “do the work” of counter-radicalization

· USG is expressing an opinion about the versions of Islam that it finds appealing

· But USG doesn’t know what a good form of Islam is

· Entrenchment(changes w/in gov’t (e.g., employing military and prison imams)

· Staking out positions very publicly on aspects of Islam

· E.g., leading admin officials giving speeches expressing a view about what jihad is and what it isn’t

· Br experience w/ counter-rad is very mixed

· Seems to show gov’t isn’t going to be so successful in this (and that it might be counterproductive)

· UK Prevent (to stop people from becoming terrorists or supporting terrorism) was alleged to have strayed into the area of Pursue (to stop terrorist attacks in the UK and against their interests) and became a means for spying on Muslim communities—bred suspicion

· Sought to reach out to those who were close to the line but are critical of taking that last step from extremist views to violence—idea is that it’s wasteful to target those who could never be radicalized

· But these are people who are deeply critical of the gov’t

· Counter-rad begins w/ assumption that there is a community that’s uniquely vulnerable to the “virus” of radicalization and the Muslim-Am community needs to be “immunized” by the gov’t through counter-rad

· Again, racial profiling and committing resources

· Endorsement of a particular view of Islam might be present even in the “harder” forms of intervention (e.g., targeting al-Awlaki bc of his extremist views)

National Security Beyond the State
Controlling National Security Information
· Espionage Act (§ 793) prohibits giving info related to nat’l defense (NDI) to those not entitled to receive it

· NDI involves matters closely held by gov’t bc their disclosure could threaten natsec

· Encompasses those who have access to the info by virtue of their official position (§ 793(d)) and those w/ no employment/contractual relationship w/ USG and thus haven’t exploited a relationship of trust to obtain NDI but instead obtained the info from someone who did (§ 793(e))

· Rosen: disclosure of certain info may be restricted to protect natsec w/o infringing on 1st Amend

· 1st Amend doesn’t provide immunity for every possible use of lang, and the societal value of speech must sometimes be subordinated to other values and considerations

· Can’t be that once a gov’t secret has been leaked and the first line of defense is breached, the gov’t is screwed—gov’t can punish those outside the gov’t for the unauthorized receipt and deliberate retransmission of NDI but only if ∆ knows that disclosure is potentially harmful to the US

· Unprecedented about this prosecution that ∆s were private actors rather than gov’t officials

· Could potentially threaten media since their business is finding out/publishing gov’t secrets

· But gov’t relies on mainstream media to communicate its message, so this gentleman’s agreements makes it unlikely that mainstream media will be targeted

· New York Times Co. v. U.S.
· Per curiam holding: prior restraint of expression bears a heavy presumption of unconstitutionality, and gov’t didn’t meet that burden of proving a massive, immediate, irreparable harm to natsec

· Such a standard could be met if there were some immediate or ongoing secret mission (e.g., OBL)

· Obama Admin has very aggressively pursued leakers/whistleblowers while utilizing authorized leaks often

Private Enforcement
· Alien Tort § (§ 2333) gives rise to civil liability for material support or sponsorship of terrorism

· § 2333 came about before crim liability for material support

· Very broad liability but wouldn’t encompass:

· A donation to a charity if you don’t know that the charity gives $ to a terrorist org

· Med or other innocent assistance by nongovermental orgs

· Boim
· § 2333a provides that for any US national injured by an act of int’l terrorism, his survivors may sue

· Silent wrt secondary liability (i.e., whether someone who assists in int’l terrorism is liable)

· § 2331(1) defines int’l terrorism as activities involving violent acts or acts dangerous to human life that violate US crim laws that appear intended to intimidate or coerce a civilian pop or affect the conduct of a gov’t and that transcend nat’l boundaries

· Giving $ to Hamas is an act dangerous to human life (like giving a loaded gun to a child) and violates a fed crim § (§ 2339A)

· § 2332 criminalizes the killing or conspiring to kill a USC outside the US

· So it’s a crime to give material support to people who violate 2332

· Through this chain (2333(a)(2331(1)(2339A(2332), a donation to a terrorist group that targets Ams outside the US may violate § 2333, but only if the donor knows that the $ would be used in preparation for or in carrying out the killing, attempted killing, etc. of an Am abroad

· Must also know that the org engages in such acts or be deliberately indifferent to that fact

· Donors are jointly and severally liable—the knowing donors as a whole sig enhanced the risk of terrorist attacks and the probability that decedent would be a V

· Foreign Sovereign Immunities Act allows lawsuits for state sponsors of terrorism, as designed by State Dept

· Comparable to 2339B in that liability pivots ult not just on what ∆ does, but also on this Exec determination

· Sole basis for obtaining JX over a foreign state in US cts (strong presumption of no JX otherwise)

· Gates: prereq for liability is that the state is designated a state sponsor (thus no liability for SA for 9/11)

· To determine whether a ∆ country has provided material support, cts consider 1) whether a particular terrorist group committed the act and 2) whether ∆ foreign state gen provided material support or resources to the terrorist org which contributed to its ability to carry out the terrorist act

National Security Jurisprudence
· Oppositional model—law is a check on natsec and stands in its way (as law (, natsec ()

· But there is law on both sides since sec itself is const by law (Steel Seizure: law const authority)

· FAA amounts to the same thing as the TSP—only diff is now is the authorization

· AUMF grants authority to do a lot of things that wouldn’t otherwise be ok (e.g., detention)

· But does FAA make TSP much more legit?  Isn’t all that AUMF can do strange?

· Security side of the equation is more about sep of powers than about lawlessness

· Many of the rights on the liberty side of things have been proceduralized

· Q isn’t usually whether someone has the right to be free of illegal imprisonment but whether that person has the right to challenge that

· Argument against targeting al-Awlaki wasn’t that gov’t couldn’t target him but that there needed to be DP before they could

· Liberty side is less about rights and more about process

· Integrated approach—regards the project of natsec as being more closely intertwined w/ the law

· Torture and illegalities may help in the short term but undercut long term success

· Law is working in the same direction as policy to make counterterrorism better

· Intel oversight is good for making sure the Intel Community operates w/in the law but also keeps it in focus and working towards a good policy position

· Dark underbelly to this is lawfare (i.e., the strategy of using/misusing law as a sub for traditional military means to achieve an operational obj—has tendency to subordinate law to natsec)

· Use of law as a CT tool (Kris), law enforcement as an instrument of war (Obama Admin)

· Institutions (and their role in natsec law)

· CSRTs vs. cts, C and its oversight role, media—old (NYT) and new (Wikileaks)

· Culture and how law is marbled into the culture of the Intel Community

· Goal/obj of natsec is law, to protect the rule of law—opposite of the lawfare model

· Project of natsec is in service of something greater—we do CT to enrich a conception of law

· Related is the idea of justice in relation to natsec

· Civil liability and vindication of rights of Vs of terror

· Idea of sec being delivered by cts (Ghailani), justice being delivered by armed forces (OBL)

· Law and sovereignty—2 views

· There is no gap b/t the rule of law and the sovereignty of the state

· Rule of law does not exhaust the limits of sovereignty—that is, there are things that the state does—or must do—that is beyond the reach of law (e.g., torture, covert action)
