Structure of Counter-Terrorism

Big Themes
a. Feedback Loop:
i. Intelligence supports counterterrorism policy actions (targeted killings, asset freezes, detention, etc.).  Policy can and should produce fresh intelligence.  
1. Structure of Counter-Terrorism
a. Crime, War, and the Separation of Powers:

i. Youngstown Framework:

1. Youngstown 1 – 
a. President’s power is at its “maximum” when he acts with explicit or implied congressional authority.  

b. For an act to be held unconstitutional in such circumstances, it must be shown that the Federal Government as an undivided whole lacks power.  

c. Actions taken with congressional approval would be supported 

2. Youngstown 2 – 
a. When President acts in absence of either a Congressional grant or denial of approval, he can only rely on his own independent powers, but there is a “zone of twilight” in which President and Congress may have concurrent authority
3. Youngstown 3 

a. When President takes measures incompatible w/ Congress, his power is at its “lowest ebb”

4. Application in Al Marri:

a. Two views of the AUMF

i. Motz – Detention as a form of punishment
ii. Wilkinson – Detention as a means to prevent enemy from reentering battle 

ii. Crime model vs. War model of Terrorism

1. Competing frameworks:

a. Crime model views terrorism as a crime, and sees counterterrorism as a form of law enforcement.   This means that the normal protections tools of law enforcement should be used, and the normal protections for criminal suspects should be provided.  

b. War model views terrorist attacks as acts of war by unlawful combatants.  Under this view, normal criminal procedural protections are inappropriate.

2. Al Marri opinions on detention illustrate competing frameworks:

a. Judge Motz views detention as a form of criminal punishment.  Accordingly, some process is due.
b. Judge Wilkinson sees the detention of Al Marri as a way to prevent reentry of a soldier onto the battlefield and to obtain vital information.  

b. Regulatory Tools of Counter-Terrorism

i. Targeted Killing

1. History:
a. Church Committee:
i. Found evidence of CIA involvement in assassination plots targeting foreign leaders
b. Executive Order 12,333:
i. Assassination prohibition issued by Ford Administration to pre-empt Congressional action (later became EO 12,333)
1. Prohibited US gov’t officials from engaging in or requesting assassinations.  
c. Clinton (1998)
i. Secret presidential finding authorizing lethal force against Al Q camps in Afghanistan (self-defense rationale)
d. Bush (post-9/11)
i. Secret finding permitting CIA to target Al Q leaders anywhere in the world.  
e. Predator attacks
i. Yemen (2002) -- Missile attack killed Al Qaeda leader Al-Herethi, a suspect in bombing of USS Cole.  Four passengers killed, including a US citizen who recruited American Muslims for Al-Q training.
ii. Afghanistan (2001-02):
1. Aborted attack on Mullah Omar – Gen Franks declined to approve  on lawyer’s advice b/c Omar was in building w/ 100 guards.  Omar escapes
2. Mistaken ID of Bin Laden – Tall man and two others killed in case of mistaken ID
2. Law of Domestic Killings:
a. Illegal for lots of reasons:
i. 5th Amendment deprivation of life.
ii. Posse Comitatus Act
iii. Prohibitions on CIA from performing domestic security functions  
b. Padilla oral argument – Kennedy asked about whether domestic targeted killing would be permissible.  SG says that Padilla has same status as Taliban fighter in Afghanistan, so killing would be legal.  SG qualifies that killing would be undesirable on prudential grounds.  
3. Law of Overseas Killings:
a. Generally very little caselaw on point
b. What legal authority supportive?
i. Article II – 
1. Commander-in-Chief clause
2. War Power
ii. AUMF
c. What legal authority unsupportive?
i. Report of UN Special Rapporteur
1. Bush Administration rejected this as a source of authority, arguing that we are in a war context.  
ii. Customary Int’l Law (imminence/necessity/proportionality reqts)
d. Executive Order 12,333 

i. Prohibits assassinations.  (But does not clearly define.)
ii. Parks Memo: EO 12,333 and Assassination (1989) (p. 67)
1. Parks assassination def’n:  Murder of a public figure or nat’l leader for political purposes accomplished through a surprise attack
2. Peacetime – assassination (like all acts of intentional violence) prohibited by UN Charter.  (Thus illegal even if no EO present.)
3. Wartime – Targeting enemy combatants permitted.  Legality does not depend on means used.  Incidental killing of civilians not assassination or illegal.  
a. But can’t kill captives w/o process, or put bounty on head.  
4. Also discusses counterinsurgency and peacetime operations.  
5. Self-defense – UN Charter recognizes against actual use of force, preemptive against imminent use of force, and self-D against a continuing threat
a. This is the basis for targeted killing of terrorists – they are not so different from conventional forces threatening US
e. Hypos:

i. Saddam Hussein:  Okay during wartime, but not peacetime.
ii. Osama Bin Laden – 
1. Okay if he is still planning attacks on US, based on self-defense rationale.  Killing is not punishment, so no process due.  
iii. Imad Mughniyeh:  Assassinated Hezbollah ldr responsible for Beirut bombings.  Not involved in 9/11 or member of Al Q.  Could the US have killed him legally?
1. AUMF – only applies to those connected to 9/11
2. Constitution – Gives authority if declaration of war, but War on Terror is a slogan, not an official declaration.
3. Proportionality – supports b/c only he was killed.  
4. Evidence – Need high level of specificity.  
4. Law Enforcement Model vs. War Model 
a. See discussion in notes at 74-75
b. Law Enforcement:
i. Use of force okay in only limited circumstances – e.g. imminent threat, force necessary

c. War Model
i. Legality of targeted killing turns on the status of the target rather than on his actions.  
1. No imminence reqt for enemy combatants
ii. Proportionality:  Req’d by international law
5. Cost-benefit (p. 78 and class)
a. Benefits:  
i. Disrupt and confuse organization, cause them to waste energy protecting themselves.  Save lives of counterterrorist forces (compared to making arrest).
b. Costs:  
i. Decentralization limits effectiveness of assassinations.  Requires heavy investment in intelligence.  Martyrs ( fresh recruits.  Retaliation.  Diplomatic costs.  
c. Keep proportionality principle in mind.
d. Also, accuracy highly important in minimizing costs.  This requires intelligence.  
6. Zone of Combat
a. Scholars suggest limiting targeted killing to designated zone of active combat (p. 79-80)
i. Would require active war or other armed conflict; Presidential designation
ii. AG Guidelines for FBI National Security Investigations (effective 2003)
1. Document provides guidelines for intelligence collection both domestically and abroad.  
2. Legal Status:
a. It is issued under Executive Order 12,333, which requires head of intelligence agency to come up with Guidelines.  
b. Parts are classified b/c they deal w/ sources and methods of intelligence gathering.
3. Tools:
a. Investigations may include a variety of measures, including (1) double agents; (2) exclusion/removal of target from US; (3) freezing assets; (4) securing targets; (5) providing threat information (?); (6) engaging assistance of private entities.
i. Urban tactics may include all of the above.  Also emphasis on police presence.  
4. Purpose:  
a. Investigative measures are all done to further the goal of gathering intelligence.
b. They are not primarily steps towards criminal prosecutions.  (Though prosecution may happen later.)
i. For Rascoff, prosecution is just another tool in comprehensive CT policy.  
iii. What is Intelligence and How is it Gathered? (Dycus et al, National Security Law 349-368)
1. Why necessary:
a. The investigative tools available to the FBI depend on good intelligence.  Intelligence tells you what building to protect, who to flip or arrest, etc.
2. Types of Intelligence

a. HumInt (e.g. speaking to witness)
b. SigInt – communications (e.g. wiretap)
c. Open Source (e.g. reading newspaper, gov’t reports, academic lit) 
i. Officials don’t give proper recognition
d. ImInt – images intel
3. Who collects and analyzes?
a. CIA – 
i. Overseas and at home (but mostly overseas)
ii. Mostly HumInt
1. Undercover at US embassy
iii. Internal division b/w gathering and analysis
b. NSA – Sigint, domestic and foreign
c. FBI – Humint and Sigint 
d. Director of National Intelligence (DNI)
i. Formerly the CIA director, but this didn’t work b/c he lacked control over budgets of other agencies. 
4. Problems with Cold War model:
a. HumInt – Relied on US citizens who didn’t know anyone abroad in order to prevent counterintelligence.  Station people in embassies.  
i. This model does not work for terrorist cells b/c of the difficulty of infiltration, esp. w/o language skills.  Hard to flip an ideologically motivated enemy.
b. Sigint – Terrorists have very small electronic signature.  
5. These problems (esp. lack of humint) partly explain necessity of detention post-9/11.  
iv. Covert Action

1. Legal Basis Sketchy:
a. Catch-all provision (“such other functions and duties relating to intelligence affecting national security”) in 1947 Statute and 2004 Act
2. Examples:  Targeted killing, election manipulation.  
a. Purpose is not do learn but to do things.  
c. Institutional Landscape of Counter-Terrorism

i. Nat’l Security Act of 1947 and Intel Reform & Terror Prevention Act of 2004
1. 1947 Act created CIA.
a. Ambiguity about whether Congress intended to authorize covert action.  
i. Congress has apparently acquiesced.
2. 2004 Act –
a. Created the position of the DNI to supervise all intel
i. Dissemination:  Responsible for ensuring that intel is provding to President, exec branch officials, Joint Chiefs, Senate & House.  
ii. Quality:  Intel must be “timely, objective, indep of polit considerations.”
iii. Policymaking:  
1. Responsible for setting policy and priorities for intel community’s intel collection, analysis, and dissemination (though not military intel)
2. This includes procedures for foreign intel collection under FISA.
3. Sets budgets for intel community 
iv. Must ensure compliance w/ the Constitution and laws. 
b. CIA’s Role:
i. Director now reports to the DNI.  
ii. CIA director collects intel through human sources.  
iii. CIA has no “police, subpoena, or law enforcement powers or internal security functions.
ii.   Executive Order 12,333
1. Preamble: 
a. “All reasonable and lawful means must be used to ensure that the US will receive the best intelligence possible”

2. §1: 
a. Provides goals; priorities (counter-espionage, counterterrorism, & WMD); institutional structures, responsibilities and reporting requirements of agencies and their heads; puts DNI in charge of FBI, CIA, and NSA and 13 other agencies w/some intel functions (was previously head of CIA); designates functions of agencies (1.7 – 1.13)

3. §3.5(k) Defines US Persons: 
a. Citizens & greencard holders; unincorporated association substantially composed of US citizens or permanent resident aliens; corporation incorporated in US except those controlled & directed by a foreign gov’t

4. Part 2: Conduct of Intelligence Activities

a. §2.4: Collection Techniques – 
i. Intel community must use least intrusive means inside the United States and against US persons abroad.  
ii. In addition:

1. CIA may not conduct electronic surveillance domestically (except for counterintelligence purposes)

2. Intel Comm (except FBI) may not conduct unconsented physical searches inside the United States.  
3. Intel Comm (except FBI) may not conduct physical surveillance of a US person in the US
4. Physical surveillance of US person abroad may only be conducted in order to obtain info that cannot reasonably be acquired by other means.  
b. §2.3: Intel community can only collect intel on US persons under specific circumstances:

i. If info is open source (publicly available)

ii. If it constitutes foreign intel (ie. Agent of a foreign gov’t?)

iii. Needed to protect safety of any persons or org’s (i.e. crisis)

iv. To protect foreign intel sources, methods, or activities

v. Info necessary of administrative purposes; incidentally obtained info; info arising out of a lawful personnel investigation; etc.

vi. Big Caveat in § 2.3(b): 
1. FBI may collect: “information constituting foreign intelligence or counterintelligence… provided that no foreign intelligence collection by such agencies may be undertaken for the purpose of acquiring information concerning the domestic activities of US persons”

5. Part 3: 
a. Congressional oversight (3.1); Implementation (3.2); Definitions (3.5) 

6. Provides no cause of action 
a. E.g., no recourse under EO 12333 if FBI didn’t use “least intrusive means” in investigating a US person/assoc./corporation
iii. National Counterterrorism Center 
1. Executive Order 13,354

a. Creates National Counterterrorism Center (NCTC) to “serve as the primary organization in the US Government for analyzing and integrating all intelligence possessed or acquired by the US Government pertaining to terrorism and counterterrorism, excepting purely domestic counterterrorism information.
2. Mark Leiter:
a. National Counterterrorism Center is a small (1,000 people) organization whose goal is to break down the walls, to share info between agencies.  This is counterintuitive to the Intelligence community.

b. The NCTC Director answers to both the Director of National Intelligence and the President (which means the National Security/Homeland Security Councils).

iv. Homeland Security Act of 2002 (§§ 101, 102, 103)

1. § 101 established Department of Homeland Security: “The primary mission of the Department is to—

a. prevent terrorist attacks within the United States;

b. reduce the vulnerability of the United States to terrorism;

c. minimize the damage, and assist in the recovery, from terrorist attacks that do occur within the United States;

d. carry out all functions of entities transferred to the Department, including by acting as a focal point regarding natural and manmade crises and emergency planning;” etc. 

2. §102 Provides for cabinet-level secretary and functions (coordination with non-federal entities, maintaining databases)

3. §103 Provides for Deputy Secretary, Undersecretaries, Inspector General, etc
v. New York City:
1. William Finnegan, “The Terrorism Beat,” New Yorker, July 25, 2005
a. Describes NYPD’s counterterrorism operations:

i. NYPD has about 1000 officers “working the terrorism beat full time”

ii. Hercules = set of police antiterror teams meant to show “muscle” (carry big guns)

iii. Nexus = Intelligence division program to keep “tabs on terror-sensitive business and merchandise, among other things”

b. Major worries include: subways, “trucks, planes, helicopters, ferries, vans, tunnels, bridges, underground garages, high-rise buildings, the war in Iraq, the war in Chechnya, Al Qaeda, Indonesia… anthrax, nerve gas… all large gatherings in New York City…” etc. 
vi. Office of Legal Council
1. Jack Goldsmith book and class comments:

a. OLC – determines the legality of executive action

i. “Take care” clause

ii. Vast amount of legal interpretation occurs outside of the court system

1. OLC is like the Supreme Court for the exec

2. It can be overruled by the AG or the President

b. War on terrorism raises two competing fears
i. Another 9/11-like attack; 

1. Daily threat matrix

2. Fear over unknowns
3. Sense of responsibility/guilt of those who failed on 9/11

4. Fears ( push to edge of legality
ii. Fear of the law, going to jail, etc.

1. Post-1970s legal regime:

a. Congress establishes serious regulation of the executive branch, including the CIA.

b. Lots of other laws: against torture, war crimes, regulating surveillance, treaties, etc. 

2. Problem for exec officials:

a. Laws were vague and had few judicial precedents, especially in a war on terror

b. The laws carried serious criminal penalties.  

c. Multiple enforcement agencies: 
i. Five or six different actors, who may be evaluating many years later w/ benefit of hindsight (“retroactive justice”).  
ii. Some actors may be abroad, because of concept of universal jurisdiction.

3. Consequence = excessive caution

a. Sen. Graham’s complaint about ‘cautious lawyering’:  Lawyers’ risk aversion leads them to say ‘no’ to operations just to play it safe

b. FISA wall – example of cautious lawyering

c. 1998 operation to kill Bin Ladin – scotched b/c of wishy-washy legal advice

c. OLC power to immunize against future prosecutions

i. Fraught power – OLC is politically appointed, and therefore in constant danger giving blank check to the executive

ii. Post 9/11 opinions reflect: 

1. Intense fears about imminent 2nd attacks

2. Narrow range of actors making decisions, all like-minded

iii. But note that OLC cannot insulate from prosecution by actors abroad
1. In fact, OLC opinion providing functional immunity may create universal jurisdiction under an exhaustion-of-remedies principle

d. History:

i. This is not first time that AG has advised President to take action widely thought to be illegal.  

1. Robert Jackson as AG justified the swap of destroyers for bases w/ Britain.  

2. Wire tapping – Communications Act was held by SCt to apply to Exec.  Roosevelt overrules Jackson and invents national security exception.
3. Ditto Lincoln.
e. Extra-legal behavior:

i. Goldsmith references Locke-Jefferson-Lincoln tradition that exec can act extra-legally to protect the nation, but should do so publicly
d. Shape of Counter-Terrorism: Law and Policy
i. Definition of Terrorism:

1. AEDPA, 8 USC 1189 (p. 6-7):

a.  “Terrorist activity” – 
i. highjacking or sabotage of conveyance; seizing or threatening to kill an individual to compel another (incl. the gov’t) to do or abstain from an act; violent attack upon an internationally protected person; an assassination; use of bio, chem., nuclear agent or explosive, firearm (not for personal monetary gain) with intent to endanger person(s) or damage property.  1182(a)(3)(B)(iii).  

b. Consequences of Designation:

i. Blocks funds on deposit in US.  2339B(a)(2).

ii. Representatives and certain members of group barred from entry.  1182(a)(3)(B)(i).

iii. All persons w/in US forbidden from “knowingly providing material support or resources” to the organization.  18 USC 2339B(a)(1).  

2. Criminal Sanctions for “international terrorism” (7-8):

a. 18 USC 2331(1) criminalizes activities that meet following 3 criteria:

i. Violent or dangerous acts that are violation of US criminal law or would be if committed in US

ii. Appear intended to intimidate/coerce civilian population, to infouence gov’t policy by intimidation/coercion, or to affect gov’t conduct by mass destruction, assassination or kidnapping

iii. Occur primarily outside US, or transcend national boundaries in terms of means by which accomplished, persons intended to coerce, or locale in which perpetrators operate.  

3. Patriot Act defines “domestic terrorism” above acts that occur primarily within the jurisdiction of the US.

ii. Process of Labeling Terrorists and Terrorist Organizations (p. 12)
1. Designation of FTOs under AEDPA, 8 USC 1189:

a. AEDPA empowers the Secretary of State to designate an entity as an FTO if the Secretary finds that:

i. The organization is a foreign organization

ii. It engages in “terrorist activity” (as defined above) or retains the capability or intent to engage in terrorist activity

iii. The terrorist activity threatens the “security of US nationals or the national security of the US.”  1189(a)(1).

b. Statute permits Secretary to rely on secret evidence.  

2. Constitutional Challenges:

a. Foreign entity “without property or presence in this country has no constitutional rights, under the DP clause or otherwise” – People’s Mojahedin Org of Iran v. US Dep’t of State (DC Cir. 1999) (PMOI I).  

b. Entities with substantial connections to the US are entitled to DP before property or liberty rights are curtailed by gov’t.  Nat’l Council of Resistance of Iran v. Dep’t of State (DC Cir. 2001) (PMOI II).  

i. DP standards:

1. Secretary must provide potential designees “notice that the designation is impending.”  

a. Really?

2. Sec must provide “opportunity to be heard at a meaningful time and in a reasonable manner.”

3. However, DP only requires disclosure of non-classified portions of admin record.

a. Separation of powers concern – court not able to determine sensitivity of classified info

c. PMOI III (DC Cir. 2003)

i. P makes DP challenge on ground that statute lets Secretary rely on secret classified evidence.  Court rejects.    

1. Reliance on secret info ok.  

2. Also, no harm b/c even the unclassified info is adequate to support Sec’s designation ( admissions of attacks on the Iranian gov’t.  

3. Ct rejects argument that US wasn’t target, and that attempt to overthrow tyrannical regime not terrorism – this is a foreign policy decision of US gov’t that is nonjusticiable.   

ii. 1st Amendment – prohibition on material support does not infringe on right to free speech.  Statute not aimed at interfering w/ expression.  

d. US v. Afshari (9th Cir 2006)

i. D’s charged w/ conspiracy to provide material support to FTO.  9th Cir panel reversed dismissal of indictment.  
ii. Kozinski dissent from denial of reh’g en banc:

1. Terrorist designation is type of prior restraint on speech.  Therefore, process of designation must comply w/ constitution, or 1st Am is violated.  

2. Defects in Designation Process –

a. Takes effect immediately

b. Places burden of instituting proceedings on org

c. Donations prohibited while judicial review pending

d. No assurance of prompt judicial determination

e. Foreign entities have no DP rights ( most of the time can’t challenge at all 
f. Non-adversarial

g. APA-like – substantial evid std

3. None of this meets Supreme Ct’s 1st Am doctrine set out in Freedman (ban on display of obscene films)

4. D was indicted for sending money during years when designation was unconstitutional.  Sec’s retroactive redesignation and subsequent prosecution violates ex post facto clause.  

5. Can’t give unlimited discretion to the State Dep’t – sweeps in too much protected political activity
3. State of the Threat
a. Remarks by Mr. Ted Gistaro (August 12, 2008): Current State of the Threat.  

i. AQ remains the biggest threat to the US, although we are not aware of any specific credible threat.

ii. AQ has strengthened its safe haven in Pakistan.

iii. AQ has replenished its bench of skilled mid-level lieutenants capable of directing its global operations

iv. AQ has consolidated jihadist forces in North Africa.

v. Yemen is rapidly reemerging as a jihadist battleground.
b. Bruce Hoffman, Marc Sageman: Does Osama Still Call the Shots? (Foreign Affairs July/August 2008) 

i. Sageman believes that much of terrorism today is from “homegrown, spontaneous self-organizing groups”

ii. Hoffman claims this is a myth and everything is top-down.
c. Mike Leiter, Director of National Counterterrorism Center
i. Lessons of 9/11:

1. Calcified bureaucracy built in 1950s not suited to responding to a transnational terrorist threat.  

2. Bureaucratic barriers needed to break down – hence NCTC’s role in coordinating intel policy across agencies
ii. On The State of the Threat:

1. Hoffman is right and Sageman is missing the point. Al Qaeda is hierarchical and still has the ability to project force overseas; at the same time it’s also a “movement.”

2. WMD – It’s extremely unlikely that terrorists will get their hands on a yield-producing nuclear bomb in the near future. However, chemical/biological/radiological devices are possible.

iii. The Issues for the Future:

1. Domestic Security – No common understanding of what we want out of our security services – what to do/not to do to be kept safe.
2. Detention/Interrogation – If we catch #2 in Al Qaeda tomorrow the vast majority of Americans won’t want him to either read him his rights immediately, or do anything at all they want to him – most are in the vast gray area in between.
3. Protecting Secrets in a Democratic Society 
2. Assessing The Threat
a. Importance of Detection (p. 83-87)

i. Banks & Bowman (2001) – Crim prosecution inadequate for terrorism; prevention necessary.  4th Amendment poses obstacle.  Crime-national security tension.  

ii. Ashcroft (2001) – 

1. Prevention = primary goal.  Need foreign intelligence and counterintel.  

2. DOJ provides support for getting FISA warrants and collections against US persons overseas under EO 12,333.  

iii. Bush Fact Sheet, 2005:

1. 10 domestic and international plots disrupted; 5 efforts to case target and infiltrate operatives stopped 

b. Constitutional Framework

i. Fourth Amendment, Nat’l Security, and Intelligence
1. Background:

a. Olmstead (1928) – no 4th Amendment protection for wiretapping
b. Federal Communications Act (1934) -- Criminalized intercepting wire and radio communications; applies to the gov’t; fruits suppressed
c. Roosevelt (1940) – Permits electronic surveillance where grave matters of nat’l defense at stake

d. 1950s – AG’s flip-flop whether trespassory surveillances okay when nat’l security at stake
e. Katz (1967) – warrantless search per se unreasonable; have to establish an exception; wiretaps are a search (reversing Olmstead)
i. Cour declined to extend holding to national security

f. Title III (1968) – disclaimed intention of legislating in the national security area ( crime vs. national security distinction
2. Domestic security surveillance
a. US v. US District Court (Keith) (S. Ct. 1972) (Powell)
i. Issue:  Whether warrant necessary for domestic security investigations.  
1. D charged w/ dynamite bombing of CIA office in Michigan.  

2. Gov’t had surveilled D as part of program to gather intel on domestic organizations deemed to threaten Gov’t.  

ii. Rule:  

1. No exception to the warrant req’t for domestic security surveillance; gov’t must have prior judicial approval
2. However, Title III probable cause stds don’t necessarily apply to domestic security surveillance b/c of different context (difficult to ID, prevention); Congress can enact reasonable standards

iii. Title III argument:
1. Carve-out for national security did not constitute acquiescence to exec’s warrantless spying.  Title III is neutral on question, so we’re in Youngstown II, not I.  

iv. Constitutional argument:
1. Court rejects argument that “Preserve, protect and defend” clause mandates exception to warrant req’t

2. Warrantless surveillance w/ unlimited discretion poses serious threat to 4th Am ( nd judicial oversight

a. Court rejects institutional incapacity argument – courts can deal w/ sensitive subjects

3. Nat’l security cases reflect convergence of 1st and 4th Am concerns  
v. Foreign surveillance:  Court does not rule on issue.  

b. Church Report

i. FBI black bag jobs – intelligence gathering for non-microphone purposes (e.g. physical search, photo, seize docs); no records kept; Hoover banned in 1966

c. US v. Ehrlichman 

i. D.D.C. 1974:

1. Unauthorized entry into Ellsberg’s shrink’s office b/c of release of the Pentagon Papers.  No exigency ( planned for a month.

2. Court rejects argument that President has authority to suspend 4th Amendment req’ts (citing Keith)

a. And anyway, there was no such authorization here.  

ii. D.C. Cir. 1976:

1. More circumspect:  No “national security” exception to the warrant req’t could be invoked w/o specific authorization by Pres or AG

d. Book notes:

i. Consider TSP program in light of inherent gov’t authority arguments.  
ii. Computers & data – how should 4th Am apply?

e. Class notes:

i. Note that trans-national terrorist organizations undermine the Keith domestic-foreign distinction.  Especially when the organization is a “bunch of guys” inspired by outsiders.  

1. Keith thus may not be workable for counter-terrorism.

ii. EO 12,333 introduces term “international terror organization” – this is a 3rd category beyond domestic and foreign.
3. Foreign Intelligence Surveillance
a. Truong (4th Cir. 1980)
i. Truong, a Vietnamese citizen living in US as a permanent resident, committed espionage by passing info re Vietnam to Krall, who was confidential informant for FBI/CIA.  FBI conducts warrantless electronic surveillance of T’s apt and phone to discover source.  Then prosecutes T, who raises 4th Amendment defense.
ii. Primary Purpose Rule:  Court recognizes exception to the warrant requirement for searches whose primary purpose is to obtain foreign intelligence.  
1. Time-Based:  Court looks to when an investigation transitions from being primarily for foreign intel to primarily criminal.  (Then the gov’t needs warrant.)
a. Key factor: Look for active assemblage of criminal prosecution; awareness insufficient

iii. Rationale:  

1. Interests:  Exec highly compelling in foreign intel sphere.  Individual interest significant.  
2. Uniform warrant req’t would “unduly frustrate” President b/c of need for secrecy.  

a. Exec possesses expertise; judiciary does not

b. Exception must be limited b/c of strength of individual privacy interest

ii. Fourth Amendment Overseas

1. Bill of Rights Overseas
a. Reid v. Covert (S.Ct. 1957) 
i. Wife of US serviceman killed husband.  Tried by US court-martial without a jury under the UCMJ.  Appeals on 5th and 6th Amendment grounds.  

ii. Plurality (Black) – 

1. When US acts against citizens abroad, it is bound by the Constitution.  

a. “The United States is entirely a creature of the Constitution…. It can only act in accordance with all the limitations imposed by the Constitution.”  

b. The entire Bill of Rights applies; not just fundamental rights.  
2. Distinguished Insular Cases – territories w/ entirely different cultures and customs.  

iii. Harlan Concurrence in Judgment –
1. Constitutional safeguards do not always necessarily apply to citizens overseas.  

2. Courts must look to the “particular local setting, the practical necessities, and the possible alternatives.”  

a. This is analogous to Due Process analysis

b. And this is what was done in Insular Cases.   

3. Full jury trial necessary here b/c this is a capital case

2. Fourth Amendment and Non-Citizens Overseas
a. US v. Verdugo-Urquidez (S.Ct. 1990)
i. VU is Mexican citizen who lives in Mexico.  He is arrested in Mexico and delivered to US.  Then DEA searches his property in Mexico w/ approval 

ii. Majority (Rehnquist)
1. Rule: The Fourth Amendment does not apply to the search and seizure by US agents of property that is owned by a nonresident alien and located in a foreign country.  
a. Substantial Connection Req’t:

i. Court distinguishes cases conferring rights on aliens in US.  Wong Wing (resident aliens protected by 5th & 6th Ams); Plyler v. Doe (illegal aliens protected by EPC).   

ii. Lower courts have differed as to whether this is met by illegal alien, by business visitors, etc.
2. Rationale:

a. Text: “The People” instead of any “person” ( kinda bogus b/c cites Eisentrager too 

b. Purpose:  Restrict domestic searches

c. Eisentrager – enemy aliens do not get Constit rts outside US sov’n territory.  

3. On Reid v. Covert – Rehnquist treats narrower Harlan and Frankfurter opinions as the holding.  Rejects Black’s broad language. 

iii. Kennedy Concurrence:
1. Echoes Harlan concurrence in Reid v. Covert – it is not practical to impose the 4th Amendment warrant req’t overseas.  

2. However, other Bill of Rights protections (such as DP) may still apply.  Look to “what process is ‘due’ a def in the particular circumstances of a particular case.” (quoting Reid).  

iv. Brennan dissent:

1. 4th Amendment travels w/ US gov’t when it acts abroad.  If the Gov’t has Constit authority to act, it is bound by the Constitution too.  

v. Blackmun concurrence in judgment:

1. Warrant req’t does not apply abroad.  Look to reasonableness, which still requires probable cause.  He’d remand to consider PC. 

b. Book Notes:

i. Verdugo and torture (p.277)
1. Harbury (DC Cir 2000) – CIA torture conspiracy in Guatamala.  Court concludes that 5th Am does not prohibit torture by CIA (and its assets) of nonresident foreign nationals living abroad.  

2. Detainee Treatment Act (2005) – 

a. No indiv in the custody or under the control of the US gov’t, regardless of nationality or physical location, shall to be subject to cruel, inhuman, or degrading treatment or punishment.

3. Military Commissions Act (2006) – 

a. Statements obtained from D by coercion not amounting to torture may be used against him in trial before milit commission provided that (1) statement reliable under totality of circumstances and (2) interests of justice served by admission into evidence.  

3. Fourth Amendment and Citizens Overseas
a. US v. Bin Laden (SDNY 2000)
i. D is Wadi El-Hage, a US citizen who was associated w/ Al Qaeda in Kenya.  AG authorized collection of intel targeting El Hage.  US officials tapped his phone and US and Kenyan officials conducted search of EH’s residence.  

1. Note that FISA does not apply b/c this occurs overseas.  

ii. Foreign Intel Exception to Warrant Req’t:  

1. Citizen abroad entitled to 4th Am protection (citing Reid).  

2. However, court recognizes an exception to the warrant requirement for foreign intelligence searches.  

a. Basis:  President’s power over foreign affairs, costs of imposing warrant req’t, no statutory basis for warrant procedure

3. Elements of Exception:

a. Agent of foreign power 

i. Need PC.  Court looks to FISA def’n of AFP.

b. Primarily for foreign intelligence purpose

c. Authorized by President or AG

4. Don’t have to establish exception for incidental interceptees 

a. Test:  Whether user’s use was unanticipated b/c didn’t know identity or involvement.

5. Exclusionary Rule

a. Deterrence – 
i. Court finds that surveillance would still have occurred even if evidence inadmissible b/c Al Q was target.  Primary purpose was foreign intel.  No merger of criminal and foreign intel investigations.
b. Good faith – surveillance conducted in good faith.    

6. Application:  No authorization here, and no incidental interception, so there was a reasonable expectation of privacy.  However, no exclusion for warrantless search on these facts.  

iii. Reasonableness Requirement:

1. Residential Search – 

a. Highly intrusive, but so are electronic searches, so court finds that foreign intel exception applies w/ equal force to residential searches. 

b. Search was limited in scope, so okay.  During daytime, inventory, American official present to observe.

2. Electronic surveillance –

a. Reasonable despite indefinite duration.  Greater leeway in minimization efforts where terrorist group targeted.  Phones were communal, and likelihood of speaking in code.   

b. US v. Barona (9th Cir. 1995)

i. Circuit judges disagree on tests for reasonableness of warrantless surveillance of US citizens abroad in drug-smuggling investigation

1. Majority:  Good faith compliance w/ law of the foreign country, unless conduct shocks the conscience.  

a. US actually party to treaty w/ Mexico requiring compliance w/ Mexican law

2. Dissent (Reinhardt): 4th Amendment shouldn’t vary based on vagaries of locality.

iii. First Amendment and the Challenge of Radicalization
1. Executive Order 12,333:

a. Sec. 2.9:  
i. No one acting on behalf of Intel Community may join any organization in the United States without disclosing their status except pursuant to procedures established by the Intel Community.  

ii. Participation may not be undertaken for purpose of influencing organization’s activity unless undertaken by FBI in lawful investigation or organization primarily composed of non-US persons.  

b. Sec. 2.13:

i. No covert actions may be conducted which is intended to influence US political processes or public opinion.  

2. Laird v. Tatum (1972)
a. 1st Amendment chilling challenge to an Army Intelligence program that conducted surveillance of lawful civilian political activity.  

i. Data-gathering system was established in after civil disorders of 1967-68, in connection w/ contingency planning to help local authorities in event of future civil disorders.  

ii. Army Intel agents attended public meetings and wrote up reports describing meetings, including organizational sponsor, ID of speakers, and # in attendance.  
iii. In 1970, following Congressional hearings, Army ordered significant reduction in scope, and records were destroyed after certain period of time. 

iv. P’s argue that present existence of system had an inhibiting effect on full 1st Amendment expression.   

b. Majority (Burger)
i. Claim that 1st Amendment rights are chilled due to the mere existence and operation of data-gathering system is not justiciable b/c P’s lack standing.  P’s fail to show objective harm or threat of specific future harm. 
1. Burger worried about P’s using tools of discovery to probe into propriety of agency action.  
2. B also thinks judicial oversight of executive action inappropriate absent present or immediately threatened injury.  
c. Dissent (Douglas)

i. Army problem (not our focus)

1. Constitutional tradition of desire for civilian supremacy over military power (e.g. Madison, Youngstown).  

a. Lippman on Churchill

2. Constitution limits role of military in society.  There would be serious Constitutional problem if Congress authorized this program.  But Congress didn’t, and we’re not going to find implied authority.
3. Army surveillance is a “cancer in our body politic.”  See Solhenitsyn.  

ii. Standing:

1. Standing should be broad in 1st Am context – person shouldn’t have to wait until “he loses his job or until his reputation is defamed.”  

a. Allegations are serious – Army maintains files on membership and ideology of major activist groups.  Purpose and effect is to harass and deter P’s from engaging in political expression.  

2. Test:  whether P has “personal stake in the outcome” such that there is “concrete adverseness” of interests

a. Satisfied here b/c P’s were targets of surveillance, the intel was widely circulated w/in gov’t, gov’t was actually infiltrating agents into meetings (not just gathering public records).  

d. Brennan dissent

i. Agrees with Circuit court opinion – standing shown, P’s should get to try their case

e. Laird scenario in 2000s: FBI agents in mosques.

i. How would this come out?  Might depend to some extent on information gathering technique.  

1. Gathering public info (e.g. newspaper) obviously okay.  

2. Use of confidential informants appears more likely to chill speech.  

a. See New York Times article.  

3. Challenge of Radicalization
a. Gov’ts quasi-sociological theory of radicalization:  

i. Basic idea is that young frustrated people living in an ideological milieu sympathetic to radical ideology get recruited by charismatic religious leader.  
ii. Four phases:

1. Pre-Radicalization.  Life before they were exposed to and adopted jihadi-Salafi Islam as their own ideology.  (Most began as “unremarkable” and had “ordinary” jobs and had little, if any, criminal history.)

2. Self-Identification.  Individuals, influenced by both internal and external factors, gradually begin to associate w/ group and adopt its ideology as their own.

3. Indoctrination.  Individual progressively intensifies beliefs.  Typically facilitated and driven by a “spiritual sanctioner.”  Militant jihad is embraced by the individual.

4. Jihadization.  Members accept their individual duty to participate in jihad.  Ultimately, the group will begin operational planning for the jihad or a terrorist attack.  Jihadization can be a very rapid process – weeks or months.
iii. Reinforced by the  “bunch of guys” problem

1. Many terrorist plots, rather than being directed by Al-Qaeda abroad, are conceptualized and planned by “unremarkable” local residents/citizens who sought to attack their country of residence, utilizing Al-Qaeda as their inspiration and ideological reference point
b. Implication:  

i. Gov’t needs to monitor early in the radicalization process ( before conspiracy or overt acts of terrorism ever take place. 

c. Criticisms:

i. Pervasive surveillance may have the effect of driving people towards radicalization.  It is deeply resented, and leads to the discrediting of moderate voices in Islamic community.  

ii. Model not predictive.  Works only in hindsight.  

4. Institutional Response
a. British example – MI-5 does domestic surveillance; MI-6 prohibited.  
b. US – There is no dedicated domestic surveillance agency, but the FBI has begun to play this role.  

c. Debate over new FBI Guidelines:

i. Make 
c. Regulatory Framework of Domestic Intelligence
i. Executive Order 12,333 (1981)

1. No foreign intelligence collection may be undertaken for the purpose of acquiring information concerning the domestic activities of U.S. persons

2. No one acting on behalf of agencies within the Intelligence Community may join or otherwise participate in any organization in the U.S. on behalf of any agency within the Intelligence Community without disclosing his intelligence affiliation to appropriate officials of the organization.
ii. Domestic Security Guidelines (DOJ 2002)

1. Preliminary inquiries may be conducted as general crimes investigations, criminal intelligence investigations, or both.

2. It is important that such investigations not be based solely on activities protected by the First Amendment or on the lawful exercise of any other rights secured by the Constitution or laws of the U.S.
iii. FBI National Security Investigation Guidelines (DOJ 2003)

1. Three Levels:

a. Threat Assessments

i. On groups, individuals or targets.  

ii. FBI opens these internally.  Limited in what they can do.

iii. Essentially following preliminary leads.

iv. Open for 90 days.

v. Can look at public information; conduct online searches; interview someone ALREADY signed up as a source/asset (*CANNOT sign up a new source at this stage, although the FBI would like to)

b. Preliminary Investigations

i. Need “reasonable suspicion:” lower than probable cause but more than a hunch.

ii. Can sign up a new source/asset

iii. Can use a pretext interview

iv. Can use undercovers

v. Can use traps/traces; mail covers (look at outside of envelope)

c. Full Investigations

i. FISA territory.  PROBABLE CAUSE gets you from Preliminary Investigation to Full Investigation.

ii. Electronic surveillance

iii. Physical searches

iv. Can open mail
2. Note that jumping from one level to the next is bureaucratically difficult, even though court approval not required.  

3. Time Limits – Supervisors have strong incentive to renew investigations.  Don’t want to be the one who shut down the investigation into the next hijacker.  

4. Debate in new guidelines:  Over whether the FBI can cultivate new sources based on any threat.  Radicalization theory would tend to say yes.
d. FISA

i. Triggering FISA
1. To Trigger FISA, Govt must conduct a search for which a warrant is req’d

2. What is a 4th Amendment search?
a. Katz test – reasonable expectation of privacy 

i. Wiretap is a search

b. Smith v. Maryland (S.Ct. 1979) (p. 112) 

i. Domestic criminal case.  Suspect fingered based on eyewitness testimony, pen register put on his phone (collects #s dialed, but not convos) w/out warrant.  Police use #s to get warrant for physical search
ii. Blackmun Majority:

1. Pen register is not a search

2. No reasonable expectation of privacy in the numbers you dial ( subscribers realize that they convey numbers to the phone company.  Assumption of the risk rationale.  

iii. Dissents:

1. Stewart – phone #’s have content, so need to protect

2. Marshall – Assumption of the risk rationale flawed:

a. Phones are vital in modern society, so no choice not to use

b. Allows gov’t to define the scope of the 4th Amendment.

c. Email
i. Seems like, under the content/addressing info distinction, the text of a message is protected but the addressee and perhaps the subject line is not.  

1. But gov’t will argue that this is all data.

ii. Consider also in light of Kyllo – thermal imaging case

3. When is a Warrant Necessary?
a. No warrant needed (b/c not a search):

i. Advanced Aerial Photography of business plant (Dow Chemical)
ii. Beeper signals to monitor movement (so long as open to visual surveillance)

iii. Videotaping at public rallies (but need an indication unlawful activity may occur) (Handschu v. Special Services Division, SDNY 2007)
b. 4th Am does not require (b/c not a search), but federal statute does.   Standard is “relevant for an ongoing investigation”:

i. Pen Registers (Pen Register Act, passed after Smith) 
ii. Internet (USA Patriot Act) – i.e. URLs, Email subject lines
c. Traditional Warrant needed:

i. Wiretap – Katz
ii. Thermal Imaging – deemed an intrusion/physical search (Kyllo)
ii. FISA Definitions & Mechanics

1. FISA Origins
a. Abuses reveals by Church Committee

b. Keith – held that warrant req’d for domestic intelligence surveillance, but PC standard need not be same as for trad’l warrants.
2. FISA Provisions
a. FISA regulates electronic surveillance concerning foreign powers; mostly domestic
i. Other kinds of searches added over time: physical searches, documents, pen registers.  

b. 50 USC §1801 – Definitions
i. 1801(a) Foreign Power (FP):
1. Foreign govt.

2. Faction of foreign nations (political party)

3. Entity openly acknowledged to be controlled by a foreign govt.  (Ex: business like Egypt Air)
4. Group engaged in international terrorism

5. Foreign based political org (not substantially US persons).  (Ex: OPEC)
ii. 1801(b) Agent of a Foreign Power:

1. Non-US person who:

a. Acts as employee/officer/member of a FP (could be Egypt Air Pilot) (no mens rea requirement)

b. Acts on behalf of a FP that engages in clandestine intelligence activities in the U.S., when circumstances indicate that person may engage in such activities or aid/abet/conspire in such activities.
c. Engages in international terrorism (Lone Wolf Provision – i.e. doesn’t need a tie to a FP – post 9/11)

2. Any person (including US person) who:
a. Knowingly spies for a FP and that involves/may involve breaking US criminal law (i.e can’t just be a pilot)

b. Knowingly engages in clandestine intel activities under the specific direction of a FP, when such activities break US law
c. Terrorism/sabotage for a FP

d. Knowingly enters US under false identity or assumes false identity

e. Knowingly aids/abets/conspires w/someone doing any of the above
i. Note that all of these are criminal.  

iii. 1801(c) “international terrorism”

1. violent acts that would be against the law in US (federal or state) AND
2. appear to be intended to

a. intimidate/coerce civilian populations or

b. influence govt. policy through coercion or

c. effect govt. through assassination/kidnapping AND
3. have some international element (i.e. occurs outside the US, or inside but w/foreign powers involved)
iv. 1801(e) “Foreign Intelligence Information” 
1. Information that is related to, and if concerning a US person is necessary to:

a. The ability to protect against actual or potential attack, sabotage or int’l terrorism, clandestine intel activities
b. The national defense
c. The conduct of US foreign affairs

v. 1801(f) “electronic surveillance” means:

1. 1801(f)(1) – 
a. Text:

i. acquisition of wire or radio communications 

ii. sent by or intended to be received by a particular, known US person who is in the US
iii. if the contents are acquired by intentionally targeting that US person
iv. under circumstances in which 4th Am reasonable expectation of privacy exists and warrant req’t applies

b. Significance:  

i. Robust protection for US persons in the US

ii. But US person must be the target of the search (US person not protected if target is abroad and US person’s communications are incidentally acquired.  

2. 1801(f)(2) – 
a. Text:

i. Acquisition of wire communications

ii. To or from a person in the US
iii. Without either party’s consent

iv. If such acquisition occurs in the US
b. Significance:

i. One side of the phone conversation has to be in the US (so no protection for England to France call.  But protection when non-US person in US calls non-US person in London
ii. Note loophole for acquisition outside US

3. 1801(f)(3) – 
a. Text:

i. Intentional acquisition of radio communications

ii. When both the sender and all intended recipients are in the US
iii. under circumstances in which 4th Am reasonable expectation of privacy exists and warrant req’t applies
b. Significance:

i. All parties have to be in US

4. 1801(f)(4) – 
a. Installation of device to acquire other than radio or wire communication (e.g. bug in a room)

b. Inside the United States

c. where person has reasonable expectation of privacy 
	1801(f)
	(1)
	(2)
	(3)
	(4)

	Type of communication
	Wire/radio
	Wire
	Radio
	Bugs/video, etc.

	Location of acquisition
	No limit (anywhere)
	U.S.
	Anywhere
	Anywhere

	Applies to
	Targeted U.S. Person in the US
	Any Person 
	All Persons
	Any Person

	Location of Target
	In the U.S.
	To/from person in the U.S.
	Both ends of the call in U.S.
	U.S.


5. No FISA Warrant Required If:
a. Target of surveillance is abroad and the surveillance is abroad
b. Wire surveillance where target is non-American and the surveillance occurs abroad
c. US person abroad communicating w/ another person abroad

i. But this is governed by EO 12,333

vi. 1801(h) “Minimization procedures” 

1. Basic minimization:

a. Procedures “reasonably designed” to minimize the acquisition and detention, and prohibit the dissemination, of nonpublicly available information concerning nonconsenting US persons
2. Non-foreign intel info:

a. Procedures which insure that information that is not foreign intelligence information shall not be disseminated in a manner that identifies any US person, unless ID necessary to understand intel

3. However, gov’t may retain and disseminate info that is evidence of a crime
4. Also, notwithstanding rules above, gov’t may not retain or disseminate info for longer than 72 hours unless court order obtained under 1805.  

c. §1802 – Authorization (for spying on diplomats)
i. President can get e-surveillance from the AG for up to 1 yr if AG certifies that:

1. It’s exclusively among foreign powers

2. No likelihood will get communications where a US person is party AND

3. Minimization procedures are met
d. §1803 – Court Procedure

i. FISC = 11 Dist Ct judges hear applications for electronic surveillance.  If app rejected, judge must specify why.  Appeal heard by:
ii. FISCR = 3 judges from the DCs or Ct of Appeals, if they deny, it goes to:

iii. SCOTUS
e. §1804 – Application Process
i. Application requires approval of the AG based on his finding that it satisfies following criteria.  
ii. Application must include:
1. Identify of target, if known, or a description of specific target 
a. Unknown – amendments allow for roving wiretaps, FISC to issue orders not describing a place, etc if the specific phone/computer etc are unknown at the time
2. Statement of facts justifying belief that:
a. Target is an FP or an AFP
b. Facilities or places targeted is being used by FP or AFP
3. Statement of minimization procedures
4. Detailed description of:
a. The information sought

b. Type of communications or activities to be surveilled
5. Certification by Exec Branch official that:
a. The information sought is foreign intelligence information (and basis for belief)
b. A significant purpose of the surveillance is to obtain foreign intel info
c. Information can’t reasonably be obtained by normal investigative techniques (and basis for belief)
6. Statement concerning previous applications involving same persons, facilities, or places
7. Statement of period of time surveillance is necessary, and when termination is appropriate
iii. 1804(e)(1)(A):
1. AG must personally review applications for targets described in 1801(b)(2) (US persons!).  
f. §1805- Issuance of an Order: 
i. 1805(a) Judge shall issue ex parte order upon finding that:

1. AG gave approval
2. Probable cause to believe that:

a. Target is a an FP or AFP

i. But no US person can be considered as such solely on the basis of 1st Amendment protected activities

b. Facilities or places at which surveillance directed is being used by FP or AFP

3. Appropriate minimization procedures in place

4. Application contains:

a. All statements and certifications required by § 1804; and

b. If the target is a US person, the certifications are not clearly erroneous

ii. 1805(c)
1. (c)(1): Order must be specific regarding 1804 elements (ID of target, facilities and places, type of info, means by which surveillance effected, duration)

2. (c)(2):  Order must direct that minimization procedures be followed, that 3Ps furnish applicant assistance and info, and that 3Ps be adequately compensated.  

iii. 1805(e)(1):  

1. Order  may approve electronic surveillance for 
a. up 90 days

b. up to 1 year for FP

c.  up to 120 days for non-US person AFP
2. Extensions may be granted

g. 1805(f) Emergency Authorization: 
i. If circumstances are such that AG must authorize emergency e-surveillance, minimization procedures must be followed and he must put in a request w/in 72hrs and then stop when:
1. Info is obtained; 
2. Request is denied; or
3. 72 hours is up
ii. If denied, then gov’t can’t use the info in any trial/proceeding, etc and the info shouldn’t be disclosed unless AG determines there is threat of severe harm/death
iii. Exceptions:

1. Foreign Powers:  Gov’t can conduct electronic surveillance w/out a court order for up to a yr if target is an FP’s when there is “no substantial likelihood” that a communication w/ a US person is involved

2. Homeland Security Act – can use pen registers/trap and trace w/out seeking a court order if there is an immediate threat to national security.  ISPs can provide govt. w/ e-communications info if there is a good faith belief that there is a risk of death or serious physical injury 

h. 1805(f) 

i. No cause of action against any provider who furnishes info or facilities
3. FISA in Practice ( High Approval Rate
a. Govt. get all of its applications approved (except maybe 2), why? 

i. Bar is low

ii. No one wants to be the judge that says no to an investigation that could save many lives

iii. Only one side is presenting information

iv. Govt. is “exceedingly careful” and thorough before submitting an application

v. Perhaps some would get denied, but FISC tells the govt. to make the application better instead of outright denial

b. Issues w/ inaccuracies in applications to FISC 

i. Documents show FBI has screwed up/exceeded the bounds of an order hundreds of times in recent years
4. Special Protections for U.S. Persons

a. Criminality necessary to investigate a US person 

b. Also, duration of FISA warrant only 90 v. 120 days for non-US person

c. To listen in info must be necessary to foreign Intel, rather than just “relate to”
5. Challenges to FISA
a. U.S. v. Rosen (E.D. Va. 2006) (p. 210) 
i. Lobbyists (both US persons) who worked for AIPAC were getting classified materials from source and passing it on to Israeli gov’t.  Gov’t went though FISC pursuant to FISA for physical/electronic surveillance.

ii. Whether D’s may seek disclosure of FISA applications

1. 1806(f) permits disclosure only where necessary to make accurate determination of legality of surveillance.  

2. Court reviewed apps and found them adequate, so no disclosure.

iii. Whether FISC had PC to believe D’s were AFP’s

1. FISC did have PC to believe D’s were AFP’s because they engaged in unlawful activities (here, leaking classified info)
2. FISC did not rely solely on protected First Amendment activities (here, lobbying).  

iv. Whether gov’t complied w/ minimization procedures

1. Test:  whether a good faith effort to minimize was attempted or gov’t completely disregarded minimization

a. Court notes difficulty of determining minimization b/c of difficulty of determining boundary of what is “foreign intel info”

2. Application:  Single leak to media of info gathered doesn’t establish a complete disregard for minimization procedures
6. Book Notes (p. 130 ff.)

a. Patriot Act 2001
i. Expanded definitions of pen registers and trap and trace devices

ii. Authorized FISA production of “tangible things” such as books, records, documents

iii. Roving wiretaps – FISC may issue roving wiretap permitting investigators to listen in on any phone a target might use.  May also authorize assistance from multiple parties (e.g. cellphone providers).  

b. Email:

i. How does it work under FISA?

c. Physical searches:
i. FISA provisions track those for electronic surveillance.  Time limits, etc.  

d. Lone Wolf provision -- 1801(b)(1)(C)

i. Passed in Intel Reform & Terror Prevention Act of 2004

ii. Was set to expire in 2005 (but has it?)

iii. Jettisons the requirement of a link to a foreign power.  

1. Raises serious constitutional concerns

e. Unknown facilities or places
i. Patriot Improvement and Reauthorization Act of 2005 added provision permitting orders when facility or place unknown.  Gov’t must provide FISC w/ description w/in 10 days.  

f. Field Pre-emption
i. 1988 Congress amended Title III to state that FISA and Title III are to be the “exclusive means” for the conduct of electronic surveillance by gov’t

g. 4th Amendment Challenge
i. US v. Duggan (2nd Cir. 1984) – 

1. Court rejected argument that FISA violated PC requirement of the 4th Amendment.  

2. Court considered FISA a constitutionally adequate balancing of indiv rts and gov’t need to obtain foreign intel info.  

3. Court also rejected argument that US nat’l security interests were not implicated b/c group (the IRA) only targeted sites outside US

iii. FISA Wall & its Aftermath

1. The Wall – 

a. Separate information obtained in foreign intelligence investigations from evidence used in criminal prosecutions
b. Origins:

i. During the 1980s, the “primary purpose” test of Truong gets imported into FISA’s “the purpose” standard by gov’t lawyers 

ii. The gov’t built The Wall in response to fear that criminal prosecutions would get struck down under Truong
c. Requirements:
i. Direction and Control Requirement: intel investigation must be directed by foreign intel officers, not criminal investigators (like primary purpose test)

ii. The Chaperone Requirement - Lawyers (OIPR) should be in the room if there were intelligence and criminal officers in the room discussing the case 

d. Problems:

i. Efficiency problems: duplicative efforts, criminal officers could not ask the intel guys to do anything; 

ii. Further, no communication between LAWYERS within the DOJ who were dealing with the same person, if they were on different sides of the fence
2. Tearing Down the Wall post-9/11 – 

a. Patriot Act
i. § 1804(a)(7)(b) Amended: changed from “the purpose of FISA must be to obtain foreign intelligence” to ( “A significant purpose is to obtain foreign intelligence information.”
1. The majority of the purpose can now be criminal 

2. Any non-trivial claim that gov’t makes that foreign intelligence is a purpose will succeed
a. Not the Ct’s role to inquire whether something qualifies as a significant purpose by looking at the basis of the gov’ts claim

ii. § 1806:  Lawyers talk to each other (Atta clause)

b. 2002 – New guidelines are issued breaking down the wall
3. In re Sealed Case (FISCR 2002)

a. District court, acting after passage of Patriot Act, imported the Wall into FISA’s minimization procedures.  

i. Specifically, court held that law enforcement officials could not direct or control use of FISA procedures, and could not make recommendations regarding initiation, operation, or continuation of FISA searches.  Court also required chaperone requirement.  
b. FISCR Rejects Primary Purpose test:
i. FISA does not require primary purpose test

1. To hold otherwise defeats Congress’ intent in passing Patriot Act.  

2. By using word “significant,” Congress forbid courts from weighing whether law enforcement or intelligence purpose predominates

ii. Significant purpose is to be determined by reference to official’s certification, not by a FISA court inquiry into origins of the investigation.  

c. FISCR rejects 4th Amendment Challenge
i. Title III procedures are not constitutionally required where foreign intelligence info at issue – Keith 

ii. Primary purpose line drawn by Truong court was “inherently unstable, unrealistic, and confusing.”  Also based on the false premise that once gov’t moves to prosecution its “foreign policy concerns” recede.  

iii. Special Needs:

1. FISA’s general purpose, to protect the nation from terrorism and espionage, is distinct from “general crime control.”  
a. Though most of these cases involved suspicionless seizures, not suspicion-based stops.  

iv. Reasonableness
1. Even if FISA does not meet minimum 4th Amendment warrant standards, FISA is nonetheless reasonable because the surveillance is reasonable under the Keith balancing analysis b/c gov’t interest so high.

d. Notes:

i. Benefits:  Gets rid of the Wall, which made no sense.  FISA is not about the use of information.

ii. Costs:  Potential abuse ( risk of circumventing the ordinary criminal process.  

4. Mayfield v. US (D. Or. 2004) 
a. Facts:

i. Stems from the 3/11/04 Madrid bombings. FBI fingerprint matched Mayfield, a Muslim, and ten others.  FBI targeted despite lack of passport and Spanish belief that he was not involved.  FBI did all sorts of invasive searches under post-Patriot Act FISA
b. FISA as amended is facially unconstitutional:

i. FISA permits surveillance of US persons w/o satisfying probable cause requirements of 4th Am.  

1. AFP def’n does not require gov’t to show PC as to each and every element of alleged criminal activity.  
2. “Clearly erroneous” standard prohibits judicial scrutiny of gov’ts certified statements.  

ii. FISA never provides notice to target that they’ve been searched ( no way to challenge legality.  

iii. FISA does not require particularity things to be searched

iv. Also exceeds permissible durational limits

v. Rejects In Re Sealed Case – to the extent primary purpose test is too confusing, just get a Title III warrant.  

vi. Special Needs exception to warrant req’t does not apply –
1. Prior to Patriot Act, FISA surveillance may have had “programmatic purpose” of protecting nation for terrorism.  
2. Now, however, FISA surveillance can have purpose the generation of evidence for law enforcement purposes – which is forbidden.  

iv. FISA Amendments Act of 2008

1. Key Provisions:

a. Overview

i. FISA has become more concerned w/ ex-post rather than ex-ante regulation

ii. Pattern-based collection v. Subject collection

iii. However, old rules still apply to US persons

b. Telecom Immunity

i. Protects from lawsuits for past/future cooperation with the federal govt.

ii. Prohibits the states from investigating, sanctioning, or requiring disclosure by complicit telecoms or other persons

c. Keeping Records

i. Govt. is able to destroy existing records after 10 yrs, and not keep records of searches? 

d. Detail Needed for Search

i. Removes requirements for detailed descriptions of the nature of information/property targeted by surveillance

e. Emergency Surveillance

i. Increased from 48hrs to 7 days without a warrant

f. Permission Required

i. Need FISC approval to wiretap Americans overseas

ii. Can’t target a foreigner to eavesdrop on an American’s calls/emails without FISC approval

g. Renewal

i. FISC can have 30 days to review existing surveillance orders before renewing them

h. War Powers

i. Govt. can’t invoke “war powers” to supersede surveillance rules in the future
2. David Kris in Class: FISA Modernization

a. Need 

i. Statute’s reach has expanded by the transition from satellite to fiber optic cables for transoceanic communication

ii. Email v. Call: call from Paris to London acquired by switch in US would NOT be regulated under FISA, but CAN regulate email from London to Paris

iii. Geography of Email: the sender and receiver can be anywhere in the world- cannot rely on statutory criteria that turn on location

b. Modernization: 

i. Application Process
1. Gov’t can submit up to one week after surveillance begins

2. Court reviews certification as a matter of form.  
ii. New FISA has five-different categories of full-content acquisition:
1. Traditional electronic surveillance

2. Traditional physical searches

3. Surveillance or searches targeting non-U.S. persons reasonably believes to be abroad

4. Surveillance or searches targeting U.S. persons reasonably believes to be abroad when:

a. Acquisition occurs abroad

b. Acquisition occurs inside US.  
iii. Person outside US ( major innovation

1. Gov’t may target person “reasonably believed to be outside the US to acquire foreign intelligence information.”  

2. No probable cause requirement:

a. Don’t have to show that person is an AFP.  

3. Acquisition is not limited to any particular facility or place

4. “Targeting procedures” must be in place to ensure acquisition is limited to persons reasonably believed to be outside US.

5. Minimization procedures still apply.  

6. Official must certify “significant purpose” of obtaining foreign intel, and must certify compliance w/ targeting and minimization procedures

7. If target is US person, then more restrictions apply.  

c. Big Themes

i. Ex post vs. Ex ante  regulation

ii. “Wholesale v. Retail”

v. Terrorist Surveillance Program and Aftermath

1. Risen and Lichtblau, Bush Lets U.S. Spy on Callers Without Courts (Dec 16, 2005)
a. Under Presidential order signed in 2002, NSA has been monitoring the intl phone calls and emails of Americans and others inside the US, w/o warrants, in an effort to track possible “dirty numbers” linked to AQ. Govt defends it as a critical tool to help disrupt plots and prevent attacks, and argues that existing safeguards are sufficient to protect privacy/civil libs of Americans.  

2. Asst. AG Moshella Letter (2005)

a. Defends the legal basis of the TSP:
i. Commander-in-Chief power – President has all necessary authority to protect nation from attack.  

1. Includes authority to order warrantless foreign intelligence surveillance w/in the US.  (E.g. In Re Sealed Case.  See also Keith (reserving issue).)

ii. Additional statutory support provided by AUMF.  

1. AUMF contemplates action w/in US (“protect US citizens at home and abroad”).  

2. Hamdi – AUMF authorizes fundamental incidents of waging war.  (Plurality + Thomas.)  

a. Communications intelligence is a fundamental incident of the use of military force.  

3. AUMF satisfies FISA’s exclusivity “except as authorized by statute” provision.  Must construe two in harmony.  
iii. Reasonable under the 4th Amendment – 

1. Foreign intelligence collection fits w/in the “special needs” exception to warrant req’t.  

2. Balancing analysis – gov’t interest highly compelling.  NSA activities are reviewed every 45 days.  

b. Necessary as an “early warning system.”

3. David Kris’s White Paper on the TSP: Contesting Legality of TSP

a. Argument in response to Gov’t:
i. NSA conducted foreign intelligence electronic surveillance.  
ii. Congress intended such surveillance to be conducted solely under FISA (under the exclusivity provision).  
1. Ambiguous new statute (e.g. the AUMF) should not be read to conflict with exclusivity provision.  

2. Gov’ts “authorized by another statute” argument deprives exclusivity provision of any operative effect and conflicts w/ plain language of statute.    
3. Can’t get around exclusivity through constitutional avoidance – language here is too clear.  

iii. AUMF does not authorize NSA surveillance
1. Govt argues electronic surveillance has always been a part of warfare (like detention in Hamdi) ( BUT when AUMF was written, C was writing Patriot Act which amended FISA 

2. Govt argues that the AUMF was an implied repeal of the exclusivity provision( BUT courts don’t want to read later statutes as repealing former ones, we want them to mesh. 

iv. Is the TSP unconstitutional? Unclear

1. We don’t know for sure what the NSA was doing

2. Pres does have some plenary powers – if branch of govt intrudes on prerogatives of the Pres or if branch impairs Pres in performance of duties –  it’s unclear where to put TSP
4. ACLU v. NSA (E.D. Mich. 2006) (p. 162)

a. Facts: US Persons who regularly conduct int’l phone and internet communications for legitimate reasons challenge the TSP’s legality and allege that they have well-founded belief that they are subject to interceptions and this injures them and chills their 1st am. rights. (Govt argues they cannot make their claim nor can the govt defend w/o state secrets)

b. Holding: TSP violates the APA, separation of powers, 1st Am, 4th Am, and statutory law ( grants permanent injunction of TSP.

i. Standing: Yes. Injuries are concrete and particularized

ii. State secrets: does not apply b/c the govt has confirmed the existence of TSP by arguing a valid basis in law for the program, petitioners don’t need other facts. State secrets does stand for datamining (Ps can’t make prima facie case on datamining w/out privileged info). 

iii. 4th Am: Program is w/o regard to FISA and 4th am requirements; all searches require reasonableness ( no process at all = not reasonable (using no procedure is not an option)

iv. 1st Am: FISA specifically admonishes that no US Person be considered AFP on basis of 1st am activities; 

1. TSP chills 1st Am speech, so requires (a) compelling govn’t interest, and (b) least restrictive means – but govn’t didn’t

v. Sep’n of Powers: Pres is making laws here, not seeing that they are faithfully executed

vi. Statutory: AUMF is silent on surveillance, FISA is to be exclusive means and is highly specific whereas AUMF is general

vii. Inherent Power: Hamdi affirms the the AUMF does not overrule the 5th Amendment; the 4th Amendment is also still in effect. 

viii. Practical Justifications: Govt need for speed and agility is weightless; FISA allows delay of application; this is the same argument that failed in Youngstown
e. Third-Party Records and Data-Mining

i. 1st Party 

1. No reasonable expectation of privacy in transactional records in hands of 3rd party: assumption of risk (you could have opted out)

2. Smith v. MD:  no legitimate expectation of privacy in the telephone numbers they dial bc they voluntarily convey merely numerical information to the phone company in the normal course of business

3. U.S. v. Miller: No legitimate expectation of privacy in financial information voluntarily conveyed to bank teller
4. But see Katz – Reasonable expectation in content of telephone conversation

ii. National Security Letters (NSL)

1. Tool in the toolkit
a. Can be used to generate PC for a FISA warrant
b. Legal challenges difficult b/c hard to determine the Constitutional injury
2. 18 U.S.C. §2709 (pre-2006)
a. Authorizes the FBI is authorized to demand transactional records (phone calls, bank info, library records, email) from 3rd parties without warrant or subpoena.  
b. Agent must certify that:
i. “information sought is relevant to an authorized investigation to protect against international terrorism or clandestine international activities” (added by Patriot Act)
1. Not necessary for target to be an FP or AFP
ii. Investigations is not be based solely on activities protected by the 1st Amendment
c. Gag Order:  recipient is prohibited permanently from disclosing the existence of the letter
3. PATRIOT Improvement Act (2006) revisions to NSL Statute:

a. Broadened the eligible information requested to “tangible things”

b. Relevancy standard:

i. Govt must supply “statement of facts” demonstrating “reasonable grounds” to believe that the order is relevant to a CT investigation
ii. NSL is deemed “presumptively relevant” to investigation if the gov’t can show that “tangible things” sought pertain to a FP or AFP or suspected AFP.  
c. Judicial Review
i. Recipient can petition court to set the order aside the letter if compliance would be unreasonable, oppressive, or otherwise unlawful
d. Gag Order
i. Disclosure to counsel now permitted.  

ii. May also petition for judicial order setting aside the nondisclosure requirement, but gov’t certification to court that disclosure would be dangerous is conclusive
iii. Criminal Penalty – 5 years for violating
4. Doe v. Ashcroft (SDNY 2004) (pg 180) (pre-PATRIOT Improvement Act)
a. ISP refused to comply with an NSL and broke the gag order, challenged the NSL’s on 1st and 4th Amendment grounds

b. Holding: §2709 violates 4th am & 1st am—enjoins govt from using NSLs

i. 4th am:
1. Administrative subpoenas are not subject to the warrant req’t and are analyzed for reasonableness.  (S.Ct.)

a. Reasonableness – w/in agency’s authority, demand “not too indefinite,” and info sought “reasonably relevant.”

b. Reasonableness standard is predicated on availability of review by neutral tribunal.  Judicial review must be available before penalties for non-compliance are assessed.  

2. Subscriber:

a. Gov’t can obtain vast amount of intimate information via NSL’s.  So we’re in a situation closer to Katz than Keith.   Rejects assumption of the risk argument.  

ii.  1st Am:
1. Subscriber – May infringe in particular cases on 1st Amendment rights of anonymous speech and association.  
2. ISP – 

a. Gag order on contacting attorney = prior restraint on recipient’s 1st amendment rights requiring strict scrutiny
i. Also interferes w/ attorney-client relationship:  recipient will err on side of giving over more info than necessary.  

iii. Data Mining (p. 200)
1. Whole bunch of different programs: 

a. Examples:

i. NSA call-records program – tracked calling and called phone numbers, dates, times, lengths.  (Gov’t has not admitted its existence.)

ii. FB I database – 659M records

iii. Total (later Terrorist) Info Awareness – Def Dept

iv. Passenger screening

v. Multistate Anti-Terrorism Information Exchange (MATRIX) – 3.9 billion public records of numerous types (e.g. pilot licensed, property records, criminal hx, corporate records, driver’s license, etc.)

b. Private Sector – note that data mining is widely used (e.g. to detect credit card fraud)

i. CEO of Google:  Goal of his company is to gather HUGE piles of data to be able to individually target consumers

2. Concerns:

a. False Positives

b. Opportunity costs 

c. Mission Creep – can use permanent info for bad purposes

d. Racial Profiling

e. 4th Amendment – 

i. Larry Tribe – collecting all the dots in a form that permits their complete connection is a “search” and, if the 4th Am is to have any meaning, it is an “unreasonable” search

ii. US DOJ v. Reps Comm for Freedom of Press (S.Ct. 1989) (Stevens) – public personal data may enjoy “practical obscurity” – aggregation alters the privacy interest implicated by disclosure.  

3. Advantages:

a. Can study universe of information to generate leads
4. Legal issues:

a. Cases challenging NSA program are pending:

i. Issues for P’s:  State Secrets privilege, standing (injury prong)

b. Privacy Act of 2000: limits the authority of federal agencies to collect, retain, or use personally identifiable information about persons

c. Whalen v. Roe (1977): There is a right to use this info for public policy purposes (ie: health) but there s the concomitant duty to avoid unwarranted disclosure
f.   Checkpoint Searches, Identification, Profiling

i. Rascoff:

1. Gov’t incompetence is a bigger threat to liberty on day-to-day level than malfeasance.  

2. Public reputation of agency for competence tends to inform the exercise of judicial review.  

a. Thus, to obtain authority to conduct policies that may infringe on liberty, officials need good intelligence.  
ii. Suspicionless searches
1. Standard airport screening ( okay.  
2. MacWade v. Kelly  (2d Cir. 2006) (p. 211)
a. 4th Amendment challenge to random search program on NYC subways – 
i. Target bags large enough to contain a bomb.  Police have no discretion.  Passengers have right to refuse and leave the subway; will be arrested if they try to return w/ bag.  

ii. Police can’t search for other contraband, but can arrest if it’s in plain view.  (Zero arrests thus far.)

b. Purposes:  Deterrence, reassurance, target hardening, precedent for ramping up activity in face of real threat
c. Holding:

i. Special needs 

1. Exception to the warrant requirement applies because the purpose of the search is not to serve ordinary law enforcement purposes but rather to prevent terrorist attacks.  

a. Diminished privacy expectation not necessary to trigger special needs.  

ii. Reasonableness balancing:
1. Gov’t Interest – immediate and substantial in light of Madrid, London bombings
2. Priv Interest – subway rider has full expectation of privacy in keeping belongings from plain view.  

3. Intrusion – minimal b/c of narrow tailoring:

a. Notice and opportunity to decline

b. Only visually inspect bags capable of holding explosives – no touching unless necessary

c. Openness – not in hidden area

d. No discretion

4. Reasonably effective – 

a. Std: Sitz says not to conduct “searching examination” of effectiveness.  Defer to politically accountable officials who understand limited resource availability.

b. Expert testimony – program frustrates terrorists, who value certainty and predictability.

c. Court rejects argument that ability to decline renders ineffective – this creates perverse incentive to invade more privacy.

iii. Identification and Watch-Listing
1. Gilmore v. Gonzales (9th Cir. 2006)
a. G refused to give ID or go through a more invasive search, so he was not permitted to fly.  
b. Court rejects constitutional challenges:

i. Right to Travel – 

1. Constitution does not guarantee right to travel by any particular means.

2. ID policy’s burden was reasonable – presented choice b/w two permissible options.  Gilmore free to decline and choose alternate means.

ii. 4th Am – 

1. Asking for ID not a search or a seizure (G was free to leave after unsuccessful effort – no penalty for noncompliance).  

2. Invasive search option reasonable under balancing analysis.

2. Watchlists
a. Two main lists: no fly and special security procedures

i. Criticism:  False positives

b. Harms:

i. Cannot travel; govt copies your hard drive; pocket litter; stigma
1. Court does not recognize any of these as cognizable harms 

ii. You need some additional tangible burden like loss of employment (“stigma plus”) (do we have legal authority for this?)
3. Border Searches
a. Tabbaa v. Chertoff (2d Cir. 2006)
i. Facts:  

1. Islamic conference in Toronto. CBP got intel that persons w/ known terrorist ties would be attending the conference and using it as meeting point. 
2. CBP issues special inspection procedure for all conference attendees seeking entry into US. 
a. P’s are 5 US citizens who were returning and detained for 6 hours—included forcible frisking, fingerprinting, vehicle searches.  No individualized suspicion regarding P’s.
ii. Holding: 

1. APA: 
a. CBP may search and detain at the border under their authority to protect the nation from terrorism 

2. 4th Am: 
a. Special needs exception applies at border (sov’n gov’ts interest in policing the border).  

b. Reasonableness analysis:

i. Routine border searches are presumptively reasonable even when gov’t lacks individualized suspicion.  

ii. Routine: Look at intrusiveness( in this case, each element of the searches had previously been permitted (forced fingerprinting, frisking, questioning, etc.)
iii. Duration -- Detention for 6 hours ok.

iv. BUT note that court says this cumulative treatment is close to the outer limit of permissible suspicionless search at border.  
3. 1st Am: to violate 1st Am, interference must be “direct and substantial,” or “significant.”  But this passes under the test:

a. Plaintiff suffer burden? Yes

b. Government have a Compelling interest? Yes

c. Other “Significantly less restrictive means?” No. 

i. Deference to CBP a borders( lots of experience, statutory purpose to prevent the crossing of terrorists

iii. Incentive Problem: CBP gets broad leeway search b/c given generalized info. This creates incentive to limit info provided.
iv. Racial Profiling: 
1. DOJ Guidelines re Use of Race (2003) (p. 228)
a. Whren v. U.S. (1996): Const. prohibits selective enforcement of the law based on considerations such as race

b. Three Scenarios:

i. Routine law enforcement:

1. May not use race to any degree except in a specific suspect description.  (E.g. can’t use probabilistic analysis to justify car stops.) 

ii. Specific Investigations:

1. May consider race and ethnicity only to the extent that there is trustworthy information, relevant to the locality or time frame, that links persons of a particular race or ethnicity to an identified criminal incident, scheme, or organization.  

a. E.g. mafia

iii. Threats to National Security/Border: 
1. May not consider race/ethnicity except to the extent permitted by the Constitution (which might be a lot)
a. Still gov’d by strict scrutiny.
2.   Hard cases – 

a. Los Alamos leak to Chinese – look at Chinese guy first?  Based on inference of probability.

b. Round up of Hundreds of Middle Eastern men post-9/11
i. Ashcroft claims that this is not based on race but on national origin and ethnicity.  

1. Is it permissible to use race as one of many factors?

3. Note resources allocation argument – why investigate all religious institutions, when only really interested in mosques?

3. Detention, Interrogation, Rendition
a. Authority to Detain
i. Rascoff on Milligan and Quirin:

1. Milligan seems to be driven by the situation of the place where arrest occurred (i.e. the courts are open in Indiana), while Quirin seems to be driven by who the defendants are (enemy belligerents).

a. Not clear what Milligan’s implications for citizen/non-citizen distinction are – this is not what’s at stake in the case.  

b. Quirin misreads Milligan by focusing on the fact that he was not an unlawful enemy belligerent

ii. Ex Parte Milligan (1866)
1. Facts:

a. Milligan was a member of a secret society in Indiana sympathetic to the Confederacy which had plans to topple the government of Indiana

b. Milligan detained in Oct. 1864 and tried before a military commission rather than the civilian courts.  

i. Gov’t seeks the death penalty

2. Majority’s Constitutional Holding:

a. Laws of war do not apply to citizens of states which have upheld the authority of the government and where the courts are open.  
i. Mere presence of the army in Indiana is insufficient to trigger martial law, so is the threat of invasion.  
b. Therefore, trial violated Constitutional right to jury trial.
i. Court places great emphasis on importance of Bill of Rights protections for jury trial, criminal process, etc. 

3. Concurring Opinion:
a. Congress could have authorized the military commissions, but did not.

i. Note Issacharoff and Pildes article.  

iii. Ex Parte Quirin
1. Facts:

a. Hitler sends saboteurs (Seven Germans, one American citizen) into US during WWII to engage in industrial bombings (trains, factories).  

b. They are caught, and FDR chooses to go through military commission rather than criminal process.  

i. Reasons:  Death penalty easier to obtain; secrecy avoids embarrassment of revealing that sub landed on East Coast. 

c.  Following military trial, Court hears habeas petition.  They deny petition one day after oral argument, and six spies executed.  

2. Holding (Stone):

a. Congressional authority:
i. Congress, by passing Sec. 15 of the Articles of War, gave authority to ‘military comissions’ appointed by military command to try all offenses which violate the law of war.  
b. Law of War::

i. Law of war draws distinction between lawful and unlawful combatants. 
1. This case involves unlawful combatants b/c they took off their uniforms.  

ii. Unlawful combatants are subject not only to detention but also to trial and punishment for acts which render their belligerency unlawful.  
c. Citizenship Irrelevant – 

i. “Citizens who associate themselves w/ the military arm of the enemy government … are enemy belligerents.”  

ii. Citizenship “does not relieve [Haupt] from the consequences of a belligerency which is unlawful because in violation of the law of war.”

d. Distinguishing Milligan:
i. Court construes Milligan “as having particular relevance to the facts before it.”  

1. Thus narrows Milligan’s broad statement that law of war can’t be applied to citizens when civilians courts are open.

ii. Facts about who Milligan was:

1. A citizen who had “never been a resident of any of the states in the rebellion, was not an enemy belligerent either entitled to the status of a POW or subject to penalties imposed on unlawful belligerents.”

iii. Note that Scalia calls this a redescription of Milligan, not an interpretation 

e. Therefore Bill of Rights protections (e.g. 5th and 6th Amendments) do not apply to the Defs.

i. Limit:  We have no occasion now to define w/meticulous care the ultimate boundaries of the jurisdiction of military tribunals to try persons according to the law of war.”

iv. Bush Administration and enemy combatants
1. Bush Administration took the position that the Geneva Conventions do not apply to the conflict in Afghanistan.  All those who’ve taken up arms against US in Afghanistan are enemy combatants (rather than POW’s).

a. Al Qaeda – non-state actors, so no Geneva protections

b. Taliban – since they did not follow the laws of war in practice (e.g. no uniforms), no Geneva convention POW protections

i. These were the DoD positions.  

ii. State dep’t would have preferred to this on failed state theory.

2. What’s novel about the Bush approach is the categorical determination that all those in Afghanistan are enemy combatants

v. Hamdi v. Rumsfeld (2004) (authority to detain)
1. Facts:

a. Hamdi was a US citizen captured on the battlefield in Afghanistan.  

b. He was detained in GTMO, then transferred to the So. Carolina Naval Brig, where he was detained.  

c. Hamdi’s father brought habeas petition alleging H was held in violation of the 5th and 14th Amendments.  

d. Gov’t presented Mobbs Declaration setting forth facts re Hamdi.  

2. O’Connor plurality:
a. Inherent authority
i. O’Connor does not endorse the Gov’ts Art II inherent power claim; instead, she decided on statutory grounds.  

1. Argument for statutory decisions – let the political process function on these kinds of questions, allow Congress to apply the brakes in the future

b. AUMF grants authority to detain enemy combatants
i. AUMF constitutes Act contemplated by NDA

1. Non-Detention Act (1971) § 4001(a) says that American citizens can’t be detained except pursuant to an act of Congress

2. Must read the AUMF broadly b/c detention is an incident of war, and Congress was authorizing a war.
c. Enemy Combatant
i. O’Connor defines Enemy combatant in terms of the laws of war 

1. Def’n O’Connor uses:

a. Part of or supporting forces hostile to the United States in Afghanistan

b. Engaged in an armed conflict against the United States in Afghanistan

2. Citizens can be enemy combatants under O’Connor’s def’n

a. Thus, O’Connor’s opinion tracks Quirin by focusing on the status of the detained individual.  

3. Souter concurrence/dissent

a. AUMF
i. Argues for clear statement reading of the NDA, and on that basis he says that AUMF fails to overcome it

1. AUMF’s focus is on use of military power, not on detention.  

ii. Gov’t is not treating Hamdi as a POW under the Geneva Conventions, which undercuts its argument that AUMF triggered the laws of war.  
iii. Patriot Act further evidence that AUMF not extend to detention

b. Liberty/security tension – exec least capable of making balance

c. Logic of Milligan:

i. Detention triggered by emergency, not status:

1. “an emergency power of necessity must at least be limited by the emergency; Hamdi has been locked up for over two years.  Cf. Ex parte Milligan….”

ii. Political process:

1. Souter also follows Milligan concurrence’s emphasis on forcing the political process to work – Congress must assess whether there is a true emergency

4. Scalia dissent:
a. Habeas has not been suspended.  

i. If Congress wants to effect the detention of US citizens, then it must take the dramatic step of suspending habeas.  It may not do this by implication.

b. Invokes Milligan – 

i. He wants Congress to determine whether a true emergency exists, and if it does, then suspend habeas ( political process argument

1. Otherwise only criminal process can be used to detail.  
a. This is result of Founders’ mistrust of placing lots of military power at Exec’s disposal.  

ii. Quirin was not our finest hour.  
c. Limits:

i. Habeas applies only to “citizens, accused of being enemy combatants, who are detained w/in the territorial jx of a federal court.”  

5. Thomas dissent

a. Gov’t can detain based on War Powers, which cannot be balanced away by the Court.    

vi. Rumsfeld v. Padilla (S.Ct. 2004)
1. Majority dismisses on jurisdictional grounds

a. Note Scalia flips.  

2. Stevens dissent from dismissal: 
a. Padilla is entitled to a hearing on justification for detention and Rumsfeld is the appropriate defendant:

i. “At stake in this case is nothing less than the essence of a free society. […] Unconstrained Executive detention for the purpose of investigating and preventing subversive activity is the hallmark of the Star Chamber.  Access to counsel for the purpose of protecting the citizen from official mistakes and mistreatment is the hallmark of due process.”

ii. “Executive detention of subversive citizens, like detention of enemy soldiers to keep them off the battlefield, may sometimes be justified to prevent persons from launching or becoming missiles of destruction. It may not, however, be justified by the naked interest in using unlawful procedures to extract information. Incommunicado detention for months on end is such a procedure…
vii. Padilla v. Hanft (4th Cir. 2005) 
1. Facts: 
a. Padilla, a U.S. citizen, was armed and present in the combat zone during conflict in Afghanistan.  He also received instructions in Pakistan from KSM to travel to US to carry out terror attacks.     

b. Padilla flies to US and is arrested upon arrival in Chicago.  

c. President designated him an enemy combatant and detained him in South Carolina naval brig.  

2. Holding (Luttig)

a. AUMF permits detention of enemy combatants seized in US
i. Hamdi – AUMF permits detention of enemy combatants.  

ii. Detentions in US also permitted:

1. Quirin – status is what matters 

a. Association with the enemy ( enemy combatant  

2. Rejects Milligan analysis:

a. Location of capture is not determinative  

i. Same danger still exists – detainee will try to return to battle 

ii. Quirin D’s were captured domestically

b. Availability of criminal process not essential either.

i. Otherwise Hamdi would have come out the other way.  

3. Note weird procedural hx:

a.  This case starts in NY.  2nd Circuit rules in P’s favor.  

b. SCOTUS rev’d on jurisdictional grounds

c. Habeas pet’n in South Carolina.  

d. 4th Circuit rules in favor of gov’t.

i. Then  gov’t transfers P to the civilian court system in an obvious attempt to avoid a SCOTUS ruling.  
ii. Luttig, the (very conservative) 4th Cir opinion writer, is livid.  See p. 390-91.
viii. Al Marri (4th Cir. 2008)
1. Facts: 
a. Qatari grad student enters U.S. w/family on 9/10/01.Initially charged w/false statements unrelated to terrorism. 
b. In June 2003, Gov’t moves to dismiss criminal charges, designates al-Marri as “enemy combatant” (based on “Rapp Declaration”), transfers him to military custody (brig in South Carolina).  

c. Al-Marri files habeas petition.  

2. Per Curiam Holding:

a. Detention:  AUMF gives President authority to detain Al-Marri
b. Process:  Al-Marri has not been afforded sufficient process to challenge his designation as “enemy combatant” (see below for this section)

3. Motz concurrence/dissent (criminal paradigm)
a. AUMF does not permit detention of Al-Marri as enemy combatant
i. Legal category of enemy combatant:

1. Determined w/ reference to laws of war (Hamdi)

2. Hamdi’s “narrow category”:

a. Individuals “part of or supporting forces hostile to the US or coalition partners in Afghanistan and who engaged in an armed conflict against the US there”

3. Padilla (4th Cir.) involved American citizen who was armed and present in combat zone.

ii. Al-Marri does not fit this definition

1. Rapp declaration does not assert that al-Marri (1) is citizen or affiliate of armed forces of any nation at war w/US; (2) was seized on or escaped from a battlefield; (3) was in Afghanistan at all during conflict; (4) directly participated in any hostilities against US or allied forces  

2. Rather, Gov’t argues his detention is justified b/c Al-Marri poses threat of “carrying out… acts of international terrorism.”  
a. Motz rejects this extension of Hamdi/Padilla.  

iii. AUMF does not expand the definition of enemy combatant

1. AUMF is an authorization of force for purposes of the War Powers Resolution, which permits President to introduce Armed Forces into hostilities.  

2. No indication in Legislative History of intent to permit domestic detention – in fact the opposite (Daschle op-ed).  
3. Patriot Act 

a. Authorizes limited detention of “terrorist aliens” in the US.

b. This does not eliminate statutory authority under AUMF to detain enemy combatants.  

b. Inherent Authority
i. Does not justify detention either.  

ii. Youngstown Analysis:  

1. We’re in Youngstown 3 b/c of the Patriot Act’s limits on detention

iii. To sanction inherent presidential authority “would have disastrous consequences for the Constitution – and the country.”

4. Wilkinson concurrence/dissent (war paradigm)

a. AUMF authorizes detention of Al Marri as enemy combatant
i. AUMF Purpose: to hold those responsible for 9/11 accountable
1. Applies to “persons” and “organizations,” not just nations
a. Al Marri fits squarely w/in intent as a sleeper agent for Al-Q.
2. Targets terrorists who are non-state actors
ii. Response to plurality:
1. AUMF not limited to those connected to hostile “nations”
2. AUMF not limited to “battlefield” – no location limit in text, and makes no sense this was response to terror attack.
3. AUMF’s lack of duration does not empower judiciary to limit detention power
4. Patriot Act does not conflict w/ AUMF.  And if it does, AUMF wins.  
iii. We’re in Youngstown I scenario.
b. War Paradigm
i. Criminal justice system is not the only lawful means of addressing terrorist threat ( there’s also military detention
ii. Barriers to prosecution:
1. Arrest based on evidence that doesn’t meet standards, fog of war, graymail problem
iii. Harms of prosecution
1. Right to speedy trial and counsel may hinder ability to gather intelligence
2. Disclosure of sensitive info ( filters back to terrorist HQ
3. Danger to witnesses 
iv. War paradigm must still have limits –
1. Hard question is identification of who must be formally charged and who may be detained.  (See Hamdi DP analysis for American citizens.)
c. Enemy combatant category 
i. Law of war must be made to accommodate the threat of stateless actors who engage in the random murder of large numbers of innocents using modern weapons of mass destruction.

1. Traditional indicia of status (battlefield, uniform) are woefully unreflective of modern risks.    
ii. Therefore, we need to expand the enemy combatant category to accompany Al-Marri.  

b. Detention and Habeas
i. Habeas Corpus

1. Statute 

a. 28 USC 2241: Writ extends to prisoners “in custody in violation of the Constitution or laws or treaties of the US” or in custody “under color of the authority of the United States”
b. 28 USC 2243: Procedures for issuance of writ, hearing, decision

2. Suspension Clause
a. Writ can be suspended by Congress – Ex Parte Milligan
i. Controversy over whether President can unilaterally suspend the writ.  

3. Congress and the Court on Habeas Statute
a. Rasul says Habeas statute applied to the detainees in GTMO

b. Congress passes DTA stripping Art III courts of jurisdiction

c. Hamdan says that DTA actually didn’t strip jurisdiction for pending cases

d. Congress passes MCA explicitly saying that jurisdiction stripping of statutory habeas does apply to pending cases

e. This leads to Boumedienne ( issue of scope of Constitutional habeas
ii. Ex Parte Milligan
1. Congress has the authority to suspend the writ of habeas corpus.  
a. Such authority is necessary in times of rebellion, civil unrest, etc.

2. However, suspension does not authorize military trial:

a. Constitution “does not say after a writ of habeas corpus is denied a citizen, that he shall be tried otherwise than by the course of the common law.”
iii. Extraterritorial Application of Habeas to Citizens
1. Hamdi (Scalia)

a. Habeas applies only to “citizens, accused of being enemy combatants, who are detained w/in the territorial jx of a federal court.”

2. Munaf v. Geren/Geren v. Omar (S.Ct. 2008) – 
a. Unanimous opinion, by Roberts, held that US citizens held in American military custody in Iraq may petition for habeas under habeas statute.

i. Fact that the force in Iraq is multinational is irrelevant.  

b. However, district courts may not exercise habeas jx to enjoin the US from transferring individuals alleged to have committed crimes and contained w/in the territory of a foreign sovereign to that sovereign.  

i. Even if transferee likely to be tortured.  This is Q for the political branches.  
iv. Extraterritorial Application of Constitutional Habeas to Aliens
1. Johnson v. Eisentrager (S.Ct. 1950) (Jackson)
a. Facts:

i. War Crime: Group of Germans picked up in China.  They had continued working as spies on behalf of the Japanese after Germany’s surrender (which constitutes a war crime).

ii. Process:  Tried and convicted by a US military commission in China.  They were given lawyers by the military.  

iii. Habeas:  Transferred to Germany, then brought habeas pet’n.

b. Holding:

i. Eisentrager is:

1. an alien enemy 
2. who has never been or resided in the US
3. was captured and held outside US 

4. tried outside US for offenses committed outside US

5. and was never imprisoned in the US.

ii. Rule:  

1. An alien gains an “ascending scale of rights as he increases his identity with our society.”  

a. The key factor in determining whether rights attach is the alien’s presence in the country.

2. These aliens lack any right to habeas because “at no relevant time were [they] within any territory over which the US is sovereign and the scenes of their offense, their capture, their trial and their punishment were all beyond the territorial jurisdiction of any court of the United States.”  
iii. Rationale:

1. Granting the writ would “fetter[]” field commanders and would leave them more protected than our own soldiers

2. He got full trial in Germany 

c. Black Dissent

i. Rejects sovereignty test in favor of custody test

1. “our courts can exercise [the writ] whenever any United States official illegally imprisons any person in any land we govern”

ii. Also notes absence of alternative relief – can’t turn to German courts

2. Boumedienne
a. Kennedy rejects sov’ty-based test and instead opts for functional test
i. Guantanamo –

1. Not formally part of the US – Cuba retains ultimate sov’ty under lease agreement.  

ii. Kennedy’s functional three-part test for determining reach of Suspension Clause:

1. Adequacy of process below:  
a. Citizenship and status of detainee and the adequacy of the process through which that determination was made

i.  Thinks the process for the Eisen D’s was extensive (adversarial, counsel, etc) and superior to the CSRT process
2. The nature of the sites where apprehension and then detention took place

a. Capture outside US weighs against finding rights.  

3. Practical considerations:  
a. The practical obstacles inherent in resolving the prisoner’s entitlement to the writ

i. Distinguish Eisentrager:  Fraught post-war occupation (werewolves, etc.).   Sensitivities of allies.  
ii. GTMO: No similar threat.  And no friction w/ host gov’t.  

b. Precedent justifying factor:

i. Reid – Practical considerations influenced Court’s anlaysis, not just the fact of US citizenship

ii. Eisentrager – stressed difficulties of ordering gov’t to produce prisoners; Opinion was functionalist, not formalist
iii. Separation of Powers rationale
1. Gov’ts formal sov’ty-based test raises troubling separation-of-powers concerns.  

a. “Our basic charter cannot be contracted away like this.  The Constitution grants Congress and the President the power to acquire, dispose of, and govern territory, not the power to decide when and where its terms apply.”

iv. Rascoff thinks this is not a convincing reading of Eisentrager.  Rather, it’s a recapitulation of Harlan in Reid v. Covert, and Kennedy in Verdugo
c. Detention and Due Process
i. Due Process
1. Hamdi (O’Connor on DP)
a. Purpose of DP – Accuracy

i. Correctly determine whether Hamdi is an enemy combat

b. Mathews test:

i. Balance the private interest against the government’s asserted interest, including the function involved and the burdens of additional process.  Balance should assess the risk of erroneous deprivation under the process and the probable value of additional safeguards. 

c. O’Connor’s Process:

i. Rejects the positions of both sides

1. Gov’t wanted ‘some evidence’ standard

2. Petitioner wanted full criminal trial w/ all processes 

ii. Process for Hamdi:

1. Hearsay evidence okay

2. Burden shifting:

a. Presumption that the government’s account is correct

b. D gets opportunity to rebut

iii. O’Connor says that the standards could be met by a military tribunal, comparing this to military’s traditional procedures for 

d. Note that O’Connor places some emphasis on citizenship as entitling DP

2. Al Marri (Traxler)

a. Traxler found authority to detain, but he thought the procedure granted in the court below was inadequate

b. Al-Marri entitled to higher level of DP than Hamdi b/c detained in US
i. The Mathews test is flexible and context-specific – 
1. It does not necessarily give same DP to battlefield detention of US person (Hamdi) as domestic detention of lawful resident alien.  

ii. Mathews analysis for Al-Marri:

1. Gov’t int – same as Hamdi
2. Private int – same as Hamdi
3. Risk of error ( higher when detention is in the US

a. Presence on battlefield = indicator of possible enemy combatant status

4. Burden on gov’t of add’l safeguards ( smaller in US

a. Interruption of gov’t warmaking is much smaller – records maintained by civilian agencies
c. Level of DP Al-Marri gets:

i. Burden Shifting:

1. Gov’t cannot shift burden to Al-Marri merely by presenting hearsay evidence (here, the Rapp Declaration).

2. Instead:

a. Al Marri is entitled to normal DP protections available to all w/in this country

b. Unless the gov’t can establish  that such protections are “impractical, outweighed by nat’l security interests, or otherwise unduly burdensome”

i. Thus, the Rapp Declaration might prove to be “the most reliable evidence,” but gov’t must first make a showing that it should not be required to produce, even for ex parte purposes, the supporting evidence relied upon by Rapp. 

d. Also, Al-Marri’s refusal to participate in an unconstitutional process does not waive his discovery rights
ii. Adequate Substitutes for Habeas (CSRT’s)

1. DTA Statute provides for:

a. CSRT:

i. Petitioner has right to present evidence and to call witnesses who are “reasonably available.”  

ii. Hearsay evidence admissible

iii. No assistance of counsel

1. But access to “Personal Representative” to explain the process, arrange for witnesses, etc

iv. No access to classified info

1. But Personal Rep may review classified docs and explain them

v. Rebuttable presumption that Gov’t evidence is “genuine and accurate”

b. DC Circuit review:
i. Jurisdiction limited to whether:

1. (1) CSRT followed the “standards and procedures specified by the Sec of Defense”  

2. (2) Those standards and procedures are lawful

ii. Counsel may review classified documents and summarize them for detainee 

c. DOD Memo defines “enemy combatant” as:
i. “an individual who was part of or supporting Taliban or al Quaida forces, or associated forces that are engaged in hostilities against the US or its coalition partners.  This includes any person who has committed a belligerent act or has directly supported hostilities in aid of enemy forces.”  

2. Boumediene
a. Adequate Substitute required:

i. Because B has a constitutional right to habeas, and habeas has not been suspended, the question is whether the CSRT’s are an “adequate substitute” for constitutional habeas.

ii. Question is whether CSRT is an adequate substitute.  

b. Due Process analysis of CSRT:

i. DTA’s jx grant to federal courts is “quite limited” compared to traditional habeas:

1. Court of Appeals has jx only to inquire into whether CSRT complied with (1) the “standards and procedures specified by the Sec of Defense” and (2) whether those stds and procedures are lawful.  

ii. To determine necessary scope of habeas review, Kennedy looks at the procedures available in the CSRT:

1. Key problem is detainee’s inability to rebut factual basis of Gov’ts assertion that he is an enemy combatant:

a. No lawyer (just an assistant to explain process)

b. No access to classified info

c. Unlimited admission of hearsay evidence – renders ability to confront witnesses meaningless
2. Hamdi does not govern:
a. Plurality opinion, and statutory habeas still in place

i. Roberts:  This is BS!  The CSRT process is exactly what the Court prescribed in Hamdi.
3. For Writ to function effectively, the habeas court must have some authority to assess the sufficiency of the evidence and must have the authority to consider exculpatory evidence.  

a. Habeas review may be more circumscribed if the underlying detention proceedings are more thorough than they were here.  (E.g., are adversarial.)

c. Roberts Dissent:

i. Majority compares the “undefined DTA process to an equally undefined habeas right” 

1. Habeas process the Court mandates will likely end up looking a lot like the DTA system it replaces.  

2. DTA process looks like what the plurality required in Hamdi
a. “Constitutional bait and switch”

ii. Majority errs in assuming that traditional habeas should apply to detainees – Hamdi recognized trad’l habeas’ “uncommon potential” to burden the Exec 

iii. CSRT process is more generous than what is called for under the laws of war (e.g. access to classified info)

iv. CSRT permits detainees to dispute the sufficiency of the evidence against them.  

iii. Parhat (DC Cir 2008)
1. Facts:

a. Parhat is a Uighur who entered Afghanistan b/c of opposition to China.  He stayed at a Uighur camp, then fled to Pakistan after 9/11 triggered US invasion.    

b. 2004 CSRT determined that P was an enemy combatant b/c he was “affiliated” w/ a Uighur independence movement (ETIM), which was “associated” with Al Q and the Taliban.  
i. Basis for this determination was that he received rifle training from ETIM leader.  

ii. However, no evidence of actual membership in ETIM or any belligerent act.  

c. CSRT nonetheless urged his release to anywhere but China.

d. Parhat sought DTA review.  

i. Bismullah:  Record on review is not limited to the evidence actually presented to the CSRT, but includes all “reasonably available info in the possession of the US gov’t” bearing on the detainee.

ii. While en banc appeal was pending, Parhat counsel obtained CSRT Record and sought review solely on that basis

2. Holding:

a.  Evidence that was before the CSRT is insufficient to support CSRT’s determination
i. P denied connection to Taliban or Al Q.  His only enemy was China.  Gov’t argued that he was “affiliated” w/ forces in league w/ Al Q.
ii. Under CSRT “enemy combatant” definition, for a detainee who is not a member of Al Q or the Taliban, gov’t must make three showings by preponderance of evidence:  
1. P was part of or supported “forces”

a. Unclear whether P “supported” ETIM – this doesn’t matter in light of next two

2. Those forces were associated w/ Al Q or Taliban

a. Gov fails to make showing:  Classified documents do not identify who the sources were, so court has no way to assess reliability
3. Those forces were engaged in hostilities against US

a. Same as 2 – gov fails.    

iii. CSRT was permitted to consider hearsay evidence, but had to assess its reliability.  

1. To be reliable, hearsay evidence must be presented “in a form, or with sufficient additional information, that permits the Tribunal and court to assess its reliability.”  

2. The CSRT failed to consider reliability.  
a. Accordingly, CSRT was not in the position to decide whether “a preponderance of the evidence” supported the enemy combatant determination.  CSRT’s failure basically transformed the “rebuttable presumption” into an irrebuttable presumption.

3. Parhat provides persuasive evidence that ultimate source of key assertions was the Chinese gov’t, and that it can’t be trusted.  

iv. Bottom Line:  DC Cir says that it must be able to see the basis for the evidence

iv. Rascoff:  

1. Parhat:  

a. Application of the CSRT process looks pretty good – get initial CSRT and then appellate review by DC Circuit

2. Boumediene:

a. SR thinks that it’s hard to see how the world has been improved through the ringing endorsement of habeas in Boum

b. BUT Advantage of constitutional decision:  Congress could presumably erase appellate review of the CSRTs in the future.  But Congress can’t get rid of constit habeas

d. Interrogation

i. Background Law:

1. Convention Against Torture (US signatory since 1994)

a. Absolute prohibition on torture

b. No exceptions for emergencies (including state of war)

c. No ‘refoulment’ to countries where ‘more likely than not’ (US interpretation) that torture will occur (i.e. ban on extraordinary rendition for torture)

2. Domestic Torture Statute: 18 USC 2340-2340B

a. Criminal sanctions in statute are our implementing legislation for the CAT -- see discussion in the Bybee Memo
i. US added specific intent requirement
3. McCain Amendment (part of the DTA) (p. 443)
a. DTA says that the DOD may not engage in torture – this gets incorp’d in Army Field Manual 

i. Army Field Manual:

1. No person… shall be subject to torture or degrading treatment.

2. Goes on to prohibit specific practices – e.g. waterboarding, hooding, forced nakedness

3. No geographic limits

ii. Note that this does not cover the CIA 
1. Feinstein tried to amend the law this year to extend to CIA, but amend does not succeed.

b. However, 18 USC 2340 still would apply – but we’ve seen the holes in that statute.  

i. Thus, CIA may be doing all sorts of enhanced techniques that are prohibited in the Army Field Manual.

1. Bombardment w/ loud music, w/ light 24 hrs a day

4. War Crimes Act (18 USC §2441) (notes on p.438ff. are good)
a. Incorporates provisions of 4 Geneva Conventions, regulating treatment of noncombatants, e.g. POWs, injured, civilians. 

i. Carries out obligations of US under GC to provide criminal procedures for certain war crimes

ii. Statute applicable to US citizen or member of armed forces
b. WCA criminalizes “Grave Breaches” of Common Article 2

i. Common Article 2 only applies to legal relationships between Nation States, not between Nation States and subnational groups or organizations.  (At least according to OLC.)  

ii. Grave breaches: 
1. Willful killing; torture;  inhumane treatment; deprivation of fair trial; forcing POW’s to serve in military 

2. Doesn’t cover unintentional isolated collateral damage on civilian targets

c. WCA criminalizes violations of Common Article 3
i. Article 3 applies to “armed conflict not of an international character” 

ii. OLC (concluded Article 3 does not protect AQ or Taliban: 

1. AQ: Non-state actor cannot be party to int’l agreement governing war » AQ is merely a violent political movement

a. Not in the “non-international” type of conflict to which the Common Articles are supposed to apply either 

2. Tb: Argues Tb not gov’t b/c Afghanistan failing state during the period of hostilities (Potus has authority to suspend treaties until restoration of legitimate gov’t)
a. Also argues Tb is functional equivalent to AQ; members therefore on same footing

3. This is sketchy!  John Yoo’s work product.
5. Civil Actions (p. 450)
a. Torture Victim Protection Act (TVPA)
i. For individuals subjected to torture by an individual under actual or apparent authority or color of law of any foreign nation
b. Alien Tort Claims Act (ATCA)
i. For foreign nationals subjected to violation of the law of nations or a treaty of the US while abroad.
6. Customary International Law (p. 435)

a. torture has been recognized by US courts as jus cogens
ii. Bybee Memo on CAT
1. Memo is on the standards of conduct under the Convention Against Torture as implemented by 18 U.S.C. §§ 2340-2340A.

2. 18 USC 2340:

a. The act criminalizes 

i. (1) torture occurring outside the United States 

ii. (2) by defendant acting under color of law 

iii. (3) where the victim was within the defendant’s custody or physical control, 

iv. (4) the defendant specifically intended to cause severe physical or mental pain or suffering and 

v. (5) the act inflicted severe physical or mental pain or suffering
b. Definitions
i. Severe mental pain or suffering:

1. “prolonged mental harm caused by or resulting from 

a. A.  intentional infliction or threatened infliction of severe physical pain or suffering

b. B. use of mind-altering substances calculated to disrupt profoundly the senses or personality

c. C. threat of imminent death

ii. “Severe physical pain”:

1. Memo takes “severe pain” from Medicare statute that was defining a medical emergency.  Memo argues that statute must be rise to the level “that would ordinarily be associated with a sufficiently serious physical condition or injury such as death, organ failure, or serious impairment of body functions”

a. Note that under this definition amputating a toe would seem to be okay.  

2. SR thinks this is terrible and morally offensive use of legal reasoning.
3. What’s a reasonable definition?  Tough question:
a. Pain requiring medical attention?  Shooting pain?  Pain that inhibits ordinary ability to function (e.g. carry on conversation)?  

iii. “Good faith”

1. Memo notes that there could be a good faith defense 

3. Commander-in-Chief Power

a. Memo claims that Congress may not interfere with the President’s Commander-in-Chief authority and in conducting operations against hostile forces

i. Must avoid constitutional problems

ii. Can’t compel the President to prosecute actions taken pursuant to the President’s own constitutional authority.  “If Congress could do so, it could control the President’s authority through the manipulation of federal criminal law.”

1. RS: This the mirror-image of Kennedy’s separation-of-power concerns – argument for unfettered executive discretion and authority.

iii. Cost/Benefit Analysis (class notes and Coulam article)
1. Benefit:

a. National Security info

i. Bybee has little essay on threat of Al Qaeda.  Notes that interrogation (read: torture) led to the capture of Jose Padilla (thus, torture works!).

2. Costs:

a. Exposes our troops to worse treatment

b. Undermines our credibility

c. Undermines our alliances

d. Rule of law concerns

e. Torture leads to false info

i. Note that Padilla didn’t get charged 

f. Reciprocity problems

g. Difficulty of prosecutions following Constit/legal violations

h. Feed/galvanize anti-American sentiment in MidEast

iv. Kahn – Sacred Violence
e. Rendition and State Secrets

i. US v. Alvarez-Machain (S.Ct. 1992)
1. D was Mexican citizen indicted for participating in murder of DEA agent.  DEA agents were not personally involved D’s abduction into US, but they were responsible for it.

2. Holding:

a. A Criminal D abducted to the US from a nation with which the US has an extradition treaty does not thereby a defense to the jurisdiction of US courts.

i. Rule is the same whether or not gov’t participates in or instigates the abduction.  

ii. Ker-Frisbie Doctrine – Longstanding constitutional doctrine that abductions do not defeat jurisdiction.  

1. Rationale:  Exclusionary rule applies only to evidence.

b. Doctrine of Specialty:

i. Doctrine prohibits the prosecution of a defendant brought within a court’s jurisdiction by virtue of proceedings under an extradition treaty for a crime other than the one they were extradited for.  
ii. Court rejects b/c D not brought into country pursuant to treaty.
c. Treaty violation

i. Court construes treaty not to prohibit D’s abduction.  Treaty silent about abductions.  Treaty also does not purport to be the only way to gain custody over a D.
ii. Court rejects frustration of purpose argument.  Treaty provides mechanism to provide mutual obligations to surrender under certain circumstances & procedures; it does not exclude other methods.

iii. Customary Int’l Law – Court says these are too general and prove too much.  Can’t imply specific term from general principle that gov’ts may not exercise their police powers in each other’s territories.  

d. Decision of whether to return D to Mexico is for the exec branch.  

3. Stevens Dissent:

a. Treaty was comprehensive.  Decision frustrates its purpose.  It reflects respect for territorial integrity.  

ii. Book Notes:

1. Luring fugitives out of their home country okay – US v. Yunis
2. Shocks the conscience – DP requires court to refuse to exercise jurisdiction where person acquired through gov’ts deliberate, unreasonable, and unnecessary invasion of constitutional rights.  Toscanino.

a. Not clear that this is good law after Alvarez-Machain.  

3. Note danger that other nations will imitate this practice and use it against US.  

iii. Arar v. Ashcroft (EDNY 2006)
1. Facts:
a. P, a non-US citizen, alleges he was held for 13 days at border then removed by US officials to Syria for detention and interrogation under torture by Syrian officials.  

b. P makes claims under Torture Victims Protection Act (TVPA) and Due Process Clause.  

2. TVPA:

a. TVPA does not create private right of action for rendition leading to torture and does not apply where US officials are alleged to direct foreign officials to torture a non-US citizens.

3. Substantive Due Process:

a. Two claims:  (1) torture and coercive interrogation and (2) arbitrary and indefinite detention.  Seeks damages under Bivens.
b. Question of whether DP Clause vests Arar w/ substantive rights is unresolved.  (Discusses Verdugo-Urquidez, Eisentrager, Rasul.)  

c. However, Court finds “special factors counseling hesitation.”  Since Bivens is judicially-created, the Supreme Court has warned against extending Bivens when extension would trammel upon matters best decided by other branches.  

i. Considerations:

1. Congress gets to regulate aliens under Constit.  It has taken no position on fed-ct review of renditions ( won’t read implied private rt of action into Bivens.

2. National security and foreign policy concerns.  Need for secrecy – don’t hurt our relations w/ foreign gov’ts by exposing embarrassing secrets.  

3. Judges have little experience in international realm.  

ii. Therefore finds Bivens remedy foreclosed.  

iv. Convention Against Torture (CAT) Article 3 – 

1. No party to treaty shall extradite a person to another State where “there are substantial grounds for believing that he would be indanger of being subjected to torture.”  

2. Senate understanding attached to the convention upon ratification said that CAT applies only when it is “more likely than not” that torture would follow rendition.

v. El-Masri v. US (4th Cir. 2007)

1. D, a German citizen, sued George Tenet, unnamed CIA employees, and corporate D’s (& employees), alleging they were part of CIA operation in which he was transferred from Macedonia to Afghanistan and then illegally detained and tortured.  

2. Claims:  Bivens claim for violating DP’s clause’s prohibition on conduct that shocks the conscience or deprives person of liberty.  Two claims under Alien Tort Statute (prolonged arbitrary detention and cruel and degrading treatment).  

3. State Secrets:

a. US moved to intervene and moved to dismiss, asserting that the state secrets privilege precluded litigation of El Masri’s claim.  

b. El Masri claimed that state secrets doctrine did not require dismissal because US officials (incl. Bush) had disclosed existence of program, groups filed reports, media reported on the program and on his specific case.  

c. Holding:  State secrets are “so central” to the case that “any further attempt at litigation would threaten their disclosure.”  

d. Standard:  

i. US may prevent disclosure in civil judicial proceeding if there is “reasonable danger” that disclosure “will expose military matters which, in the interests of national security, should not be divulged.”  Reynolds (1953).  

1. Exec’s constitutional authority encompasses the authority to protect national security information.  

e. Three-Step Test for State-Secret Cases:
i. Procedural Requirements – 

1. US must assert privilege (the parties can’t).  

2. Head of the department must assert the claim, after  personally considering the claim.

ii. Court must determine whether info is state secret

1. Court cannot look at the evidence in making this determination

2. Court must honor assertion of privilege if it is convinced, “from all the circumstances of the case, that there is a reasonable danger that compulsion of the evidence will expose” classified info harmful to nat’l security.

3. Court must show “utmost deference” to the responsibilities of the exec branch.  
4. Exec bears the burden of persuasion that reasonable-danger std met.

5. In some cases, in camera inspection by court okay in order to determine whether privilege appropriate.  

6. Once information has been determined to be privileged, it is absolutely protected from disclosure.  Courts may not balance need for secrecy against party’s need for info’s disclosure.  

iii. Court must determine whether case can proceed:

1. Effect of successful interposition of privilege will vary.

2. If sensitive secrets are “so central” to the subject of the litigation that any attempt to proceed will threaten disclosure, dismissal is appropriate.  

a. Look to whether lawyers would have incentive to probe close to state secrets in order to make out prima facie case.  

b. Example:  Exposing methods and operations of CIA in Title VII employment discrimination action.

f. Application:

i. Critical facts in the case are not just those general facts that have been disclosed in media.  Court looks to whether the action can be litigated without threatening disclosure of state secrets.  

1. El Masri would have to show what roles the D’s played in the events.  This would reveal how CIA organizes its most sensitive intelligence ops.  

ii. D’s could not defend themselves w/o using privileged evidence.  Proof of involvement (or non-involvement) would reveal how CIA assigns personnel.  

iii. Court rejects proposal of in camera inspection by him, counsel & court and in camera trial.  Foreclosed by Reynolds.  

iv. Court rejects argument that state secrets doctrine shouldn’t automatically trump where “egregious exec misconduct” is alleged.  

1. Court says process adequate – courts are in control.  

2. Not job of the judiciary “ferret out and strike down exec excess.”  Must respect separation of powers, esp. when action pertains to military or FP.  

v. Therefore, court upholds dismissal.  

vi. Ben Wizner:

1. Look at gov’t conflict of interests

4. Counter-Terrorism and Criminal Justice
a. Substantive Criminal Law

i. Role of Criminal Law in Counterterrorism
1. Tension:

a. The strategy of counter-terrorism is predominately a strategy of prevention.  This goal of prevention is in tension with traditional criminal law, which focuses on the punishment of crimes that have occurred and is wary of punishing inchoate crimes.

2. Bush DOJ guy:  

a. Aggressive, proactive, and preventative course towards terrorism is the only way to go post-9/11

3. Preventative Model:

a. Benefits of proactive prosecutions:  

i. Proactive prosecutions prevent plots from happening.  

ii. Detention to keep off battlefield.  (Just have to convict of a crime.)

iii. Stem flow of funds to terror

iv. Reassurance of populace

v. Legitimacy if follow process

vi. Deterrence – strong effects in financial context, though not w/ future bombing.

b. Costs:

i. False positives – snare up innocent people.  Punish thought crimes.  

ii. Social costs – 

1. Harm minority communities -- Chill donations to Islamic charities

2. Chill free association

3. Paranoia

iii. Lost Intelligence

4. Charges Available to the Gov’t
a. Commit/attempt to commit act itself.  

b. Conspiracy to commit act

c. Material Support 

i. Note Amy Waldman in this connection – difficulty of determining specific intent in the context of interpreting Islamic texts that are unlikely to be familiar to jurors.  There will be a battle of the experts.  

d. Pretextual charges:  Bank Fraud / ID theft / Immigration / Visa overstay / Taxes

i. Advantage:  Don’t have to ever disclose classified info to show these violations

ii. Though these crimes may not carry long sentences, so gov may have to pursue other course.

ii. Treason:

1. US v. Rahman (2d Cir. 1999) (p. 471) 
a. Facts:

i. Gov’t presented evidence that “blind shiek” led seditious conspiracy whose purpose was jihad.  He gave followers instructions to “do jihad” with “the cannon, with the grenades, with the missile . . .  against God’s enemies.”  He considered Egypt and US enemies, and urged jihad against them.  

b. Issues:

i. Seditious Conspiracy and the Treason Clause

1. Treason Clause requires two witnesses to the same overt Act in order to obtain conviction.  

2. D argues that seditious conspiracy is end-around the Treason Clause because it punishes those who “levy war” against US w/o providing TC’s procedural protections.  

3. Court rejects – 

a. Treason different from seditious conspiracy in stigma, essential elements (no req’t of allegiance to US), and punishment
ii. Seditious Conspiracy and the 1st Amendment

1. Court rejects all arguments:

a. Facial – Prohibition on seditious conspiracy to use force not infringe on free speech.  (Yates!)
b. Overbreadth – Not overbroad b/c prohibits only conspiratorial agreement.
c. Vagueness – Statute is specific enough – it prohibits conspiracy to use force  against US 

c. Application:

i. Rahman was not punished solely for his writings and speech.  

1. 1st Amendment does not offer protection to those who use public speech or religious ministry to commit crimes.  

2. R crossed line from speech into criminal solicitation and conspiracy.  Court gives specific examples.  

iii. Material Support 
1. Precursor crime – designed to deter flow of money and to get at criminal conduct much earlier.  Raises 1st Amendment vagueness and overbreadth concerns.  

2. AEDPA Statute (rev’d 2004 to respond to cases below) (p. 479)

a. Recall that AEDPA lets Secretary Designate FTOs (see above)

b. 18 USC 2339A Providing Material Support to Terrorists
i. Criminalizes provision of material support or resources “knowing or intending” they are to be used in preparation for or carrying out terrorist crime or escape by one who committed terrorist crime.  

ii. “Material support” – any property, tangible or intangible, or service, including [see list on p. 479]

1. Training – instruction to impart specific skill

2. Personnel – 1 or more indivs

3. Expert advice or assistance – derived from sci or technical knowledge

c. 18 USC 2339B Providing Material Support or Resources to Designated FTOs
i. Criminalizes “knowingly” providing material support to FTO.  

ii. Mens rea:  
1. Person must have knowledge that:

a. Organization is an FTO

b. Organization engages in terrorist activity; or
c. Organization has engaged or engages in terrorism

2. Note that this is not the Al-Arian standard.   
iii. “Personnel” – must provide indiv to work under org’s “direction or control” or to direct the operation of the org.  

d. 18 USC 2339C Prohibitions Against the Financing of Terrorism

i. Criminalizes direct or indirect willful provision or collection of funds with intent or knowledge that such funds are to be used to carry out…

1. Act intended to cause death or injury to civilian

2. When the purpose of such act is to intimidate population or compel gov’t act

3. Humanitarian Law Project v. Reno (9th Cir 2000) (Kozinski)
a. P’s would like to support nonviolent humanitarian and political activities of the PKK (Kurdistan Workers’ Party) and the LTTE (Tamil Tigers).  

b. Claim:  AEDPA’s prohibition on their support violates their associational rights under the First Amendment.  

c. Holding:

i. Association:  AEDPA does not punish “by reason of association alone.”  It does not punish membership or exposition of group’s views.  It only prohibits giving of material support.  

ii. Specific Intent:  Material support can be used to promote unlawful activities, regardless of donor intent.  1st Amendment does not require showing of specific intent w/ respect to material support.  
1. Note that this is close to strict liability.
iii. Political advocacy:  

1. Material support gets intermediate scrutiny and not strict scrutiny because it is not aimed at expressive component of P’s conduct.  

a. Contrast flag burning (strict scrutiny) w/ burning draft care (intermediate scrutiny)

2. O’Brien four-factor test:

a. Regulation w/in gov’s power?

i. Yes.  Gov has power to restrict citizen dealings w/ foreign entities.

b. Promote substantial gov’t interest?

i. Yes.  Stop terrorism.

c. Interest unrelated to suppressing free expression?

i. Yes.  Restricts material support, not terror.

d. Incidental restriction on 1st Am no greater than necessary?  

i. Key issue.  Yes.  B/c of foreign policy considerations, political branches get wide latitude.  Cong found that any contribution facilitates terrorist conduct.  Money is fungible.  

iv. Vagueness:

1. Personnel and training too vague.  (Hence definitions revised.  Definitions above reflect revisions.)  
4. US v. Al-Arian (M.D. Fl. 2004)
a. Construes AEDPA to apply “knowingly” reqt in 2339B to each of the elements of material support.  
i. Relies on X-Citement Video – Supreme Ct extended mens rea reqt to each element for child porn crime in order to avoid absurd result of punishing mailman.  Presumption in favor of scienter should apply to each statutory element that criminalizes otherwise innocent conduct.
ii. Court requires showing D knew that:

1. Org was an FTO or committed the unlawful acts  that caused designation (Humanitarian II req’d)

2. What he was furnishing was “material support” and he specifically intended that the support would further the illegal activities of the FTO (Humanitarian II did not require).  

a. Though can show this inferentially.  

iii. Court thinks this solves vagueness problem.  

5. Sadr – lawyer who transmitted messages from client to terrorists.  

a. Charged w/ making personnel available

6. Scales – 

a. Smith Act case
7. Collateral Attacks on Designation:

a. AEDPA prohibits D charged with providing material support from arguing that the organization is not terrorist in nature.  8 USC 1189.  (Discussed in Afshari.  See above.)
iv. Extraterritorial Jurisdiction:

1. Many statutes are expressly extraterritorial in application.  See, e.g., the material support statute (p. 494).  

2. However, some older statutes do not expressly apply extraterritorially, so courts have interpretive principles to guide them.  

a. US v. Bin Laden (SDNY 2000)
i. Odeh charged w/ numerous crimes in connection w/ embassy bombings abroad.  

ii. Principles of extraterritorial application (where statute silent):

1. Express intent not decisive.  Look to text, structure, legis hx.  
2. Bowman – exception to standard approach for statutes which are, as a class, not logically dependent on their locality

3. International Law recognizes five principles of jx for reaching conduct outside territory (Restatement of For’n Relats Law of US)

a. Objective territorial principle – jx over conduct intended to have substantial effect w/in its territory

b. Protective principle – jx over non-cits for conduct directed against the security of the state

c. Nationality principle – jx over nationals abroad

d. Passive personality principle – jx where victim is a national

e. Universality principle – jx for offenses recognized by community of nations as universal concern (including “perhaps certain acts of terrorism”)

4. Bowman rule directly related to the protective principle.  

iii. Holding:

1. Finds criminalization of destruction of US property gets extra-territorial application under Bowman.  

2. Finds criminalization of extraterritorial conspiracies to kill nationals of US designed to protect US interests.  

3. Finds punishment for deaths of African citizens okay under int’l law 

a. Universality principle applies to some acts of terrorism 

b. Reasonable to apply here – see reasonableness factors on p. 499.  Important to let nations protect their facilities abroad.  

3. See notes on 500 regarding 5 jx principles.  

v. Terrorist Trial Report Card

b. Criminal Process, Secrecy, and the Classified Info Procedures Act (CIPA)

i. CIPA Background:

1. Provides procedures for handling classified information in criminal prosecutions.  

2. This is a statutory response to practical problems posed by the use of classified information in the context of national security cases.

a. Greymail:  Gov’t faces the choice b/w keeping secret and dismissing case

b. Litigation Risks – Gov’t doesn’t know what the risk of disclosure of something classified is at trial.  And it’s hard for the gov’t to know how dangerous those disclosures might be for national security

3. Scenarios:

a. Gov’t introduces evidence:

i. E.g., in counter-espionage cases, the gov’t must produce the classified documents that were transmitted to a foreign power in order to prove its case.  

b. Defendant introduces:

i. D may seek to introduce classified information of which he is already aware in order to exculpate himself.  

1. E.g. CIA arms dealer accused of illegal arm selling may try to introduce evidence of CIA program

ii. This may involve calling witnesses, obtaining documents in order to make case at trial.  (D doesn’t want to rely just on his own say-so.)

c. Defendant seeks evidence via discovery:

i. Gov’s affirmative obligations to turn over info:

1. Brady – gov’t obligated to turn over exculpatory evidence in its possession

2. Fed Rule Crim Pro 16 

3. Jencks Act – witness statements in gov’s possession

ii. D may also seek to discover other info in the gov’s possession

ii.  CIPA’s response:

1. Front-loads these issues to the pre-trial phase so that the gov’t can make an earlier cost-benefit assessment.  

a. Section 4 applies to discovery by D’s of classified info contained in documents:

i. Court may authorize US to 

1. (1) redact classified info from documents, 

2. (2) to substitute a summary of the info in the document, or 

3. (3) substitute a statement admitting relevant facts that the classified statement would tend to prove.

ii. US may make this request ex parte and in camera (and in practice, they almost always do)

b. Section 5 requires D to give notice of their intention to disclose classified info at trial

i. Note that such notice is required both for information that was initially in the possession of the D, and for info that was obtained via discovery.  

ii. Note that this raises concern that the Gov will be able to predict the D’s trial strategy, and that the D will not be able to confront their accusers at trial.

iii. Wen Ho Lee concerned these issues

1. 5th Am claim:  Court rejected claim that pretrial disclosure of certain aspects of a criminal defense violates the 5th Am.  Such requirements common for other defenses (e.g. insanity).

c. Section 6 provides procedures for cases involving classified info

i. Gov’t motions for pre-trial hearing to determine what to do w/ classified evidence.  

1. Gov’t can argue that classified info is not relevant (basic principle of evidence)

ii. If the court determines that a certain type of evidence must be included, then the gov’t can seek to supply an adequate substitute.  

iii. If the court rejects substitute as inadequate, and the gov’t still wants to proceed, then the court may impose sanction on government.  Most serious sanction is dismissal of indictment.  But can also include dismissal of individual counts of indictment, or striking of particular evidence.  

iii. Does CIPA adequately respond to our two concerns (graymail and uncertainty)?

1. Greymail:  

a. Remains a problem for the gov’t when it loses a Sec 6 hearing

b. May also still be a problem in situations in which the D initially possesses classified info

2. Litigation risks:  

a. Section 6 hearing provides gov’t earlier indication of what info will come out at trial 
iv. Constitutionality of CIPA
1. US v. Lee (D.N.M. 2000)
a. Constitutional Challenge to notice and hearing requirements of §5 and §6 of CIPA.  
i. 5th Am Self-Incrim – 

1. D claims notice and hearing req’t forcing him to reveal classified aspects of his trial testimony.  This infringes on his right to remain silent and/or denies his right to testify on his own behalf at trial

2. Court rejects.  CIPA not require whether he’ll testify.  And D retains option of testifying, just can’t introduce classified info.  And we require pretrial disclosures in other contexts (e.g. alibi defense).

ii. 6th Am Right to Confront and Cross-Ex Witnesses

1. D objects to reqt of disclosure of info he expects to get on cross from witnesses.  Claims this impede his ability to present his case.  

2. Court rejects – don’t have to reveal cross plan.  Just have identify classified info he intends to use.  

iii. Due Process – 

1. Court rejects claim that burdens are one-sided against D.  
a. Gov’t has already given D access to classified info.  Must produce discoverable materials.  Also must produce persons.  And must provide notice of evidence it will use to rebut classified info.  
b. Therefore overall balance of discovery not tipped against Lee.  

v. CIPA and Confronting Secret Witnesses:  
1. US v. Abu Marzook (ND Ill. 2006)
a. Salah indicted for material support to an FTO.  Contends he did not voluntarily give statements b/c he was tortured by Israel.  At suppression hearing, two Israeli security services agents will testify in disguise.  Hearing closed to the public.  

b. Gov’t invokes CIPA to keep hearing closed and to keep testimony secret.  

c. Analysis:

i. Testimony is classified.  Israel considers it classified, so we do too under EO.
1. EO: No info can be classified just to avoid embarrassment to a person, org, or agency.  

2. Court dodges issue of whether executive designations of classified info are reviewable b/c it finds that Israel is not a person, org or agency.  

ii. Testimony using pseudonyms does not deprive D of 6th Am right to confront.  Can still actually face them, even if you don’t know who they are.  (This is stupidly formalistic.)

iii. Court rejects 1st & 6th Am right of access of public to proceeding claim – right not unlimited, gov’t interest in maintaining agent’s identity’s secrecy overrides.    

1. Four part test for closing hearing.  

iv. Light disguise denied and non-public entrance ok.  

vi. Handling Exculpatory Testimony (Beyond CIPA!)

1. This is not a CIPA case but the Court applies the CIPA framework.
2. US v. Moussaoui (4th Cir. 2004)
a. M seeks to depose enemy combatant witnesses in the custody of the US gov’t.  The enemy combatants are not themselves classified, and neither is their knowledge.  

b. 6th Amendment guarantees D right to compulsory process for obtaining witnesses.  Court finds that even though witnesses are foreign nationals outside US borders, they are in the custody of US gov’t, so they are w/in process power.  

c. However, separation of powers are implicated.  Judicial process infringes on Exec warmaking power.   

d. So court conducts balancing analysis.  

i. Burden on the Gov’t – will interrupt interrogations, harming gathering of info.  Bostering effect on terrorists.
ii. M’s interest – 

1. D must show witness would testify “in his favor.”

2. CIPA std – D entitled to disclosure upon showing info is relev and helpful to defense.  

3. By analogy, Ct requires “plausible showing” of materiality.  

a. Court finds that M made sufficient showing that XX witnesses could offer material info.  
iii. Balancing: 

1. Since info is material, and gov’t won’t disclose, court faces dilemma.    

2. CIPA provides guidance:

a. Summaries of witnesses’ statements are an adequate substitute.  

i. Trial court erred in ruling otherwise.  

b. Parties should craft the summaries.  
vii. CIPA and the Sixth Amendment
1. US v. Abu Ali (4th Cir. 2008)

a. Facts:

i. US citizen born of Saudis prosecuted for material support to a FTO

ii. Two Sixth Amendment Confrontation Clause challenges:

1. Two agents of Saudi security force are deposed by video link b/w Saudi Arabia and US

2. The district court ruled that the gov could show two  unredacted, classified docs to the jury even though the defendant and his uncleared counsel could not see it

b. Depositions:

i. Confrontation Clause was not violated w/ regard to deposition b/c D was able to confront directly (via video)
c. CIPA document introduction 
i. Initial determinations okay:

1. Judge could determine that redacted info need not be disclosed to the D or his uncleared counsel

2. Likewise, judge could exclude D and uncleared counsel from CIPA hearing

ii. However, Confrontation Clause was violated by the admission of the classified versions of the documents for consideration by the jury w/o disclosing the same version to Abu Ali.  
d. Rascoff:

i. District Court really screwed up how CIPA is supposed to work.  CIPA is not about allowing jury to see things that you prevent the D from seeing.  The merits are not supposed to be determined on info that is not shown to the D.

viii. Waldman

5. Public and Private Counter-Terrorism Remedies

a. Designation and Financial Interventions (CTL 703-31, Barrett)
i. International Sanctions
1. International Commitment to Counterterrorism
a. UN Global CT Strategy (p. 705)
i. Lists general goals
b. UN Security Council, Res. 1333 (2000) (p. 707)
i. Compulsory Resolution Binding on Members
ii. Places number of demands on Taliban, including stopping giving sanctuary to terrorists
iii. Requires States to prevent arms sales, military technical advice, freeze Bin Laden funds
c. Note that more targeted sanctions may succeed – Libya
2. Treaties Addressing Terrorism
a. Int’l Covenant for Suppression of the Financing of Terrorism (2000) (p. 712)
ii. Domestic Public Sanctions
1. Tools:
a. Designate FTO under AEDPA
b. Int’l Econ Emergency Powers Act (IEEPA)
i. President can address unusual threat originating outside US by declaring emergency and regulating any perperty in which any foreign country or national has any interest
c. EO 13,224 (9/23/01):  Blocking transactions w/ terrorists and supporters (p. 719-20)
i. Invoked IEEPA after 9/11.  
ii. Included persons “associated with” FTOs
iii. Allowed US to deny access to its markets to foreign banks that don’t freeze terrorist funds
2. Humanitarian Law Project v. Treasury
a. District Court 2006:
i. P’s seek to aid FTO’s designated by Secretary under AEDPA.  Specifically, P’s want to provide (1) training in human rights advocacy, (2) humanitarian aid, (3) engineering services in tsunami areas, and (4) psych counseling for tsunami survivors.
ii. P’s challenge five aspects of EO 13,224:
1. Ban on “services” is vague and overbroad
a. Court rejects:  
i. No vagueness as applied to P’s:
ii. Ban is on “educational” and “legal” “services” – clear that human rights training not okay
iii. “Services” does not encompass independent support in the political process
iv. No facial vagueness – ban on services clear in vast majority of applications
v. Overbreadth – P’s fail to show that “substantial” amount of protected speech affected by ban on services
2. Term “Specially Designated Terrorist Group” vague
a. Court rejects – term is in the Regulations, EO provides adequate criteria
3. Vagueness Challenge to President’s Designation Authority
a. Court accepts – Gov’t fails to show how the President’s designation authority is constrained in any manner
4. Vagueness and Overbreadth challenge to EO’s ban on being “otherwise associated with” an SDTG
a. Court accepts both vagueness and overbreadth challenges.   
i. – term “otherwise associated” not susceptible of clear meaning, and provision lacks definable criteria for designating indivs or groups as SDGTs.  
b. District Court 2007, on Motion for Reconsideration (handout)
i. Following ruling above, OFAC sought reconsideration on two issues.  
1. “Otherwise associated with”
a. OFAC issued new regulation defining this term.
b. New definition:
i. “To own or control” or 
ii. “to attempt, or conspire with one or more persons, to act for or on behalf of or to provide financial, material or technological support, or financial or other services, to.”
c. Holding: 
i. This remedies the constitutional defects – prior similar language had already been upheld.
ii. Definition also permissible under statutory language
2. Designations of 27 SDGT’s:
a. Court revises its standing analysis, and finds that P’s lack standing to challenge designations.  
i. President’s designations under IEEPA do not give rise on their face to 1st Amendment concerns, so P’s can’t invoke liberal 1st Am standing req’ts.  
ii. P’s therefore lack standing unless they can establish genuine threat of imminent prosecution – which they haven’t done here.  
3. Holy Land Foundation v. Ashcroft (DDC 2002)
a. Facts:

i. HLF is a 501(c)(3), headed by Shukri Abu Baker, supposedly involved w/ Hamas; designated SDGT pursuant to EO 13224 & IEEPA, & OFAC executed “blocking notice” freezing all funds, then removed all computers, furniture; HLF sought to enjoin USG from interfering w/ access to assets, claiming IEEPA violated APA, RFRA, 1st, 4th, 5th Am. 

b. APA Claim:

i. Designation not arbitrary and capricious:

1. Court finds HLF presents only conclusory charges; 3,000 pg. record shows substantial connection, HLF involved in Hamas & funds Hamas-controlled charities » not a&c 

2. Types of connections: Δ met w/ Hamas leaders, funds Hamas-controlled entities provides financial support to Hamas martyrs & prisoners 

3. Evidentiary standard for designation: “agency designations can be based on a broad range of evidence including news reports, intelligence data, & hearsay declaration” (citing NCRI, DC 2001) including foreign gov’t reports 

ii. IEEPA does not require that SDGT have legally enforceable interest in the property: 
1. SDGT (here, Hamas) just needs an interest of “any nature whatsoever” 

iii. IEEPA Humanitarian exception: 
1. Only covers “articles” & not “funds” 

c. Due Process Holding
i. Designation under IEEPA does not require pre-deprivation notice and opportunity to be heard.  
1. IEEPA designation is triggered by a declaration of a national emergency ( exigency.  

a. Distinguishes Nat’l Council of Resistance of Iran, DC 2001 (requiring notice & opportunity to be heard before FTO designation under AEDPA, which does not require emergency declaration) 

2. Elements that must be satisfied to forego notice & opportunity to be heard: 

a. (1) important gov’t interest

i. Here, combat terrorism

b. (2) special need for prompt action

i. Money is fungible.  

c. (3) gov’t official, acting under narrowly drawn statute, initiated deprivation based finding of necessity
i. Gov’t official initiated pursuant to IEEPA and EO’s.  

d. Takings: 
i. Blockings are temporary deprivation that do not vest assets in gov’t 

ii. After a while, may turn into a taking (but here only 8 mos.) 

e. Fourth Amendment: 
i. P claims that freezing of banks unlawful seizure; offices were unlawful searches & seizure (no warrant) 

ii. Holding:

1. Blocking does not warrant seizure » freezing assets doesn’t violate 4th Am. 

2. However, seizure of office equipment classic 4th Am. violation; Ct says that needs at least FISA warrant for office search.  (No administrative inspection exception to warrant requirement b/c no predictability.) 

f. First Amendment: 
i. Finds restriction not based on association alone (doesn’t prohibit being member of Hamas) & therefore Clairborne not applicable » “no constitutional right to facilitate terrorism”

ii. Intermediate scrutiny (O’Brien): Passes intermediate scrutiny if 

1. (1) w/n constitutional power of government 

2. (2) furthers important or substantial gov’t interest 

a. Preventing terrorism

3. (3) gov’t interest is unrelated to suppression of free expression

a. Interest in preventing terrorism not related to suppressing 1st Am.

4. (4) incidental restriction on alleged 1st Am. freedoms no greater than essential to furtherance of interest 

a. Here: restriction no greater than necessary b/c money is fungible 

4. Nat’l Council of Resistance of Iran v. Dep’t of State (DC Cir. 2001) (PMOI II)
a. Facts:

i. NCRI & PMOI petition for review of FTO designation by SecState pursuant to AEDPA.  

ii. PMOI redesignated in 1999, & NCRI designated as alter-ego of PMOI; Ct permits the alter-ego finding 

b. Judicial review of designation under AEDPA:

i. Judicial review is limited to the administrative record, which the designated group is never given opportunity to either add to or comment upon.  

ii. Access to record:

1. Classified info in record is not provided to party prior to designation, and may be submitted to court ex parte and in camera.  

iii. Scope of review also limited:

1. (1) a&c; (2) contrary to constitutional right; (3) in excess of statutory jx; (4) lacking substantial support in the admin record taken as a whole; (5) not in accord w/ procedures required by law

c. Statutory Claim
i. Fails b/c there was substantial basis in the record for designation.

d. Due Process: 
i. Court finds that (1) P  have protected constitutional rights & (2) were violated here 

1. Connection to US for Constitutional Entitlements: 
a. USG claims, citing Verdugo-Urquidez, that P’s lacked substantial connection; ct leaves open question whether “substantial” connection is necessary for 5th Am., and concludes NCRI has substantial connection based on record 

2. Deprivation: 
a. Rejects USG claim this is just defamation & notes the “dire” consequences of designation » much more than stigma (property rights) 

3. Mathews balancing: 
a. Court argues that Mathews balancing must consider the when as well as the what issue of due process 

b. Private interest:  property interest significant (James Daniel Good Real Prop.)

c. Gov’t interest: While Ct agrees there is an interest in protecting sources & confidential information, but it is not clear how this is protected by absence of pre-deprivation hearing (already getting post-deprivation hearing) 

d. Risk of error:  Notification of AG and Secretary of Treasury and Congress not sufficient.  

ii. What process is due: 

1. (1) Notice that designation is pending

a. May give notice after designation if earlier notification would impinge upon secrecy, but must show court first 

2. (2) Must be afforded to produce evidence to rebut proposition of Π being FTO; need to fill the record 

iii. Barrett, Al-Qaeda and Taliban Sanctions Threatened
iv. Adam Zubin, Director of OFAC
1. See class notes
b. Privates Causes of Action
i. Uses of Private Causes of Action

1. Economic relief

2. Condemnation

3. Expose assets to attachments 

ii. Authorization for private suits 

1. Antiterrorism Act (ATA) 18 USC §2333: 

a. “Any nat’l of the US injured in his or her person, property or business by reason of an act of int’l terrorism, or his or her estate . . . may sue therefor in any appropriate district court . . . and shall recover threefold the damages he or she sustains” plus attorney’s fees 

b. Int’l terrorism as defined by FISA 

2. Alien Tort Statute (Alien Torts Claim Act) (ATS) 28 USC §1350: 

a. “any civil action by an alien for a tort only, committed in violation of the law of nations or a treaty of the United States” 

b. Sosa v. Alvarez-Machain (2004): 

i. Rehnquist says that ATS provides jurisdiction but not a cause of action.  To find a cause of action, look to traditional common law principles

1. Held only for few torts recognized at time of Act’s passage in 1789 (?)

c. Terrorism as tort: Split lower court decisions about whether in scope (Compare Almog v. Arab Bank and Saperstein v. Palestinian Authority) 

3. Torture Victim Protection Act (TVPA) 28 USC §1350: 

a. Creates c/a for an individual if victim of extrajudicial killing, by individual working for gov’t 

iii. Who can be sued 

1. Actors: But if only, what about suicide bombers  

2. Those who violate criminal statutes relating to terrorists orgs

3. Any Δ liable under tort principles 

a. Act in concert

b. Knows of breach & gives substantial aid or encouragement 

c. Substantial assistance & own conduct constituting breach of duty

iv.  Boim v. Quranic Literacy Institute and Holy Foundation for Relief and Development (7th 2002): 
1. P’s, parents of USP killed in Israel by Hamas, sued Δs under ATA 

2. Court recognizes three kinds of liability under ATA:
a. Traditional tort liability:

i. Court finds that funding alone is not sufficient to create liability.  

ii. However, Congress did intend to extend tort liability “at any point along the causal chain of terrorism.”

iii. Elements of claim:

1. P’s must show:

a. Donation

b. Intent to further payee’s violent acts

c. Foreseeability – that murder was reasonably foreseeable result of donation

b. Per se liability for violation of material support statute:

i. Proof of criminal violation under 2339A or 2339B sufficient (though not necessary) to sustain claim.  

1. Counterintuitive to think criminal liability intended but civil liability not

c. Aiding & abetting: 
i. Supplying funds must be knowing and intentional 

ii. “International terrorism” is defined as activities that “involve violent acts”

1. P’s argue that aiding and abetting terrorist activities “involves” violent acts.  

2. Therefore extending tort liability 

iii. Involves violent act; should be applied §2333 (tracks tort law) 

1. Not to extend liability would be contrary to congressional purpose to stop financing; little effect if just person who pulled the trigger 

3. Rejects 1st Amendment claim: 
a. Not merely association here (not Claiborne) 

v. Linde v. Arab Bank (EDNY 2005): Sued Arab Bank under ATA for knowingly providing banking services to Hamas & distributing funds to martyrs’ families 

1. Mens rea: Δ’s general awareness of role & substantial assistance is enough per Restatement 

vi. Jurisdictional issues: 

1. Personal Jurisdiction: Organizations like HLF & QLI 

2. Forum non conveniens: Dismissed if other foreign forum would be more useful 

vii. Foreign Sovereign Immunities Act 
1. FSIA: Codifies traditional rule of sovereign immunity

a. Has exceptions, including “terrorism exception” (AEDPA) if state is declared state sponsor of terrorism by State Department 

i. Total of $7 trillion awarded by 2005 

ii. Limited to USPs (claimant or victim) 

iii. Executive branch has consistently opposed 

2. Cicippio-Puleo v. Islamic Republic of Iran (DC 2004): 
a. V kidnapped in Beirut by Hezbollah, held hostage for 1,900 days & inhumane treatment; sued under FSIA terrorism exception and Flatow Amendment; default judgment for Π; children sued later for IIED, dismissed under 12(b)(6) b/c no claim, then held Flatow Amendment does not reach states, claiming precisely limited  

b. No suit against individuals in official capacity, just in their individual capacity 

3. Alejandre v. Republic of Cuba (SD Fla. 1997): First suit after exception & Flatow Amendment

a. Cts assumed that Flatow provided cause of action against state sponsors of terrorism
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