\server05\productn\N\NYN\39-4A\NYI404. txt unknown Seq: 1 26-SEP-07 13:54

THE NONPROLIFERATION BESTIARY: A TYPOLOGY
AND ANALYSIS OF NONPROLIFERATION REGIMES

I
II.

I11.

Iv.
N

Dr. CHriSTOPHER A. FORD*

INTRODUGTION . ... 938
UNIVERSALIST APPROACHES . .....oiuiiniinen. .. 939
A. The Appeal of Universality .................... 939
1. Relative Credibility in a Political World . . . .. 940
2. The Symbolic Weight of Universal
Regimes .......... .. . ... ... 942
B. Paralysis and Politicization.................... 944
1. The Limits of Inspection .................. 944
2. The Challenge of Intentions ............... 948
3. Multilateralism and Its Discontents. .. ...... 952
a. Lowest Common Denominator
Decisions ................ooiiiin. 952
b.  Warping Regimes Against Their
Goals .............. ... ... .. 953
c.  The Perils of Attractiveness ............ 956
d. The NPT and Fidelity to Nonproliferation
Goals ...t 957
e. Cacophony........................... 967
f.  “Nonm-Discrimination” . ................ 967
PARTICULARIST REGIMES . ........................ 969
Ao ATypology .........coooiiiiiiiiii 969
1. Technology-Control Models. ................ 970
2. “Like-Mindedness” Models. . ............... 972
B. Promise and Limitations ...................... 975
1. Strengths ....... ... ... . . . il 975
2. Limitations ........................o..... 977
HYBRID REGIMES ..., 979
PurTING IT ALL TOGETHER........0covivuiiaa.. 984

* United States Special Representative for Nuclear Nonproliferation
and reserve intelligence officer in the U.S. Navy. From April 2003 until De-
cember 2006, the author served as Principal Deputy Assistant Secretary of
State in the Bureau of Verification, Compliance, and Implementation. The
views expressed herein, however, are his own, and do not necessarily re-
present those of the U.S. State Department, the U.S. Navy, or the U.S. Gov-
ernment.

937

r R R AR R R R

=

= =

RRARRARRRRERARRRRARR



\server05\productn\N\NYN\39-4A\NYI404. txt unknown Seq: 2 26-SEP-07 13:54

938 INTERNATIONAL LAW AND POLITICS [Vol. 39:937

I. INTRODUCTION

As even the most casual newspaper reader will know,
these are days of unprecedented stress on the nuclear non-
proliferation regime. Iran continues to pursue its nuclear
weapons dreams in defiance of its obligations under articles II
and III of the Nuclear Nonproliferation Treaty (NPT)! and its
nuclear safeguards agreement with the International Atomic
Energy Agency (IAEA),? while North Korea has long since cast
aside even an Iranian-style pretense of peaceful ambitions, re-
pudiating the NPT it previously violated and testing a nuclear
weapon. The international community is still struggling with
these grave proliferation challenges.

It is therefore quite proper to ask questions about the fu-
ture of the NPT system and about the institutional structures
that are supposed to promote nonproliferation. In the hope
of enriching the ensuing debate over these important matters,
this Essay offers some thoughts on the strengths and weak-
nesses of various international approaches to addressing
proliferation problems. It aims to impress upon the reader

1. See Treaty on the Non-Proliferation of Nuclear Weapons arts. II, III,
opened for signature July 1, 1968, 21 U.S.T. 483, 729 U.N.T.S. 169 [hereinafter
NPT] ( “Each non-nuclear weapons State Party to the Treaty undertakes . . .
not to manufacture or otherwise acquire nuclear weapons or other nuclear
explosive devices; and not to seek or receive any assistance in the manufac-
ture of nuclear weapons or other nuclear explosive devices. Each non-nu-
clear-weapon State Party to the Treaty undertakes to accept safeguards, as set
forth in an agreement to be negotiated with the International Atomic En-
ergy Agency in accordance with the Statute of the International Atomic En-
ergy Agency and the Agency’s safeguards system, for the exclusive purpose
of verification of the fulfillments of its obligations assumed under this Treaty
with a view to preventing diversion of nuclear energy from peaceful uses to
nuclear weapons or other nuclear explosive devices. Procedures for the safe-
guards required by this article shall be followed with respect to source or
special fissionable material whether it is being produced, processed or used
in any principal nuclear facility or is outside any such facility. The safe-
guards required by this article shall be applied to all source or special fission-
able material in all peaceful nuclear activities within the territory of such
State, under its jurisdiction, or carried out under its control anywhere.”).

2. International Atomic Energy Agency [IAEA], The Text of the Agreement
Between Iran and the Agency for the Application of Safeguards in Connection With
the Treaty on the Non-Proliferatio [sic] of Nuclear Weapons, IAEA Doc. INFCIRC/
214 (Dec. 13, 1974), available at http://www.iaea.org/Publications/Docu-
ments/Infcircs/Others/infcirc214.pdf [hereinafter Iranian Safeguards
Agreement].
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some of the complexities of this subject, which is by no means
as clear-cut as some in the international arms control commu-
nity often assume.

The pages that follow sketch a structural typology of non-
proliferation regimes, dividing them, for analytical purposes,
into three basic types: (1) “universalist” regimes such as the
NPT, which stress formal legal obligations, generally aspire to
universal application, and are often (though not invariably)
accompanied by the creation of an international institutional
framework including inspection authorities and declaration
obligations; (2) “particularist” regimes such as the Nuclear
Suppliers Group (NSG) or the Proliferation Security Initiative
(PSI), which revolve around coordinating action by a discrete
sub-community of states that share some common capability,
interest, or perspective; and (3) what this paper will call “hy-
brid” regimes that fall cleanly into neither category, with spe-
cial emphasis upon the approach embodied in United Nations
Security Council Resolution 1540. This essay outlines these va-
rious approaches and discusses the structural and practical
strengths and weaknesses of each.

As should become clear, each approach does have nota-
ble weaknesses, and sensible policymaking without a keen un-
derstanding of these will be much more difficult. With a
proper appreciation for the relative merits and demerits of
each approach, however—an understanding which may re-
quire partially deflating some “theological” assumptions about
the unalloyed advantages of universalist regimes—it ought to
be possible for sensible policymakers to layer and prioritize ap-
proaches, depending upon the circumstances, in complemen-
tary ways that contribute usefully to nonproliferation goals.

II. UNIVERSALIST APPROACHES
A.  The Appeal of Universality

The first instinct of most people in the arms control com-
munity and in international legal circles seems to be to address
nonproliferation challenges by turning to formal treaty re-
gimes that aspire to be universal in scope. This instinct finds
its expression in the major conventions of our time. The NPT
is a key element of the broader nuclear nonproliferation re-
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gime, just as the Chemical Weapons Convention (CWC)3 and
the Convention on Biological and Toxin Weapons (BWC)* try
to address chemical weapons and biological weapons prolifera-
tion.

With the exception of the BWC—a verification-focused
protocol that collapsed some years ago under the weight of its
inability to enable effective verification—such treaty regimes
tend to combine formal legal obligations with declaration pro-
cedures and international inspectorate bureaucracies. The
NPT does admit different sets of obligations for nuclear weap-
ons-possessor and non-possessor states, but universalist re-
gimes generally prefer to eschew contextual application in
favor of one-sizefits-all rules that attempt to be non-discrimi-
natory by means of treating different situations in the same
way. The governing bodies and bureaucracies of such regimes
tend to be broad and globally “representative” and to include
at least informal participation by different groups of states
(e.g., various regional clusters or semi-organized groups of
states professing some sort of specific alignment) that loosely
fill the functional role that political parties might play in a na-
tional legislature. Finally, such regimes tend to have a decided
preference for consensus-based decision-making.

1. Relative Credibility in a Political World

When universalist regimes work, they can contribute in
very important and perhaps indispensable ways to nonprolifer-
ation goals. One of these contributions can be in producing
politically credible verification-related information upon
which governments can rely in making compliance-enforce-
ment decisions. As an example, the United States was issuing
warnings about the secret nuclear weapons aspirations of
Libya and Iran as early as the 1993 noncompliance report of
the U.S. Arms Control and Disarmament Agency (ACDA).5

3. Convention on the Prohibition of the Development, Production,
Stockpiling and Use of Chemical Weapons and on their Destruction, opened
for signature Jan. 13, 1993, 32 1.L.M. 804.

4. Convention on the Prohibition of the Development, Production and
Stockpiling of Bacteriological (Biological) and Toxin Weapons and on their
Destruction, opened for signature Apr. 10, 1972, 26 U.S.T. 583, 1015 U.N.T'S.
163.

5. See U.S. ARMs CONTROL AND DISARMAMENT AGENCY, ADHERENCE TO
AND COMPLIANCE WITH ARMS CONTROL AGREEMENTS AND THE PRESIDENT’S RE-
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The world now knows—from the 2004 U.S. and U.K. removal
from Libya of centrifuge equipment, uranium hexafluoride
centrifuge feedstock, hundreds of tons of uranium conversion
equipment, and nuclear weapons designs®—that these early
U.S. warnings about Libya were quite correct. And the world

PORT TO CONGRESS ON SOVIET NONCOMPLIANCE WITH ARMS CONTROL AGREE-
MENTS (Jan. 14, 1993) [unclassified version], at 17 (“Iran has demonstrated a
continuing interest in nuclear weapons and related technology that causes
the U.S. to assess that Iran is in the early stages of developing a nuclear
weapons program.”), 18 (“Despite Libya’s NPT membership, Libyan leader
Qadhafi has a well-known and long-standing desire for nuclear weapons and
may be attempting to lay the foundation for a more serious effort to produce
them.”). These statements were all that it was possible to say at the unclassi-
fied level at that time. By August 2005, the unclassified version of the U.S.
Government’s noncompliance report had become much clearer and more
detailed in its discussions and its findings. See U.S. DEP’T. OF STATE, ADHER-
ENCE TO AND COMPLIANCE WITH ARMS CONTROL, NONPROLIFERATION, AND Dis-
ARMAMENT AGREEMENTS AND CoMMITMENTS 80 (Aug. 30, 2005), available at
http://www.state.gov/documents/organization/52113.pdf [hereinafter
NoncompLIANCE RepORT 2005] (concluding that “[t]he breadth of Iran’s nu-
clear development efforts, the secrecy and deceptions with which they have
been conducted for nearly 20 years, its redundant and suspicious procure-
ment channels, Iran’s persistent failure to comply with its obligations to re-
port to the IAEA and to apply safeguards to such activities, and the lack of a
reasonable economic justification for this program leads us to conclude that
Iran is pursuing an effort to manufacture nuclear weapons, and has sought
and received assistance in this effort in violation of Article II of the NPT.
This weapons program combines elements of not only the activities declared
to the JAEA and ostensibly run by the Atomic Energy Organization of Iran
(AEOQOI), but also any still undeclared fuel cycle and other activities that may
exist, including those that may be run solely b[y] the military. In addition,
Iran’s past failure to declare the import of UF;, failure to provide design
information to the IAEA on the existing centrifuge facility prior to the intro-
duction of nuclear material, and its conduct of undeclared laser isotope sep-
aration, uranium conversion experiments, and plutonium separation work
further reinforce this assessment and also make clear that Iran has violated
Article IIT of the NPT and its IAEA safeguards agreement.”). The report also
discussed U.S. government conclusions about Libya’s treaty violations with
regard to Weapons of Mass Destruction (WMD): “The United States finds
that prior to its decision to rid itself of its WMD and long-range missile pro-
grams, Libya pursued an active nuclear weapons development program, and
that various aspects of this program violated Libya’s obligations under Arti-
cles IT and IIT of the NPT, as well as its IAEA safeguards agreement.” Id. at
86.

6. See generally Completion of Verification Work in Libya: Hearing on Libya’s
WMD Disarmament Before the Subcomm. on International Terrorism, Nonprolifera-
tion, and Human Rights of the S. Comm. on International Relations, 108th Cong.
933 (2004) (statement of Paula A. DeSutter, Assistant Secretary of State, Bu-
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also now knows much about Iran’s secret weapons efforts,
which involved two decades’ worth of black market purchases
and lies to the IAEA and which, at the time of writing, are still
underway and preoccupying international diplomatic circles
and the United Nations (UN) Security Council. Until this in-
formation became public by other means, however, there was
obviously a limit to the diplomatic coalition-building that the
United States could effect on the basis of years of unspecific
public warnings and underlying intelligence information it
could not reveal in any detail.

The IAEA-based inspection regime under the NPT has
therefore done nonproliferation a great service in providing
politically credible and unclassified information on Iran’s pro-
gram. The national governments that make up the IAEA’s
Board have quite appropriately found Iran to be noncomp-
liant with its safeguards obligations on the basis of the IAEA’s
information and have invited the UN Security Council to hold
Iran accountable—which it has begun to do with Resolutions
1737 (2006) and 1747 (2007).7 Such progress would have
been far more difficult merely on the basis of one country’s
exhortation to “trust me,” however unambiguous the informa-
tion upon which the plea was based.

2. The Symbolic Weight of Universal Regimes

Universal regimes also provide at least some “compel-
lance” pressure by their very existence. Even without an inter-
national verification mechanism, a legally binding treaty re-
gime exerts some force in constraining state behavior. This is
in part because states party continue to look for problems
through their own national means and methods of verification
and thus violators cannot be certain that they will not be dis-
covered and that their actions will not provoke alliances
against them. Moreover, states are not homogeneous mono-
liths, and the discovery of dishonest and provocative behavior
can play into the hands of rival factions or regime opponents.
Finally, one might optimistically suggest that most states, like
most people, do not like to think of themselves (or be thought

reau of Verification and Compliance, Department of State) [hereinafter
DeSutter], available at http://www.state.gov/t/vci/rls/rm/2004/37220.

7. S.C. Res. 1737, U.N. Doc. S/RES/1737 (Dec. 27, 2006); S.C. Res.
1747, U.N. Doc. S/RES/1747 (Mar. 24, 2007).
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of) as scofflaws. Hypocrisy, after all, is the tribute vice pays to
virtue—and most governments would not sign to a treaty re-
gime were they not at least somewhat eager to get credit for
compliance.

As more states join, universalist regimes become “status
magnets,” or at least non-membership becomes increasingly
unattractive in political terms. Some governments, such as
that of North Korea—and, increasingly, Iran—almost seem to
relish the prospect of being considered pariah states. Others,
such as India, Pakistan, and Israel, appear to feel that very spe-
cific national interests require their non-participation in the
NPT. But most governments have a weaker stomach for being
the odd man out, and universalist regimes can clearly acquire
some appeal to those who are not yet “in the club.”

This “status factor” may be a neutral phenomenon in it-
self, but it can have positive effects insofar as even ill-inten-
tioned participants enticed into a regime for such reasons will
be subjected to some kind of safeguards, inspection regime, or
other transparency measures, making deviant behavior
(through proliferation) at least somewhat more costly, diffi-
cult, and detectable. Ideally, transparency and inspection re-
gimes have enough of a chance of leading to the detection of
malfeasance—accompanied by the possibility of meaningful
adverse consequences for the violator—that membership
alone can help make even the most cynical government be-
have.

Finally, in what one hopes is not a trivial additional bene-
fit, universalist regimes also carry important symbolic weight.
They appear to scratch something of an “itch,” at least with
international lawyers and in many political circles, for solu-
tions that seek to apply uniform legal rules in support of good
causes across all humanity. (This impulse toward a universal
and progressive rule of law may underlie persistent, though
still logically and legally flawed, efforts to pretend that the
NPT’s rules are norms of customary international law, or even
jus cogens.) The very fact of a universalist regime’s existence
seems to provide psychological value for many, for it arguably
speaks not only to governments’ formal commitment to a spe-
cific substantive end, such as nuclear nonproliferation, but
also to mankind’s aspirations to a just international order in
which substantive and procedural fairness count for more than
the perquisites of power and circumstance. And when the rul-
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ing bodies or general conferences of such institutions speak,
their very universality and representativeness are felt to give
them special political and moral impact.

B. Paralysis and Politicization
1. The Limits of Inspection

Notwithstanding their appeal, universalist regimes also
have stark weaknesses, many of which are corollaries of their
strengths. To begin with, there is always the danger that an
inspection or transparency regime will have the undesirable
side effect of providing “cover” for noncompliance. Many ob-
servers tend to overestimate the effectiveness of inspections as
a verification tool, forgetting how dependent such mecha-
nisms are on negotiated or time-delayed access provisions with
the host government and the limited ability of inspections to
reveal anything beyond the time and the place of the inspec-
tion. When looking for what is concealed, unless they are
lucky—or the host government is inept—inspectors remain
largely dependent for direction upon exogenous sources of in-
formation. Inspectors can be quite good at confirming data in
a country’s declarations, but are generally much less able to
detect undeclared activities.

For example, for all the outstanding information that has
been developed by IAEA investigators on Iran’s previously-se-
cret nuclear efforts, one should not forget that the Agency
inspected Iran for many years while Tehran’s nuclear efforts
were underway and repeatedly gave the regime clean bills of
health. The IAEA’s breakthrough only came in 2002, when
stories of the secret Natanz centrifuge facility appeared in the
press and gave the Agency a reason to investigate further. One
should also not forget that, during the course of these IAEA
visits, the Iranians learned a good deal about how to stymie
inspectors.

After JAEA environmental sampling detected enriched
uranium at Natanz to Iran’s great embarrassment, the Iranians
subjected the Kalaye Electric facility to a thorough internal
cleanup before letting Agency inspectors visit. When the in-
spectors were finally allowed to visit Kalaye Electric, the re-
cently sanitized facility still yielded traces of enriched uranium
inconsistent with Iran’s nuclear materials inventory declara-
tions. After this second discovery, Iran seemed to figure things
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out. By the time it finally let IAEA inspectors visit the location
known as Lavisan, the suspect enrichment facility there had
been torn down and carted away—even including the topsoil.®

8. See IAEA Director General Report, Implementation of the NPT Safe-
guards Agreement in the Islamic Republic of Iran, Y 4-5, 8, IAEA Doc.
GOV/2003/40 (June 6, 2003) (discussing original visit to Natanz and origi-
nal claims about Kalaye), available at http://www.iaea.org/Publications/
Documents/Board/2003/gov2003-40.pdf; IAEA Director General Report,
Implementation of the NPT Safeguards Agreement in the Islamic Republic
of Iran, 9 32, 34-36, IAEA Doc. GOV/2003/63 (Aug. 26, 2003) (recounting
discovery of enriched uranium residue at Natanz inconsistent with Iran’s de-
clared inventory of nuclear material and noting “considerable modification
of the premises” at Kalaye prior to Iran giving permission to take environ-
mental samples), available at http://www.iaea.org/Publications/Docu-
ments/Board/2003/gov2003-63.pdf; IAEA Director General Report, Imple-
mentation of the NPT Safeguards Agreement in the Islamic Republic of
Iran, 11 30, 32, IAEA Doc. GOV/2003/75 (Nov. 10, 2003) (recounting
Iran’s acknowledgment that undeclared experiments with foreign-procured
UF; had in fact taken place at Kalaye and noting both that Iran had falsely
declared material used in these experiments as having been lost due to
“leaking valves” and that production of centrifuge components had oc-
curred at Kalaye); IAEA Director General Report, Implementation of the
NPT Safeguards Agreement in the Islamic Republic of Iran, § 39, IAEA Doc.
GOV/2004/11 (Feb. 24, 2004) (noting that Iranian claims of past work at
Natanz and Kalaye were inconsistent with sampling data on enriched ura-
nium contamination); IAEA Director General Report, Implementation of
the NPT Safeguards Agreement in the Islamic Republic of Iran, 1 27, IAEA
Doc. GOV/2004/83 (Nov. 15, 2004) (noting that “Iran took a number of
steps to conceal the origin, source, and extent of Iran’s enrichment pro-
gramme, including: denying access to the Kalaye Electric Company work-
shop in February 2003 and refusing to permit the Agency to take environ-
mental samples there in March 2003; dismantling equipment used at the
workshop and moving it to Pars Trash . . . renovating part of the Kalaye
Electric Company workshop in order to prevent detection of the use of nu-
clear material; and submitting incorrect and complete declarations”), availa-
ble at http://www.fas.org/nuke/guide/iran/iaeall04.pdf; id. 1 32 (noting
that renovation at Kalaye, “which was carried out in connection with Iran’s
attempt to conceal the activities carried out there, has interfered with the
Agency’s ability to resolve issues associated with Iran’s centrifuge enrich-
ment programme”); IJAEA Director General Report, Implementation of the
NPT Safeguards Agreement in the Islamic Republic of Iran, 1 27-29, Annex
1 191 25-28, IAEA Doc. GOV/2004/34 (June 1, 2004) (discussing enriched
uranium contamination findings at Natanz and Kalaye), available at http://
www.iaea.org/Publications/Documents/Board/2004/gov2004-34.pdf; IAEA
Doc. GOV/2004/83, supra, 11 37-40 (same); IAEA Director General Report,
Implementation of the NPT Safeguards Agreement in the Islamic Republic
of Iran, Y 42-44, IAEA Doc. GOV/2004/60 (Sept. 1, 2004) (describing “the
possibility of a concealment effort through the removal of the buildings” at
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Not surprisingly, the Agency found nothing there. Today, the
IAEA Director General has made it clear that finishing the
Agency’s work in Iran will require more information from and
access to authority in Iran than permitted even under the
IAEA’s Additional Protocol, but Iran has not allowed the IAEA
this additional access and information.?

Lavisan-Shian after IAEA requested access to site), available at http://
www.iaea.org/Publications/Documents/Board/2004/gov2004-60.pdf; ¢f.
IAEA Doc. GOV/2003/75, supra, 11 38-40, Annex 1 11 59-62 (recounting
Iran’s admission of laser uranium enrichment experiments at Lashkar Ab’ad
only after IAEA inspectors took environmental samples there). See also Dr.
Hassan Rowhani, Address to the Supreme Cultural Revolution Council, in
TeHRAN RanHBORD (Iran), Sept. 30, 2005, at 7-38 (FBIS translation
IAP20060113336001) (“Of course, we did not know precisely how accurate
their sampling would be or how contaminated our centers truly were.”).

9. After the IAEA’s failure to detect the relatively advanced secret nu-
clear weapons program of Saddam Hussein’s Iraq prior to the Gulf War of
1991, the Agency developed a Model Additional Protocol designed to help
IAEA inspectors do a better job at finding undeclared nuclear work. When
signed and ratified by a host government, this Additional Protocol provides
the IAEA with certain investigative authorities in that country beyond those
entailed by a regular Comprehensive Safeguards Agreement. See IAEA Infor-
mation Circular, Model Protocol Additional to the Agreement(s) Between
State(s) and the International Atomic Energy Agency for the Application of
Safeguards, IAEA Doc. INFCIRC/540 (Sept. 1997), available at http: //
www.iaea.org/Publications/Documents/Infcircs /1998 /infcirc540corrected
.pdf. Iran refused to ratify the Additional Protocol, but nonetheless pledged
to follow its procedures before finally renouncing it altogether. See Paul
Kerr, Iran, EU Struggle to Start Nuclear Talks, ARms CoNTROL Tobay, Oct. 2006,
at 24, available at http://www.armscontrol.org/act/2006_10/IranEU.asp.

After the experience at Natanz and Kalaye Electric, the IAEA stated that
“[i]n view of the fact that the Agency is not yet in a position to clarify some
important outstanding issues after two and a half years of intensive inspec-
tions and investigation, Iran’s full transparency is indispensable and over-
due. Given Iran’s past concealment efforts over many years, such trans-
parency measures should extend beyond the formal requirements of the
Safeguards Agreement and Additional Protocol and include access to indi-
viduals, documentation related to procurement, dual use equipment, cer-
tain military owned workshops and research and development locations.
Without such transparency measures, the Agency’s ability to reconstruct, in
particular, the chronology of enrichment research and development, which
is essential for the Agency to verify the correctness and completeness of the
statements made by Iran, will be restricted.” IAEA Director’s Report, Imple-
mentation of the NPT Safeguards Agreement in the Islamic Republic of
Iran, 1 50, IAEA Doc. GOV/2005/67 (Sept. 2, 2005). As already noted, Iran
has not permitted the IAEA this additional access, and the U.N. Security
Council has yet to require, pursuant to its Chapter VII authority to maintain
international peace and security, that Iran provide such transparency.
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The IAEA safeguards system has produced the most intru-
sive and capable inspection regime that currently exists to sup-
port any nonproliferation objective. Nonetheless, even this
system has been unable to effectively monitor compliance by
Iran. We should be careful, therefore, not to overestimate the
capabilities of inspection regimes faced with denial and decep-
tion efforts by a determined and sophisticated violator. Fur-
thermore, without the ability to take some kind of action to
bring violators back into compliance, offset the threat
presented by noncompliance, and/or deter future violators
from taking a similar course of action, there is little point in
conducting inspections or even in detecting a violation.!?

Likewise, if an inspection regime misses something impor-
tant, the fact that the violator has “passed” an inspection will
constitute a noncompliance “false negative” which in turn can
create complacency and undercut the ability of those in the
international community who do perceive a problem to mobil-
ize diplomatic pressure against the violator. Particularly in a
culture that still overestimates the ability of inspection regimes
to defeat sophisticated denial and deception, “false negatives”
can be very damaging, for the false sense of security they cre-
ate is directly proportional to regime participants’ determina-
tion to rely upon the international mechanism in question.
Such dynamics work against the ability to mobilize action
against violators and undercut the efficacy of efforts to verify
regime compliance in the first place.

10. See, e.g., UN. GAOR, 59th Sess., First Comm., 15th mtg. at 13, U.N.
Doc. A/C.1/59/PV.15 (Oct. 22, 2004) (“In January 1961, in an article in
Foreign Affairs, Dr. Fred C. Ikle, a former Director of the U.S. Arms Control
and Disarmament Agency, grappled with the issue of compliance in a semi-
nal article that you all might find as fascinating as I have. That article was
entitled ‘After Detection . . . What?’ In the article, Dr. Ikle made the critical
point that detecting violations is not enough. What really counts is to ensure
that there are sufficient consequences to a violation once it has been de-
tected. Dr. Ikle pointed out that these consequences alone will determine
whether or not the violator stands to gain in the end. His words are as true
today as when he wrote them: only by making violators face consequences
for their violations can they be expected to take compliance seriously, and
only by making them face such consequences will other would-be violators
be deterred.”).
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2. The Challenge of Intentions

The weaknesses of inspection mechanisms and, corre-
spondingly, the challenges of verification may be increasing as
technological changes make the possession of dual-use tech-
nology more prevalent and less obvious than ever. Biotechnol-
ogy is already probably well past the point of no return with
respect to international verification mechanisms. Most of the
capabilities needed to make biological weapons overlap with
the everyday tools of sophisticated science, medicine, and bio-
engineering and are both so easily acquired and so easily con-
cealed that there was apparently no real chance of a meaning-
fully verifiable protocol for the BWC. Chemical weapons
(CW) technology is now moving in this direction as well, with
sophisticated modern chemical plants increasingly able to pro-
vide on-call CW mobilization capability with very few warning
signs and with the technology for making chemical reactors
itself shrinking rapidly.

Nuclear technology probably remains the most easily veri-
fied of the three main types of weapons of mass destruction,!!
but the significance of this distinction is limited. Already, for
instance, it is becoming clear that proliferators who are not
necessarily in a great hurry and who are keen to hide their
activity may have different ideas about what constitutes a “big
enough” cascade of uranium enrichment gas centrifuges than
observers trained in the technology of Cold War-era, super-
power-style mass production of fissile materials. More troub-
ling still is the problem of judging intention—a challenge that

11. Another important field for arms control, nonproliferation, and dis-
armament verification relates to delivery systems (e.g., ballistic or cruise mis-
siles). However, even in that arena—traditionally one in which outside ob-
servers can gain useful information from observations of flight testing—the
proliferation of sophisticated modeling and simulation software and the
availability of high-performance computing are making it easier to hide
large amounts of development work. Existing arms control regimes such as
the Strategic Arms Reduction Treaty (START) between the United States
and the Soviet Union/Russia have relied upon a limited number of carefully
structured, highly formalized, bilaterally-conducted on-site visits, coupled
with extensive use of each party’s national means and methods of verifica-
tion (e.g., reconnaissance satellites and long-range radar observation). They
have not involved international inspection mechanisms. See, e.g., Treaty on
the Reduction and Limitation of Strategic Offensive Arms (START I), U.S.-
U.S.S.R,, July 31, 1991, S. TreaTy Doc. 102-20 (1991).
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nonproliferation regimes increasingly encounter as dual-use
technology becomes more prevalent.

Most famously, it is becoming commonplace to fret about
how easily, under the NPT, a country may lawfully acquire the
capability to almost produce a nuclear weapon.!? The IAEA Di-
rector General has called this a “virtual” weapons capability,
and—notwithstanding Iran’s public pretense of peaceful
uses—Hassan Rowhani, Secretary to Iran’s Supreme National
Security Council, has practically boasted about this loophole.
According to Rowhani, “having [a] fuel cycle capability almost
means that the country that possesses this capability is able to
produce nuclear weapons, should that country have the politi-
cal will to do s0.”13 Fortunately for its hardworking inspectors,
the IAEA is authorized merely to investigate compliance with
nuclear materials safeguards, an intent-neutral issue, and is
not charged with investigating whether or not particular activi-
ties were undertaken with the purpose of furthering a nuclear
weapons program, which is what would help identify an NPT
article II violation.!* Agency inspectors can still do their jobs

12. As U.S. officials have explained it, understanding “the purpose of a
particular activity” is critical in making Article II compliance assessments.
Facts, for instance, “indicating that the purpose of a particular activity was
the acquisition of a nuclear explosive device would tend to show noncompli-
ance.” While “compliance assessments are highly contextual, and no single,
comprehensive definition, unrelated to specific factual situations, would be
useful,” uranium enrichment does not seem to be unlawful in itself. Rather,
such activity must be undertaken with the intent of producing fissile materi-
als for a nuclear weapon in order to be in violation of the treaty. Some
activities may demonstrate purpose on their face, but assessing the implica-
tions of dual-use activities may require further inquiry into underlying in-
tent. “[A]ctivities related to the acquisition or testing of the non-nuclear
components of the nuclear explosion are an example of the type of activities
that would provide a more direct indicator of a weapons program. Informed
by the analysis of such factors, judgments as to the purpose of a Party’s nu-
clear activities therefore lie at the core of Article II compliance assessments.”
NoncompLIANCE ReporT 2005, supra note 5, at 64-65.

13. Rowhani, supra note 8, at 7-38.

14. This, for instance, is presumably why key phrasing in IAEA safeguards
agreements refers to “verification of non-diversion.” Diversion to purposes
unknown—i.e., unaccounted-for nuclear materials that should be covered
by safeguards—is safeguards noncompliance, and no affirmative finding of
weapons intent is required. See, e.g., Iranian Safeguards Agreement, supra
note 2, at art. 28 (“The objective of the safeguards procedures set forth in
this part of the Agreement is the timely detection of diversion of significant
quantities of nuclear material from peaceful nuclear activities to the manu-
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because fuel-cycle activity has some relatively clear radioactive
“observables,” and to detect undeclared nuclear activity is in
itself to identify a safeguards problem.

Even if the “virtual weapons capability” problem does not
in fact undercut IAEA inspections, the issue nonetheless
points to a weakness in inspection mechanisms. In a world of
near-weapons programs acquired legally, maintained (for
now) under safeguards, and employing apparently legitimate
dual-use technology, what kind of international verification
protocol could possibly address program purpose? (For that
matter, what could guard against a sudden change of intention,
which is another way of articulating the danger of regime
“breakout” by a member that has acquired the capability to
make nuclear weapons through dual-use technology?)

This is one of the key problems that have made a Fissile
Material Cutoff Treaty unverifiable and which would plague
any future international attempt to provide verification of NPT
article II compliance.!'> How can an inspector distinguish fis-
sile material produced for weapons purposes from that pro-

facture of nuclear weapons or other nuclear explosive devices or for pur-
poses unknown, and deterrence of such diversion by the risk of early detec-
tion.”); see also id. at arts. 18-19 (discussing permitted steps in the event that
“the Agency is not able to verify that there has been no diversion of nuclear
material required to be safeguarded under this Agreement, to nuclear weap-
ons or other nuclear explosive devices”).

15. The IAEA’s authority currently runs only to nuclear materials ac-
countancy (under safeguards agreements) and to searching for undeclared
nuclear activity that should be subject to safeguards rules (under the Addi-
tional Protocol). The Agency is not authorized to verify compliance with
Article II—though this has not stopped Director General Mohammed
ElBaradei from making comments ultra vires that wrongly imply such author-
ity even as they refuse to draw obvious inferences from the evidence col-
lected by his own inspectors. See, e.g., IAEA Doc. GOV/2003/75, supra note
8, 1 52 (“To date, there is no evidence that the previously undeclared nu-
clear material and activities referred to above were related to a nuclear weap-
ons programme.”). ElBaradei subsequently revised his phrasing to speak of
“proof” instead of “evidence.” See Mohammed ElBaradei, Introductory State-
ment to the Board of Governors (Nov. 20, 2003), available at http://
www.iaea.org/NewsCenter/Statements/2003/ebsp2003n025.html  (“[W]e
have no proof to date that Iran’s past undeclared activities have been linked
to a nuclear weapons program.”).